NON-CONFIDENTIAL

Marmion House,
Lichfield Street, Tamworth,
Staffordshire B79 7BZ.

Enquiries: 01827 709 709
Facsimile: 01827 709 271

AUDIT AND GOVERNANCE COMMITTEE

18 October 2017

Dear Councillor

A meeting of the Audit and Governance Committee will be held in Committee Room 1 -
Marmion House on Thursday, 26th October, 2017 at 6.00 pm. Members of the
Committee are requested to attend.

Yours faithfully

AGENDA

NON CONFIDENTIAL

1 Apologies for Absence
2 Minutes of the Previous Meeting (Pages 1 - 4)

3 Declarations of Interest
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To receive any declarations of Members’ interests (pecuniary and non-
pecuniary) in any matters which are to be considered at this meeting.

When Members are declaring a pecuniary or non-pecuniary interest in
respect of which they have dispensation, they should specify the nature of
such interest. Members should leave the room if they have a pecuniary or
non-pecuniary interest in respect of which they do not have a dispensation.

Annual Audit Letter (Pages 5 - 18)
(Report of Grant Thornton — External Auditor)

Audit and Governance Committee Update - Progress Report and Update
(Pages 19 - 36)

(Report of Grant Thornton — External Auditor)

Local Government Ombudsman Annual Review 2016/17 (Pages 37 - 50)

(Report of the Solicitor to the Council and Monitoring Officer)

Regulation of Investigatory Powers Act 2000 (Pages 51 - 106)

(Report of the Solicitor to the Council and Monitoring Officer)

Internal Audit Update Report 2017/18 (Pages 107 - 128)

(Report of the Head of Internal Audit Services)

Risk Management Update (Pages 129 - 142)

(Report of the Head of Internal Audit Services)

Counter Fraud Update (Pages 143 - 204)

(Report of the Head of Internal Audit Services)

Audit and Governance Committee Timetable (Pages 205 - 208)

(Discussion Item)

People who have a disability and who would like to attend the meeting should contact
Democratic Services on 01827 709264 or e-mail committees@tamworth.gov.uk
preferably 24 hours prior to the meeting. We can then endeavour to ensure that any
particular requirements you may have are catered for.



To Councillors: M Summers, R Ford, C Cooke, J Faulkner, M Gant, M Greatorex and
R Kingstone
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Agenda Item 2

MINUTES OF A MEETING OF THE

UDIT AND GOVERNANCE COMMITTEE
HELD ON 27th JULY 2017

PRESENT: Councillors R Ford (Vice-Chair), C Cooke, J Faulkner, M Gant and
R Kingstone

Officers John Wheatley (Executive Director Corporate Services), Angela
Struthers (Head of Internal Audit Services) and Janice Clift
(Democratic and Elections Officer)

Visitors John Gregory and Joan Barnett (Grant Thornton)

APOLOGIES FOR ABSENCE

Apologies for absence were received from Councillors M Greatorex and M
Summers

MINUTES OF THE PREVIOUS MEETING

The minutes of the meeting held on 1 June 2017 were approved and signed as a
correct record.

(Moved by Councillor J Faulkner and seconded by Councillor C Cooke)
DECLARATIONS OF INTEREST

There were no declarations of Interest.

THE AUDIT FINDINGS REPORT

RESOLVED: The Audit Findings for Tamworth Borough Council were
presented to the Members by Grant Thornton and a
discussion followed

(Moved by Councillor R Ford and seconded by
Councillor J Faulkner)

1
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Audit and Governance 27 July 2017
Committee

MANAGEMENT REPRESENTATION LETTER 2016/17

A Management Representation Letter was submitted to the Members by the
Executive Director Corporate Services

RESOLVED: That the letter of representation was approved and
agreed by Members

(Moved by Councillor J Faulkner and seconded by
Councillor R Ford)

ANNUAL STATEMENT OF ACCOUNTS AND REPORT 2016/17

The Corporate Director Executive Services requested Members to approve the
Statement of Accounts (the Statement) for the financial year ended 31% March
2017 following completion of the external audit.

RESOLVED: That the Members approved the Annual Statement of
Accounts 2016/17 and thanks was given to all of those
involved with the Accounts

(Moved by Councillor J Faulkner and seconded by
Councillor M Gant)

INTERNAL AUDIT CUSTOMER SATISFACTION SURVEY
The Head of Internal Audit Services reported on the outcome of Internal Audit’s
customer satisfaction survey.

RESOLVED: That the Members Committee considered the report
and had no issues to raise.

(Moved by Councillor R Ford and seconded by
Councillor C Cooke)

INTERNAL AUDIT UPDATE REPORT 2017/18

The Head of Internal Audit Services reported on the outcome of Internal Audit’s
review of the Internal Control, Risk Management and Governance Framework in
the 1st Quarter of 2017/18 — and provided members with assurance of the on-

2
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Audit and Governance 27 July 2017
Committee

going effective operation of an Internal Audit function and enable any particularly
significant issues to be brought to the Committee’s attention.

RESOLVED: That the Members considered the report and had no
issues to raise.

(Moved by Councillor R Ford and seconded by
Councillor C Cooke)

RISK MANAGEMENT UPDATE 2017/18

The Head of Internal Audit Services reported on the Risk Management process
and progress to date for the current financial year.

RESOLVED: That the Members endorsed the Corporate Risk
Register.

(Moved by Councillor R Ford and seconded by
Councillor C Cooke)

QUARTERLY RIPA REPORT

The Report of the Solicitor to the Council and Monitoring Officer updated
Members on the Council’s Code of Practice for carrying out surveillance under the
Regulation of Investigatory Powers Act 2000 (RIPA) specifying that quarterly
reports will be taken to Audit and Governance Committee to demonstrate to
elected members that the Council is complying with its own Code of Practice
when using RIPA.

RESOLVED: That the Members endorsed the RIPA monitoring report
for the quarter to 30 June 2017.

(Moved by Councillor R Ford and seconded by
Councillor J Faulkner)

AUDIT AND GOVERNANCE COMMITTEE TIMETABLE

The Committee reviewed the timetable.
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Executive summary

Purpose of this letter
Our Annual Audit Letter (Letter) summarises the key findings arising from the
work we have carried out at Tamworth Borough Council (the Council) for the year

ended 31 March 2017.

This Letter provides a commentary on the results of our work to the Council and
its external stakeholders, and highlights issues we wish to draw to the attention of
the public. In preparing this letter, we have followed the National Audit Office
(NAO)'s Code of Audit Practice (the Code) and Auditor Guidance Note (AGN)
07 — 'Auditor Reporting'.

U
Wd%ported the detailed findings from our audit work to the Council’s Audit and
Go¥Brnance Committee (as those charged with governance) in our Audit Findings
Repott on 27 July 2017.

Our responsibilities

We have carried out our audit in accordance with the NAO's Code of Audit

Practice, which reflects the requirements of the Local Audit and Accountability

Act 2014 (the Act). Our key responsibilities are to:

* give an opinion on the Council’s financial statements (section two)

* assess the Council’s arrangements for securing economy, efficiency and
effectiveness in its use of resources (the value for money conclusion) (section
three).

In our audit of the Council’s financial statements, we comply with International

Standards on Auditing (UK and Ireland) (ISAs) and other guidance issued by the
NAO.
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Our work

Financial statements opinion

We gave an unqualified opinion on the Council’s financial statements on 27 July
2017.

Value for money conclusion

We were satisfied that the Council put in place proper arrangements to ensure
economy, efficiency and effectiveness in its use of resources during the year ended
31 March 2017. We reflected this in our audit opinion on 27 July 2017.



Certificate

We certified that we had completed the audit of the accounts of Tamworth
Borough Council in accordance with the requirements of the Code on 27 July
2017.

Certification of grants

We also carry out work to certify the Council's Housing Benefit subsidy claim on
behalf of the Department for Work and Pensions. Our work on this claim is not
yet complete and will be finalised by 30 November 2017. We will report the results
of this work to the Audit and Governance Committee in our Annual Certification
Letter.

Working with the Council

We are really pleased to have worked with you over the past year. Some examples
of \@ere we have worked with you include:

Q
An Bficient audit — we delivered the accounts audit to the timescales agreed in
advance. The earlier audit deadline of 31 July was achieved a year ahead of when
this is mandated in 2018.

Understanding your operational health — through the value for money conclusion
we provided you with assurance on your operational effectiveness.

Sharing our insight — we provided independent external audit commentary and
insight in your key issues through senior attendance at every Audit Committee. We
have also shared with you our insights on various accounting issues including
earlier closure timetables.

We would like to record our appreciation for the assistance and co-operation
provided to us during our audit by the Council’s staff.

Grant Thornton UK LLP
September 2017
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Audit of the accounts

Our audit approach

Materiality

In our audit of the Council’s accounts, we applied the concept of materiality to
determine the nature, timing and extent of our work, and to evaluate the results of
our work. We define materiality as the size of the misstatement in the financial
statements that would lead a reasonably knowledgeable person to change or
influence their economic decisions.

We determined materiality for our audit of the Council’s accounts to be
£1,081,000, which is 2% of the Council’s gross revenue expenditure. We used this
bergghmark, as in our view, users of the Council’s accounts are most interested in
h@ it has spent the income it has raised from taxation and grants during the year.
®
Weanlso set a lower level of specific materiality of £20,000 for related party
transactions; and for disclosures of officers’ remuneration, salary bandings and exit
packages in the notes to the financial statements.

We set a lower threshold of £54,000, above which we reported errors to the Audit
and Governance Committee in our Audit Findings Report.
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The scope of our audit

Our audit involves obtaining enough evidence about the amounts and

disclosures in the financial statements to give reasonable assurance they are free

from material misstatement, whether caused by fraud or error. This includes

assessing whether:

¢ the Council’s accounting policies are appropriate, have been consistently
applied and adequately disclosed;

* significant accounting estimates made by the Executive Director Corporate
Services are reasonable; and

* the overall presentation of the financial statements gives a true and fair view.

We also read the narrative report and annual governance statement to check
they are consistent with our understanding of the Council and with the accounts
included in the Statement of Accounts on which we gave our opinion.

We carry out our audit in line with ISAs (UK and Ireland) and the NAO Code
of Audit Practice. We believe the audit evidence we have obtained is sufficient
and appropriate to provide a basis for our opinion.

Our audit approach was based on a thorough understanding of the Council’s
business and is risk based.

We identified key risks and set out overleaf the work we performed in response
to these risks and the results of this work.



Audit of the accounts — where we focused more of our work

These are the risks which had the greatest impact on our overall strategy and where we focused more of our work.

Risks identified in our audit
plan

The revenue cycle includes
fraudulent transactions

Under ISA (UK&I) 240 there is
a presumed risk that revenue
may be misstated due to the
impﬁﬂ)er recognition of
revgpue.

«Q
Thi@)resumption can be rebutted
if theauditor concludes that there
is nOTisk of material
misstatement due to fraud
relating to revenue recognition.

Valuation of pension fund net
asset

The Council’s pension fund net
asset and liability as reflected in
its balance sheet represent a
significant estimate in the
financial statements.

How we responded to the risk

Having considered the risk factors set out in ISA240 and the nature of the revenue streams at
Tamworth Borough Council, we determined that the risk of fraud arising from revenue recognition
can be rebutted, because:

there is little incentive to manipulate revenue recognition
opportunities to manipulate revenue recognition are very limited

the culture and ethical frameworks of local authorities, including Tamworth Borough Council,
mean that all forms of fraud are seen as unacceptable

We:

identified the controls put in place by management to ensure that the pension fund liability is not
materially misstated. We will also assessed whether these controls were implemented as
expected and whether they are sufficient to mitigate the risk of material misstatement.

reviewed the competence, expertise and objectivity of the actuary who carried out your pension
fund valuation. We gained an understanding of the basis on which the valuation is carried out.

undertook procedures to confirm the reasonableness of the actuarial assumptions made.

reviewed the consistency of the pension fund asset and liability and disclosures in notes to the
financial statements with the actuarial report from your actuary.
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Findings and conclusions

Our audit work did not identify any issues
in respect of revenue recognition.

Our audit work did not identify any issues
in respect of the valuation of the pension
fund liability.



Audit of the accounts — where we focused more of our work (continued)

Risks identified in our audit
plan

Changes to the presentation of
local authority financial
statements

CIPFA’s Telling the Story’
project, for which the aim was to
streamline the financial
statements and improve
accessibility to the user resulted
in changes to the 2016/17

Code of Practice.

Therghanges affected the
prépentation of income and
eﬁnditure in the

financial statements and
asgbiated disclosure notes. A
prior period adjustment (PPA) to

restate the 2015/16 comparative
figures was also required.

Employee remuneration
Payroll expenditure represents a
significant percentage of the
Council’s gross expenditure.

We identified the completeness
of payroll expenditure in the
financial statements as a risk
requiring particular audit
attention:

+ Employee remuneration
accruals understated
(Remuneration expenses not
correct)

How we responded to the risk

We:

documented and evaluated the process for the recording the required financial reporting
changes to the 2016/17 financial statements.

reviewed the re-classification of the Comprehensive Income and Expenditure Statement (CIES)
comparatives to ensure that they were in line with the Authority’s internal reporting structure.

reviewed the appropriateness of the revised grouping of entries within the Movement In
Reserves Statement (MIRS).

tested the classification of income and expenditure for 2016/17 recorded within the Cost of
Services section of the CIES.

tested the completeness of income and expenditure by reviewing the reconciliation of the CIES
to the general ledger.

tested the classification of income and expenditure reported within the new Expenditure and
Funding Analysis (EFA) note to the financial statements.

reviewed the new segmental reporting disclosures within the 2016/17 financial statements to
ensure compliance with the CIPFA Code of Practice

reviewed and documented the control environment for employee remuneration and performed
walkthrough testing to ensure controls in place had been functioning effectively in the period

tested the payroll reconciliation to ensure that the payroll system could be agreed to the ledger
and financial statements.

reviewed the monthly trend analysis of total payroll.

tested a sample of employee remuneration payments covering the period 1/4/16 to 31/3/17 to
ensure they were accurately accounted for.

tested other payroll disclosure such as senior officer remuneration and exit packages.
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Findings and conclusions

We were satisfied that the CIES and
MIRS were appropriately restated; the
accounting entries in 2016/17 were
materially fairly stated; and that
segmental reporting complied with the
CIPFA Code of Practice.

We agreed with management that a PPA
note to restate the 2015/16 comparative
figures was required to fully comply with
the Code.

Our audit work did not identify any
issues in relation to the risk identified.



Audit of the accounts — where we focused more of our work (continued)

Risks identified in our audit
plan

Operating expenses

Non-pay expenditure represents
a significant percentage of the
Council’s gross expenditure.
Management uses judgement to
estimate accruals of un-invoiced
non-pay costs.

We identified the completeness
of non- pay expenditure in the
financial statements as a risk
requgring particular audit
atigRtion:

» (Dreditors understated or not
peacorded in the correct period
NO@perating expenses

understated)

How we responded to the risk

We:

reviewed and documented the control environment for operating expenses and performed
walkthrough testing to ensure controls in place had been functioning effectively in the period

undertook cut off testing of purchase orders and goods received notes

reviewed the year end accruals process

reviewed the year end control account reconciliations

tested payments after year end to gain assurance there were no material unrecorded liabilities

tested a sample of operating expenses covering the year to ensure they were accurately
accounted for.

tested of a sample of creditor balances as at 31/3/17.
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Findings and conclusions

Our audit work did not identify any
issues in relation to operating expenses,
except:

» we identified that debtors and
creditors were each understated by
£93k (the net position was not
affected) and

» our view that creditors were
potentially overstated by £258k as
no supporting documentation could
be provided to support the potential
clawback of the unspent element of
a coalfield grant received in 2007



Audit of the accounts

Audit opinion
We gave an unqualified opinion on the Council’s accounts on 27 July 2017, in
advance of the 30 September 2017 national deadline.

The Council made the accounts available for audit in line with the agreed
timetable, and provided a good set of supporting working papers. The finance
team responded promptly and efficiently to our queries during the audit.

Key findings arising from the audit of the accounts

We did not identify any adjustments affecting the Council's reported financial
position. The draft financial statements for the year ended 31 March 2017
recQiled net expenditure of £6,177k and there was no change in the audited
acqaunts. We also recommended a number of adjustments to improve the
prefPatation of the financial statements. The most significant of these was the

1nc]|§ion in the audited accounts of a Prior Period Adjustment (PPA) note which

disclosed the changes made to gross expenditure, gross income, and net

expenditure figures reported in 2015/16 to these figures as restated in the accounts

for the year ended 31 March 2017.

The other key messages arising from our audit of the Council's financial statements

were:
* Owur testing of creditors identified one item valued £258k for which no
supporting document could be supplied. From discussion with officers we

understand this relates to the unspent amount of a Coalfields grant received in
2007 that may be subject to clawback. The officer that administered the grant

has now left, and as it 10 years old no supporting documentation can be found.

Management prefers to retain this creditor in case it is asked to repay the
unspent amount. We understand Management will be reviewing this in
2017/18.

We identified that debtors and creditors were understated by £93k. The net
value was not affected. This is not a material amount
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* In relation to valuation of the housing stock, three of the valuations on the
Beacon property valuation certificates had not been entered correctly in the
fixed asset register and Asset Management System, resulting in overall error
of £57,400. Due to the small value, management agreed to correct this in
2017/18. We were satisfied this was not a material issue for the accounts
(net book value of council dwellings is £160.484m).

Annual Governance Statement and Narrative Report

We are required to review the Council’s Annual Governance Statement and
Narrative Report. It published them on its website with the draft accounts in
line with the national deadlines.

Both documents were prepared in line with the relevant guidance and were
consistent with the supporting evidence provided by the Council and with our
knowledge of the Council.



Value for Money conclusion

Background

We carried out our review in accordance with the NAO Code of Audit Practice
(the Code), following the guidance issued by the NAO in November 2016 which
specified the criterion for auditors to evaluate:

In all significant respects, the audited body takes properly informed decisions and deploys resonrces
to achieve planned and sustainable outcomes for taxpayers and local people.

Findings
Odur first step in carrying out our work was to perform a risk assessment and
iderg?fy the key risks where we concentrated our work.

W&earried out our initial risk assessment based on the NAO’s auditor’s guidance
note (AGNO03) and reported to you in our Audit Plan presented on 28 March 2017
thagpye had not identified any significant risks from our initial risk assessment.

We continued our review of relevant documents, including reviewing your Annual
Governance Statement up to the date of giving our auditors report, and did not
identify any further significant risks where we needed to perform further work.
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Overall VfM conclusion
We are satisfied that in all significant respects the Council put in place proper
arrangements to secure economy, efficiency and effectiveness in its use of

resources for the year ending 31 March 2017.
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Appendix A: Reports issued and fees

We confirm below our final fees charged for the audit and provision of non-audit services.

Fees
Proposed
fee Actual fees  2015/16 fees
£ £ £
Statutory audit of the Council 49,838 49,838 49,838
Housing Benefit Grant Certification * 11,643 TBC 11,575
Total fees (excluding VAT) 61,481 TBC 61,413

Thegproposed fees for the year were in line with the scale fee set by Public Sector

Ayl Appointments Ltd (PSAA).

* kR is the indicative fee set by Public Sector Audit Appointments Ltd (PSAA).
Ltcm” he final fee shall be confirmed on completion of the work in November
2017. Any fee variations are subject to approval by PSAA.

Reports issued

Report
Audit Plan

Audit Findings Report

Annual Audit Letter

Date issued

30 March 2017

27 July 2017

September 2017
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Fees for other services
Service Fees £

Audit related services — Pooling of Housing Capital 2,500
Receipts certification work indicative fee (final fee to be
confirmed on completion of the work in November 2017)

Non- audit services

* For the purposes of our audit we have made enquiries of all Grant
Thornton UK LLP teams providing services to the Council. The table
above summarises all other services which were identified.

* We have considered whether other services might be perceived as a
threat to our independence as the Council’s auditor and have ensured
that appropriate safeguards are put in place, as set in the table overleaf.

1



Reports 1ssued and fees continued

We have considered whether other services might be perceived as a threat to our independence as the Council’s auditor and have ensured that appropriate safeguards have

been applied to mitigate these risks.

Service provided to Fees Threat identified Safeguards
Audit related
services
Pooling of Housing | Tamworth Borough Council 2,500 | Self-interest This is a recurring fee and therefore high self-interest
Capital Receipts (indicative) threat. However, the level of this recurring fee taken on
certification work its own is not considered a significant threat to
U independence as the indicative fee for this work of
8 £2,500.00 in comparison to the total fee for the audit of
D £49,838.00 and in particular to GTUK's turnover overall.
= Further, the work is on audit related services.
o It is a fixed fee and there is no contingent element to it.

These factors all mitigate the perceived self-interest
threat to an acceptable level.

TOTAL £2,500

The above non-audit services are consistent with the Council’s policy on the allotment of non-audit work to your auditor and have been approved by the Audit and
Governance Committee.

© 2017 Grant Thornton UK LLP | The Annual Audit Letter for Tamworth Borough Council | September 2017 12
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© 2017 Grant Thornton UK LLP. All rights served.

'Grant Thornton' refers to the brand under which the Grant Thornton
member firms provide assurance, tax and advisory services to their
clients and/or refers to one or more member firms, as the context
requires.

Grant Thornton UK LLP is a member firm of Grant Thornton
International LTD (GTIL). GTIL and the member firms are not a
worldwide partnership. GTIL and each member firm is a separate
legal entity. Services are delivered by the member firms. GTIL does
not provide services to clients. GTIL, and its member firms are not
agents of, and do not obligate, one another and are not liable for
one another's acts or omissions.

grant-thornton.co.uk
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Audit Committee progress report and update — Tamworth Borough Council

The contents of this report relate only to the matters which have come to our attention, which we believe need to be
reported to you as part of our audit process. It is not a comprehensive record of all the relevant matters, which may
be subject to change, and in particular we cannot be held responsible to you for reporting all of the risks which may
affect your business or any weaknesses in your internal controls. This report has been prepared solely for your
benefit and should not be quoted in whole or in part without our prior written consent. We do not accept any
responsibility for any loss occasioned to any third party acting, or refraining from acting on the basis of the content
of this report, as this report was not prepared for, nor intended for, any other purpose.

0z abed
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Audit Committee progress report and update — Tamworth Borough Council

Introduction

This paper provides the Audit and Governance Committee with a
report on progress in delivering our responsibilities as your external

auditors.

Members of the Audit and Governance Committee can find further useful material on our website www.grant-thornton.co.uk, where we have a section dedicated to our work in the public
sector. Here you can download copies of our publications and articles, including the reports mentioned in this update along with other items:

T¢ obed

Income generation is an increasingly essential part of providing sustainable local services ; http://www.grantthornton.co.uk/en/insights/the-income-generation-report-local-leaders-are-
ready-to-be-more-commercial

Social enterprises are becoming increasingly common vehicles for delivering services that are not an ‘essential’ service for an authority but still important to the local community;
http://www.grantthornton.co.uk/en/insights/a-guide-to-setting-up-a-social-enterprise

Fraud risk, 'adequate procedures', and local authorities; http://www.grantthornton.co.uk/en/insights/ fraud-risk-adequate-procedures-and-local-authorities/

Brexit and local government; http://www.grantthornton.co.uk/en/insights/a-global-britain-needs-more-local-government-not-less/ and

http://www.grantthornton.co.uk/en/insights/brexit-local-government--transitioning-successfully/

If you would like further information on any items in this briefing, or would like to register with Grant Thornton to receive regular email updates on issues that are of interest to you, please
contact either your Engagement Lead or Engagement Manager.
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Audit Committee progress report and update — Tamworth Borough Council

Progress at 26 October 2017

Planned
2016/17 Date ~ Complete? Comments
Annual Audit Letter 26 October
The annual audit letter (AAL) is being presented to the committee today. 2017 for Yes
The work on the Housing Benefits claim is ongoing. The work will be AAL The AAL completed our audit duties for the year.
potrEpletergf_by :_he deadlrltn_e j'f 30 No;%r?ger and we will report our findings 30 Our housing benefits work is on track for completion by the deadline.
in the certification report in January November Not yet due
2017 (HB)
Planned
2017/18 Date Comments
Fee Letter
We were required to issue a 'Planned fee letter for 2017/18 by the end of
April 2017. This is the final audit year under the current contract. April 2017 yes We sent our fee letter to Tony Goodwin on 29 March 2017.

PSAA has awarded contracts to audit suppliers and is currently consulting
on local appointments. Your audit supplier from 2018/19 will be confirmed
by the end of December 2017.

Accounts Audit Plan

We will issue a detailed accounts audit plan to the Council setting out our
proposed approach the audit of the Council's 2017/18 financial statements.
This will be issued upon completion of our audit planning.

The statutory deadline for the issue of the 2017/18 opinion is brought

forward by two months to 31 July 2018. We will discuss with your officers ~ March 2018 Not yet due
our plan and timetable to ensure that we complete our work by this earlier

deadline. You are in a good position to achieve this deadline, having

achieved early sign off in 2016/17.

We may also need to discuss and agree with you arrangements for the

issue of the draft Audit Findings Report, in view of the time available to

complete our work and your committee report deadlines.

We will present our Audit Plan to the March 2018 meeting of the
Committee.

© 2017 Grant Thornton UK LLP. All rights reserved. 4
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Audit Committee progress report and update — Tamworth Borough Council

Progress at 26 October 2017

2017/18

Interim accounts audit

Our interim fieldwork visit plan will reflect the need to complete as much as possible
earlier in the audit cycle. Our work will include:

« review of the Council's control environment

» updating our understanding of financial systems

» review of Internal Audit reports on core financial systems

« early work on emerging accounting issues

« early substantive testing

* Value for Money conclusion risk assessment.

Final accounts audit

» proposed opinion on the Council's accounts

» proposed Value for Money conclusion

» review of the Council's disclosures in the consolidated accounts against the Code
of Practice on Local Authority Accounting in the United Kingdom 2017/18

Value for Money (VfM) conclusion

The scope of our work is unchanged to last year and is set out in the final guidance
issued by the National Audit Office in November 2015. The Code requires auditors to
satisfy themselves that; "the Council has made proper arrangements for securing
economy, efficiency and effectiveness in its use of resources".

The guidance confirmed the overall criterion as; "in all significant respects, the
audited body had proper arrangements to ensure it took properly informed decisions
and deployed resources to achieve planned and sustainable outcomes for taxpayers
and local people".

The three sub criteria for assessment to be able to give a conclusion overall are:

* Informed decision making

» Sustainable resource deployment

»  Working with partners and other third parties
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Planned
Date

January to
March 2018
exact dates to
be confirmed

June/July
2018 exact
dates to be
confirmed

July 2018

Not yet due

Not yet due

Not yet due

Comments

We will report the results of our interim work to the
Committee either in March 2018 or in June 2018
depending on the timing of this work and the Committee
meeting.

We will agree the exact timing of this visit with your
Officers

We aim to complete as much of this work as possible by
the end of March 2018. We will keep the Council’s
arrangements and any relevant developments under
review until we issue our value for money conclusion at
the end of July 2018.
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Code of Practice on LLocal Authority

Accounting in the United Kingdom
2017/18 and forthcoming provisions
for IFRS 9 and IFRS 15

Code of Practice on Local Authority Accounting in the
United Kingdom 2017/18

CIPFA/LASAAC has issued the Local Authority Accounting
Code for 2017/18. The main changes to the Code include:

¢ amendments to section 2.2 (Business Improvement
District Schemes (England, Wales and Scotland), Business
Rate Supplements (England), and Community
Infrastructure Levy (England and Wales)) for the
Community Infrastructure Levy to clarify the treatment of
revenue costs and any charges received before the
commencement date

¢ amendment to section 3.1 (Narrative Reporting) to
introduce key reporting principles for the Narrative Report

* updates to section 3.4 (Presentation of Financial
Statements) to clarify the reporting requirements for
accounting policies and going concern reporting

* changes to section 3.5 (Housing Revenue Account) to
reflect the Housing Revenue Account (Accounting
Practices) Directions 2016 disclosure requirements for
English authorities

* following the amendments in the Update to the 2016/17
Code, changes to sections 4.2 (Lease and Lease Type
Arrangements), 4.3 (Service Concession Arrangements:
Local Authority as Grantor), 7.4 (Financial Instruments —
Disclosure and Presentation Requirements)
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* amendments to section 6.5 (Accounting and
Reporting by Pension Funds) to require a new
disclosute of investment management transaction
costs and clarification on the approach to investment
concentration disclosure.

Forthcoming provisions for IFRS 9 and IFRS 15

CIPFA/LASAAC has issued ‘Forthcoming provisions
for IFRS 9 Financial Instruments and IFRS 15 Revenue
from Contracts with Customers in the Code of Practice
on Local Authority Accounting in the United Kingdom
2018’. It sets out the changes to the 2018/19 Code in
respect of IFRS 9 Financial Instruments and IFRS 15
Revenue from Contracts with Customers. It has been
issued in advance of the 2018/19 Code to provide local
authorities with time to prepare for the changes required
under these new standards.

IFRS 9 replaces IAS 39 Financial Instruments:
Recognition and Measurement. IFRS 9 includes a single
classification approach for financial assets, a forward
looking ‘expected loss” model for impairment (rather
than the ‘incurred loss’ model under IAS 39) and some
fundamental changes to requirements around hedge
accounting.

Technical Matters

Questlons

+|syour Dlrector of Flnance
aware of th_e, changes to the
"Code of Practice in 2017/18
and the’ forthcommg changes
'~ to lease accountmg and .
revenue recognition?

IFRS 15 replaces IAS 18 Revenue and IAS 11
Construction Contracts. IFRS 15 changes the basis for
deciding whether revenue is recognised at a point in time
or over a period of time and introduces five steps for
revenue recognition.

It should be noted that the publication does not have the
authority of the Code and eatly adoption of the two
standards is not permitted by the 2017/18 Code.
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Independent Review of Building
Regulations and Fire Safety

Sector Issues

The Government has published the terms of reference for the independent
Review of Building Regulations and Fire Safety, commissioned following the
Grenfell Tower fire tragedy.

The DCLG press release states:

“This Review will urgently assess the effectiveness of current building and fire
safety regulations and related compliance and enforcement issues, with a
“U focus on multi occupancy high rise residential buildings. This will include
8 addressing whether the government’s large-scale cladding system testing
(D programme identified any potential systemic failures.

N The Review’s 2 key priorities are to develop a more robust regulatory system
for the future and provide further assurance to residents that the buildings
they live in are safe and remain safe. While the Review will cover the
regulatory system for all buildings, it will have a specific focus on multi
occupancy high rise residential buildings.

Dame Judith Hackitt, a qualified engineer with strong regulatory background,
is leading the Review and will draw on the experience of local government,
industry, the fire sector, international experts and MPs. She will also engage
with residents of multi occupancy residential buildings.

The Review will report jointly to Communities Sectetary Sajid Javid and
Home Secretary Amber Rudd. An interim report will be submitted in autumn
2017 and a final report submitted in spring 2018. The Review will co-operate
fully with the Public Inquiry, and Dame Judith Hackitt will review her
recommendations in the light of the findings of the Inquiry.”
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The terms of reference state that the review will:

map the current regulatory system (i.e. the regulations, guidance and
processes) as it applies to new and existing buildings through planning,
design, construction, maintenance, refurbishment and change
management;

consider the competencies, duties and balance of responsibilities of key
individuals within the system in ensuring that fire safety standards are
adhered to;

assess the theoretical coherence of the current regulatory system and how
it operates in practice

compare this with other international regulatory systems for buildings and
regulatory systems in other sectors with similar safety risks;

make recommendations that ensure the regulatory system is fit for
purpose with a particular focus on multi-occupancy high-rise residential

buildings.

The full terms of reference are available at:

https:

www.gov.uk/government/publications/independent-review-of-

building-regulations-and-fire-safety-terms-of-reference
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Procurement of external audit
services

Public Sector

Audit Appointments

Procurement outcome

As a result of the highly successful procurement of auditor services, opted-in Local
government and police bodies throughout England will collectively benefit from
reduced fees for audit services in 2018/19 compared to 2016/17. Aggregate savings
are expected to exceed £6 million per annum, equivalent to a reduction of

o approximately 18% in the scale fees payable by local bodies.

QD The results of the process announced on 20 June 2017 involve the award of the
(D following contracts:

g * Lot 1 of approx. £14.6 million per audit year was awarded to Grant Thornton
LLP;

* Lot 2 of approx. £10.9 million per audit year was awarded to EY LLP;

* Lot 3 of approx. £06.6 million per audit year to awarded to Mazars LLP;

* Lot 4 of approx. 2.2 million per audit year to awarded to BDO LLP;

* Lot 5 of approx. £2.2 million per audit year to awarded to Deloitte LLLP; and

* Lot 6 with no guaranteed value of work to awarded to a consortium of Moore
Stephens LLP and Scott-Moncrieff LLP.

Contracts were awarded on the basis of most economically advantageous tender with
50% of the available score awarded to price and 50% awarded to quality.

The procurement strategy, agreed by the PSAA Board in December 2016, sets out the
basis on which the procurement of audit services was carried out.

Having concluded the procurement, PSAA will commence the process of appointing
auditors to opted-in bodies. For more information on the auditor appointment
process click here.
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Sector Issues

Finalising and confirming appointments

The PSAA Board will approve all proposed appointments from 2018/19,
following consultation with audited bodies, at its meeting in mid-December.
The Board’s decision on the appointment of auditors is final. Following
Board consideration, we will write to each audited body to confirm their
appointment. We plan to send all confirmations on 18 December..

Department
for Work &
Pensions

Housing Benefit (Subsidy) Assurance Process 2018/19:
Module 1 Special Purpose Framework Instruction:

This Circular sets out the arrangements for the audit of the housing benefits
subsidy for 2018/19. It is for the LLA to appoint a reporting accountant to
undertake this work and notify the DWP of this. A standard letter of
notification for the LA use is set out in Appendix 1. This letter of
notification must be issued to the DWP by the LA no later than the 1st
March 2018.
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Local Authority 2016/17 Revenue

Expenditure and Financing

DCLG has produced a summary of Local Authorities’ 2016/17 provisional revenue spending and financing. It notes that
Local government expenditure accounts for almost a quarter of all government spending and the majority of this is through
local authority revenue expenditure. The summary is compiled from the Revenue Outturn (RO) returns submitted by all
local authorities in England. Coverage is not limited to local councils in England and includes other authority types such as
Police and Crime Commissioners and Fire authorities.

The headline messages include:

6¢ obed

Local authority revenue expenditure totalled £93.5 billion for all local authorities in England in 2016-17. This was 1.1%
lower than £94.5 billion spent over 2015-16.

Expenditure on Adult Social Care increased to £14.9 billion in 2016-17. This was £0.5 billion (3.6%) higher than in 2015-
16. 2016-17 was first year local authorities were able to raise additional funding for Adult Social Care through the council
tax precept.

The largest decrease in local authority expenditure was on Education services. This was £0.8 billion (2.4%) lower in 2016-
17 than in 2015-16. The majority of this decrease is due to local authority funded schools converting to academies.

Local authorities are financing more of their expenditure from locally retained income. 40.4% of revenue expenditure was
funded through council tax and retained business rates and 57.5% from central Government grants. The remaining 2.1%

was funded by reserves and collection fund surpluses. These percentages were 38.7%, 60.4% and 0.9% respectively in
2015-16.

Local authorities used /1.5 billion (6.2%) of the £24.6 billion reserves balance held at the start of the 2016-17.

Local authorities” use of reserves was £1.1 billion higher in 2016-17 than in 2015-16. Due to changes in their capital
programme, £0.5 billion of this increase is due to the Greater London Authority.

The full report is available at:

https:

www.gov.uk/government/uploads/system/uploads/attachment data/file/639755/Revenue Expenditure and Fin

ancing

2016-17 Provisional Outturn.pdf
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Sector Issues .

Did you know....

This data set and many others are included in CFO
Insights.

CFO Insights is the Grant Thornton and CIPFA online
analysis tool. It gives those aspiring to improve the
financial position of their organisation instant access to
insight on the financial performance, socio-economic
context and service outcomes of theirs and every other
council in England, Scotland and Wales.

More information is available at:

http:/ /www.cfoinsights.co.uk

1
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Combined Authorities: Signs of Grant Thornton publications
Success

In her foreword to ‘Building our Industrial Strategy’ the Key findings from the report: ; QuestlonS: : =~ :
Pr1.rne Minister states that the 1r11tlatl.ve Wﬂ.l help to ¢ CAs must begin to reduce the institutional blurring + Have you read our re port’7 :
deliver a stronger economy and a fairer society — where . e,

with historic local government structures that has
occurred with their formation. As greater clarity
emerges over their roles, functions, and profiles of

wealth and opportunity are spread across every
community in our United Kingdom, not just the most
prosperous places in London and the South East.”
Combined Authorities (CAs) — the newest model for the
“U governance of local public services — are central to this.

individual mayors, ; their perceived legitimacy will
increase.

* CAs stand and fall on their ability to add value through
targeted investment, strategic co-ordination, joined-up

Q In response to this, Grant Thornton and Bond

Dickinson have jointly commissioned a report which policy and the levering in of additional resources

et provides an insight into the establishment of each (particularly additional private sector funds).

combined authority in the context of their specific © GrantThomton God Didingon.

An instinct for growth”

challenges. It is still early days for most combined * There is no single checklist or set of criteria for

authorities — the political and administrative difficulties of measuring the success of mayors and combined B Andhoriion
adopting this model are not to be under-estimated - but authorities, each city region must articulate its own signs of success ’
early signs are emerging of their potential to innovate and challenges and show progress in tackling them. .

drive success. * A balanced set of benchmarks encompassing both

The report benchmarks combined authorities using key economic and social success will, however, serve as a
indicators of growth, housing, transport and skills useful stimulus for the debate around the impact of the
amongst others. We have also used our Vibrant Economy combined authority model over time.

Index, which goes beyond financial returns and takes into
account the wellbeing of society, to compare city regions.
We believe that these benchmarks can serve as a baseline

for assessment of progress over time.

http://www.grantthornton.co.uk/en/insight
s/combined-authorities-signs-of-success/

© 2017 Grant Thornton UK LLP. All rights reserved. 13
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Setting up a successtul soctal Grant Thomton publications
enterprise

Local government continues to innovate as it reacts to Key findings from the report: : Quest!ons: : 3
i terity. An i tant strand of thi
OREOINg Austerily. An Important Strand of tis . *Austerity continues to be a key driver for change: social Is your Council eXplorlng
response has been the development of alternative : ) hoi h hee | fi f ; delive g ¢
delivery models, including local authority trading b R C o e e e nan R e beE S et e
companies, joint ventures and social enterprises. °p p?rtumtyttl()) etr; ant?e the CtE ture o f:omfnlsmty i < Have you read our report?
involvement by transferring these services into a

This report focuses on social enterprises in local standalone entity at its centre = Halve you downloaded Our

Q) government; those organisations that trade with a guide? : ; :

*The social enterprise model tends to lend itself more to

Q social purpose of carry out activities for community . . . ; .
community services such as libraries, heritage

benefit rather than private advantage. Social
% enterprises come in a variety of shapes and sizes as

management and leisure, but not exclusively so

they do not have a single legal structure or ownership *Social enterprises can open up new routes of funding

rule and can adopt any corporate form as long as it including the ability to be flexible on pricing and access pOWNLOAD

has a social purbose t b bsidised advi A guide to setting up a social en-
purpose. O pro bono or subsidised advice terprise

In this report we explore what social enterprises look *Some local authorities have converted exiting models RevnisanbREUR0R] 2

like, the requirements for setting one up, how they into social enterprises; for example where a greater focus

should be managed to achieve success and how they on social outcomes has been identified

can be ended. . . .
Striking a balance between financial and social returns

We have complemented this with a range of case If you are a local authortity looking to transition a public
studies providing inspiring ideas from those that have service to a social enterprise model certain factors will be key
been successful and some lessons learned to take into to your success including: leadership, continuing the culture,
consideration. branding, staff reward and secure income stream.

Download our guide to explore how to handle these factors
to ensure success, the requirements for setting up a social
enterprise; and how social enterprise can be ended. The guide
also showcases a number of compelling case studies from

http://www.grantthornton.co.uk/en/insight
s/a-guide-to-setting-up-a-social-

local authorities around England, featuring inspiring ideas n .y
from those social enterprises that have been a success; and enterprise
lessons learned from those that have encountered challenges.

© 2017 Grant Thornton UK LLP. All rights reserved. 14



Audit Committee progress report and update — Tamworth Borough Council

A Manifesto for a Vibrant Economy

Developing infrastructure to enable local growth

Cities and shire areas need the powers and frameworks
to collaborate on strategic issues and be able to raise
finance to invest in infrastructure priorities. Devolution
needs to continue in England across all places, with
governance models not being a “one-size-fits

all”. Priorities include broadband, airport capacity in the
North and east-west transport links.

Addressing the housing shortage, particularly in London
and the Southeast, is a vital part of this. There simply is

There is an opportunity for communities to take a more
holistic approach to health, for example creating healthier
spaces and workplaces and tackling air quality, and to use
technology to provide more accessible, cheaper diagnosis
and treatment for many routine issues

Finding a better way to measure the vibrancy of places
When applied to a place we can see that traditional indicators
of prosperity such as GVA, do not tell the full story. To
address this we have developed a Vibrant Fconomy Index to
measure the current and future vibrancy of places. The

Grant Thornton publication‘s'

.Question:

. Have you read our manifestp?

“U not enough available land on which to build, and green
g belt legislation, though designed to allow people living in
(D cities space to breath, has become restrictive and is in
o need of modernisation. Without further provision to
W free up more land to build on, the young people that we

Index uses the geography of local authority areas and
identifies six broad objectives for society: prosperity,

dynamism and opportunity, inclusion and equality, health
wellbeing and happiness, resilience and sustainability, and
community trust and belonging.

need to protect the future of our economy will not be The city of Manchester, for example, is associated with = EE
able to afford housing, and council spending on housing dynamic economic success. While our Index confirms this, it
the homeless will continue to rise. also identifies that the Greater Manchester area overall has
i 7 i CREATING A MANIFESTO
exceptionally poor health outcomes, generations of low e i

Business rates are also ripe for review — a property-based
tax is no longer an accurate basis for taxing the activity
and value of local business, in particular as this source of
funding becomes increasingly important to the provision
of local authority services with the phasing out of the
Government’s block grant.

Demographic and funding pressures mean that the NHS
no longer remains sustainable, and the integration of
health and social care — recognised as critical by all key
decision makers — remains more aspiration than reality. .

© 2017 Grant Thornton UK LLP. All rights reserved.

education attainment and deep-rooted joblessness. These
factors threaten future prosperity, as success depends on
people’s productive participation in the wider local economy,
rather than in concentrated pockets.

Every place has its own challenges and

opportunities. Understanding what these are, and the
dynamic between them, will help unlock everybody’s ability
to thrive. Over the coming months we will continue to
develop the Vibrant Economy Index through discussions
with businesses, citizens and government at a national and
local level.

Guy Clifton — Head of Local Government Advisory

Draft recommendabons

http:/ /www.grantthornton.co.uk/globalassets/1.-membet-
firms/united-kingdom/pdf/documents/ creating-manifesto-
vibrant-economy-draft-recommendations.pdf
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The Board: creating and protecting Grant Thornton publications
value

Value creation ( H .
In all sectors, boards ate increasingly coming under ; QueSthn' ;
ressure from both the market and regulators to improve o rship — : :
pres , 1 regu p How well do the non-executives: How well do the executives: » - Have you read our report?
their effectiveness and accountability. This makes « design, debate and decide the + Make decisions aligned with i T

business sense given a strong governance culture in the organisation’s future? realising the organisation’s
inspire and guide the executive purpose?

to realise the organisation’s Inspire and motivate employees
purpose? to realise the organisation’s
provide support to the purpose?

executives? model the values of the
organisation?

boardroom produces better results, promotes good
behaviour within the organisation and drives an
“Uorganisation’s purpose.

Q Grant Thornton’s new report “The Board: creating and

protecting value’ is a cross- sector review of board

Assurance Management
How well do the non-executives: How well do the executives:

b
2
E

o

g

?

§
=z

N effectiveness, based on a survey of executives and non-

executives from a range of organisations including + monitor financial, compliance « set goals, creating plans

charities, housing associations, universities, local and business indicators? and allocating resources to P yn—
rament. brivat mpanies and publically listed ensure appropriate processes achieve them? et o

gove .e » private companies and publically iste are in place to manage risk? effactively assign roles and

companies. have oversight of the executive responsibilities? The Board: creating

and protecting value
. . team? Focus on day-to-day tasks and
It considers the challenges faced by boards, ways in s e e daliver PSP

which they can operate more effectively; and how to strategic aims?

strike the right balance between value protection and Volue protection

value creation.

This report uses the DLMA analysis which categorises  Source: The Board: Creating and protecting value, 2017, Grant Thornton
skills into four areas: Directorship, Leadership,
Management and Assurance. This powerful tool provides
a framework (see graph 1) with which to evaluate how
wellan org:.imsatlon is performing 11.1 1.32.11.211‘106 of skills and http:/ /www.grantthornton.co.uk/globalassets/1.-membet-
understanding of roles; and responsibilities between the

) Y : firms/united-kingdom/pdf/publication/board-effectiveness-
exccutive and Board. It helps align risk (value protection)

. . . . report-2017.pdf
and opportunity (value creation) with overarching

strategy and purpose.

© 2017 Grant Thornton UK LLP. All rights reserved. 16
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International Consortium on
Governmental
Financial Management

Introduction

Grant Thornton and the International Consortium on Governmental Financial Management ICGFM)
partner every other year to perform an international survey of Public Financial Leaders.

“Uin 2015 the theme was innovation in public financial management. This year’s survey has been designed to

identify and describe emerging issues around transparency and citizen engagement — building on the themes
(D highlighted in the 2015 report.

wfhe insights will be published in a report later in 2017 and we would be delighted if you were able to spend
sorne time completing the brief on-line questionnaire which can be found here. Your Audit Manager will be
able to provide you with a link to the survey if required.

Please note that the ICGFM and Grant Thornton will not identify, or attribute thoughts and quotations to,
individual survey respondents in the final 2017 report. This preserves your anonymity, so please respond
freely, honestly and openly.

© 2017 Grant Thornton UK LLP. All rights reserved.

We have again partnered with the _
ICGFM to survey Financial Leaders -

Questlon ' Y

.+ Have you completed the -
ICGFEM survey on:

transparency and citizen -

enga‘g_emfent?'v

°Gﬂnt'|'|'nndnn

A iflies e grawih
-|1'|1'|u'-.' 'ri..-n 1 '.1 |[_-[j._
financial management
in an increasingly complex and
wnceriain Environment

ozl Francsl mesgeren aaden sarewy 2HES

+
L
P
—
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An instinct for growth
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‘Grant Thornton’ refers to the brand under which the Grant Thornton member firms
provide assurance, tax and advisory services to their clients and/or refers to one or
more member firms, as the context requires.

Grant Thornton UK LLP is a member firm of Grant Thornton International Ltd
(GTIL).GTIL and the member firms are not a worldwide partnership. GTIL and each
member firm is a separate legal entity. Services are delivered by the member firms.
GTIL does not provide services to clients. GTIL and its member firms are not agents
of, and do not obligate, one another and are not liable for one another’s acts or
omissions.

grantthornton.co.uk

© 2017 Grant Thornton UK LLP. All rights reserved.



Agenda Iltem 6

AUDIT & GOVERNANCE COMMITTEE
26 OCTOBER 2017

REPORT OF THE SOLICITOR TO THE COUNCIL AND MONITORING
OFFICER

LOCAL GOVERNMENT OMBUDSMAN ANNUAL REVIEW 2016/17

Purpose

To advise the Committee of the views of the Local Government Ombudsman
in relation to complaints against the Borough Council and provide an
opportunity for members of the Committee to raise any issues they consider
appropriate and consider the effectiveness of investigations relating to
Tamworth Borough Council.

Recommendation

That the Committee
1. endorse the Annual Review Letter as attached at Appendix 1 and
2. acknowledge the change of name in the office of the Ombudsman.

Executive Summary

In the year 2016/17 the Ombudsman received 7 enquiries and complaints
about our authority, and made 8 reported decisions. In 2015/16 the
Ombudsman received 13 enquiries and complaints about our authority, and
made 14 decisions. In 2014/15 the Ombudsman recorded 11 enquiries and
complaints. Apart from an increase in 2013/14 which, as had been suspected,
was unusually inflated due to the changes that took place in the
Ombudsman’s office for recording contact made with them, the position in
relation to complaints remains fairly static. In 2012/13 there were 11
complaints.

Of the 7 enquiries and complaints 6 also appear in the decisions report. Of
the 8 reported cases in the decisions report, 2 are no more than an enquiry to
the Ombudsman Office for which we as the Council receive no notification.
However every call and contact to the Ombudsman Office by a member of the
public is given a case number and in turn each case has a decision recorded
against it. It would be interesting to know how many reported cases across
the country are merely enquiries. Of the other 6 cases in the decisions report
only 2 resulted in investigations and of those cases only 1 was upheld. In
relation to the upheld case the Ombudsman’s suggested remedy was
invoked.
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It is worth noting that the statistical report indicates that the uphold rate for
complaints for Tamworth is 50% despite 7 of the 8 remedies being stated by
the Ombudsman in his report as NULL.

Two decisions were “referred back for local resolution”, this means that the
complaint has been resolved by the Council; three decisions were “closed
after initial enquiries” this occurs when the Ombudsman decides it cannot or
should not investigate a complaint e.g. the Planning Inspector made the
decision therefore it was outside the Ombudsman’s jurisdiction. In one
decision advice was given by the Ombudsman office, we do not have any
details of the cases nor advice provided. One decision was “not upheld” in this
instance the Ombudsman investigated a noise complaint and decided that the
Council had not acted with fault.

In June 2016 the Local Government Office issued a press release suggesting
that the trend is towards an increase in complaints and an increase in demand
putting the Ombudsman Office and local government under pressure. Despite
this trend Tamworth Borough Council has experienced a fall in complaints and
enquiries to the Ombudsman.

The Ombudsman no longer monitors the average time to respond however
we continue to work to the 28 day target.

We recently received communication from the Ombudsman Office of a
change of name to the Local Government and Social Care Ombudsman. This
was done to highlight that the Ombudsman Office looks at complaints
regarding all areas of adult social care — including privately arranged or
funded care.

Background Information

The Committee’s Terms of Reference include an overview of the regulatory
framework within which the authority works and includes a role of monitoring
the effectiveness of Local Government Ombudsmen (LGO) investigations. As
the operation of the LGO forms part of this regulatory framework the
Committee is provided with the LGO annual review for consideration.

The LGO distribute annual review letters to all councils regarding their
performance in dealing with complaints made about them to the Ombudsman.
The aim is to provide councils with information to help them improve
complaint handling, and improve services more generally, for the benefit of
the public. The letters also include a summary of statistics relating to the
complaints received by the LGO and dealt with against each council.

The LGO has the power to investigate:

complaints by members of the public who consider that they have been
caused injustice by maladministration or service failure in connection with
action taken by the Council and certain other bodies in the exercise of its
administrative functions. Complaints by members of the public who consider
they have sustained injustice during the course of privately arranged or
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funded adult social care, and complaints from pupils (or their parents) of
injustice in consequence of an act/omission of a head teacher or governing
body of a maintained school.

On the whole most complaints about Borough Council matters relate to
housing issues.

Whilst the Ombudsman can investigate complaints about how the Council has
done something, it cannot question what a Council has done simply because
someone does not agree with it.

A complainant must give the Council an opportunity to deal with a Complaint
against it first. It is best to use the Council's own complaints procedure, in the
first instance, although in practice that is not always the route taken by a
complainant. If a complainant is not satisfied with the action the Council
takes he or she can send a written complaint to the Local Government
Ombudsman, or ask a Councillor to do so on their behalf.

The objective of the Ombudsmen is to secure, where appropriate, satisfactory
redress for complainants and better administration for the authorities. Since
1989, the Ombudsmen have had power to issue advice on good
administrative practice in local government based on experience derived from
their investigations.

The LGO provide each local authority with an annual review of the authority’s
performance in dealing with complaints against it which were referred to the
relevant Ombudsman, so that the authority can learn from its own
performance compared to other authorities.

Implications of this report

There are no direct financial/staffing implications or direct implications in
relation to community/performance planning, sustainable development,
community safety, equal opportunities or human rights arising from this report.

Report Author
Jane M Hackett - Solicitor to the Council and Monitoring Officer
jane-hackett@tamworth.gov.uk Tel; 01827 709258

List of Background papers
Local Government Act 1974 as amended

Appendices

Appendix | - Local Government Ombudsman Annual Review Letter 2016

Appendix 2 — spreadsheet providing information on complaints and enquiries
received 2016/17

Appendix 3 — spreadsheet providing information on decisions made in
2016/17
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Local Government &

20 ut 2027 OMBUDSMAN

By email

Tony Goodwin
Chief Executive
Tamworth Borough Council

Dear Tony Goodwin,

Annual Review letter 2017

| write to you with our annual summary of statistics on the complaints made to the Local
Government and Social Care Ombudsman (LGO) about your authority for the year ended 31
March 2017. The enclosed tables present the number of complaints and enquiries received
about your authority and the decisions we made during the period. | hope this information
will prove helpful in assessing your authority’s performance in handling complaints.

The reporting year saw the retirement of Dr Jane Martin after completing her seven year
tenure as Local Government Ombudsman. | was delighted to be appointed to the role of
Ombudsman in January and look forward to working with you and colleagues across the
local government sector in my new role.

You may notice the inclusion of the ‘Social Care Ombudsman’in our name and logo. You
will be aware that since 2010 we have operated with jurisdiction over all registered adult
social care providers, able to investigate complaints about care funded and arranged
privately. The change is in response to frequent feedback from care providers who tell us
that our current name is a real barrier to recognition within the social care sector. We hope
this change will help to give this part of our jurisdiction the profile it deserves.

Complaint statistics

Last year, we provided for the first time statistics on how the complaints we upheld against
your authority were remedied. This year’s letter, again, includes a breakdown of upheld
complaints to show how they were remedied. This includes the number of cases where our
recommendations remedied the fault and the number of cases where we decided your
authority had offered a satisfactory remedy during the local complaints process. In these
latter cases we provide reassurance that your authority had satisfactorily attempted to
resolve the complaint before the person came to us.

We have chosen not to include a ‘compliance rate’ this year; this indicated a council’s
compliance with our recommendations to remedy a fault. From April 2016, we established a
new mechanism for ensuring the recommendations we make to councils are implemented,
where they are agreed to. This has meant the recommendations we make are more specific,
and will often include a time-frame for completion. We will then follow up with a council and
seek evidence that recommendations have been implemented. As a result of this new
process, we plan to report a more sophisticated suite of information about compliance and
service improvement in the future.

This is likely to be just one of several changes we will make to our annual letters and the
way we present our data to you in the future. We surveyed councils earlier in the year to find
out, amongst other things, how they use the data in annual letters and what data is the most
useful; thank you to those officers who responded. The feedback will inform new work to
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provide you, your officers and elected members, and members of the public, with more
meaningful data that allows for more effective scrutiny and easier comparison with other
councils. We will keep in touch with you as this work progresses.

| want to emphasise that the statistics in this letter comprise the data we hold, and may not
necessarily align with the data your authority holds. For example, our numbers include
enquiries from people we signpost back to the authority, but who may never contact you.

In line with usual practice, we are publishing our annual data for all authorities on our
website. The aim of this is to be transparent and provide information that aids the scrutiny of
local services.

The statutory duty to report Ombudsman findings and recommendations

As you will no doubt be aware, there is duty under section 5(2) of the Local Government and
Housing Act 1989 for your Monitoring Officer to prepare a formal report to the council where
it appears that the authority, or any part of it, has acted or is likely to act in such a manner as
to constitute maladministration or service failure, and where the LGO has conducted an
investigation in relation to the matter.

This requirement applies to all Ombudsman complaint decisions, not just those that result in
a public report. It is therefore a significant statutory duty that is triggered in most authorities
every year following findings of fault by my office. | have received several enquiries from
authorities to ask how | expect this duty to be discharged. | thought it would therefore be
useful for me to take this opportunity to comment on this responsibility.

| am conscious that authorities have adopted different approaches to respond
proportionately to the issues raised in different Ombudsman investigations in a way that best
reflects their own local circumstances. | am comfortable with, and supportive of, a flexible
approach to how this duty is discharged. | do not seek to impose a proscriptive approach, as
long as the Parliamentary intent is fulfilled in some meaningful way and the authority’s
performance in relation to Ombudsman investigations is properly communicated to elected
members.

As a general guide | would suggest:

e Where my office has made findings of maladministration/fault in regard to routine
mistakes and service failures, and the authority has agreed to remedy the complaint
by implementing the recommendations made following an investigation, | feel that the
duty is satisfactorily discharged if the Monitoring Officer makes a periodic report to
the council summarising the findings on all upheld complaints over a specific period.
In a small authority this may be adequately addressed through an annual report on
complaints to members, for example.

¢ Where an investigation has wider implications for council policy or exposes a more
significant finding of maladministration, perhaps because of the scale of the fault or
injustice, or the number of people affected, | would expect the Monitoring Officer to
consider whether the implications of that investigation should be individually reported
to members.

¢ In the unlikely event that an authority is minded not to comply with my
recommendations following a finding of maladministration, | would always expect the
Monitoring Officer to report this to members under section five of the Act. This is an
exceptional and unusual course of action for any authority to take and should be
considered at the highest tier of the authority.
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The duties set out above in relation to the Local Government and Housing Act 1989 are in
addition to, not instead of, the pre-existing duties placed on all authorities in relation to
Ombudsman reports under The Local Government Act 1974. Under those provisions,
whenever my office issues a formal, public report to your authority you are obliged to lay that
report before the council for consideration and respond within three months setting out the
action that you have taken, or propose to take, in response to the report.

I know that most local authorities are familiar with these arrangements, but | happy to
discuss this further with you or your Monitoring Officer if there is any doubt about how to
discharge these duties in future.

Manual for Councils

We greatly value our relationships with council Complaints Officers, our single contact points
at each authority. To support them in their roles, we have published a Manual for Councils,
setting out in detail what we do and how we investigate the complaints we receive. When we
surveyed Complaints Officers, we were pleased to hear that 73% reported they have found
the manual useful.

The manual is a practical resource and reference point for all council staff, not just those
working directly with us, and | encourage you to share it widely within your organisation. The
manual can be found on our website www.lgo.org.uk/link-officers

Complaint handling training

Our training programme is one of the ways we use the outcomes of complaints to promote
wider service improvements and learning. We delivered an ambitious programme of 75
courses during the year, training over 800 council staff and more 400 care provider staff.
Post-course surveys showed a 92% increase in delegates’ confidence in dealing with
complaints. To find out more visit www.lgo.org.uk/training

Yours sincerely

Michael King
Local Government and Social Care Ombudsman for England
Chair, Commission for Local Administration in England
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Local Authority Report: Tamworth Borough Council
For the Period Ending: 31/03/2017

For further information on how to interpret our statistics, please visit our website:
http://www.lgo.org.uk/information-centre/reports/annual-review-reports/interpreting-local-authority-statistics

Complaints and enquiries received

Education

Adult Care Benefits and SRl and Environment AEnE . Planning and
\ and Other . , . and Housing
Services . Children’s Services Development
Services . Transport
Services
0 1 0 0 2 1 3 0 0 7
o
Q
B@CISIOHS made Detailed Investigations

AN

Incomplete or Referred back = Closed After
Advice Given for Local Initial Not Upheld Upheld Uphold Rate

Invalid Resolution Enquiries

Notes Complaints Remedied

Our uphold rate is calculated in relation to the total number of detailed investigations.
Satisfactorily by

The number of remedied complaints may not equal the number of upheld complaints. by LGO Authority before LGO
This is because, while we may uphold a complaint because we find fault, we may not Involvement
always find grounds to say that fault caused injustice that ought to be remedied.



http://www.lgo.org.uk/information-centre/reports/annual-review-reports/interpreting-local-authority-statistics

Reference  Authority

15017189

Tamworth Borough Council

16005186

Tamworth Borough Council

16010443

Tamworth Borough Council

16010962

Tamworth Borough Council

16011262

Tamworth Borough Council

16016164

Tamworth Borough Council

N|O|O|R|WIN|F-

16018853

Tamworth Borough Council
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Category Received

Housing 15-Apr-16
Housing 12-Jul-16
Benefits & Tax 15-Nov-16
Housing 27-0Oct-16
Environmental Services & Public Protection & Regulation 03-Nov-16
Highways & Transport 06-Feb-17
Environmental Services & Public Protection & Regulation 21-Mar-17
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Reference  Authority

15012243

Tamworth Borough Council

15014327

Tamworth Borough Council

15017189

Tamworth Borough Council

16005186

Tamworth Borough Council

16010443

Tamworth Borough Council

16010962

Tamworth Borough Council

16011262

Tamworth Borough Council

O IN[O|O|R]|WIN|F-

16016164

Tamworth Borough Council

Page 47



Category Decision Date

Housing 12-May-16
Planning & Development 05-Apr-16
Housing 06-May-16
Housing 12-Jul-16
Benefits & Tax 06-Dec-16
Housing 27-0Oct-16
Environmental Services & Public Protection & Regulation 26-Jan-17
Highways & Transport 22-Feb-17
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Upheld

Closed after initial enquiries
Referred back for local resolution
Referred back for local resolution
Closed after initial enquiries
Advice given

Not Upheld

Closed after initial enquiries
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Apology,Financial Redress,Procedure Change,Additional services
Null
Null
Null
Null
Null
Null
Null
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Agenda Item 7

AUDIT & GOVERNANCE COMMITTEE

26 OCTOBER 2017

REPORT OF THE SOLICITOR TO THE COUNCIL AND MONITORING
OFFICER

REGULATION OF INVESTIGATORY POWERS ACT 2000

Purpose

To receive the Office of Surveillance Commissioner (OSC) inspection report in
relation to the RIPA policy, procedures, documentation and training.

The Council's Code of Practice for carrying out surveillance under the
Regulation of Investigatory Powers Act 2000 (RIPA) specifies that quarterly
reports will be taken to Audit & Governance Committee to demonstrate to
elected members that the Council is complying with its own Code of Practice
when using RIPA.

Recommendation

That Audit and Governance Committee
1. endorse the recommendations of the OSC
2. refer the findings of the report and changes to the RIPA policy to
Council for ratification and
3. endorse the RIPA monitoring report for the quarter to 30
September 2017.

Executive Summary

In July 2017 the Office of the Surveillance Commissioner (OSC) conducted an
inspection into the RIPA policy, procedures, documentation and training
utilised at the Council. It is recommended that the outcome of the inspection
be reported to Council on 12 December 2017 for ratification. The
Commissioner reported that the recommendations arising from the previous
inspection have been implemented and accepted by the Council. RIPA
awareness had been raised throughout the Council, the risk of “status drift”
and those posed by usage of social media and amendment to the Procedure
and Guidance document. The policy was updated in line with the
recommendations of the Commissioner and has since been updated further
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on two occasions as a result of changes to legislation and the Codes of
Practice published by the Home Office. Training took place in January 2015
and there has been further training events in the past week for officers who
previously had no RIPA training and for members with refresher training being
delivered for those officers previously trained. The training focused on the use
of internet and social media sites to carry our research on persons and the
association arising therefrom with surveillance. Training will continue to be
delivered through Netconsent. The feedback from the training has been
positive and going forward training for RIPA has been added to the Corporate
Training Programme.

The Commissioner has recommended from the current inspection that
e guidance regarding use of internet and social networking sites (SNS)
for research of persons and how this might meet the requirement as
directed surveillance or covert human intelligence sources (CHIS)
should be drawn up and actively disseminated to staff.

The amended RIPA policy incorporating the Commissioners recommendation
is attached for consideration by the Committee and thereafter referral to
Council for ratification on 12 December 2017. The revised policy will be
published, a questionnaire shall be issued through Netconsent for all staff and
a communication containing guidance will be sent to all staff regarding use of
internet and social media sites. The practice that quarterly reports on the use
of RIPA powers be submitted to Audit & Governance Committee will continue.

Options Considered

Obligations arsing under RIPA for the authority are statutory therefore there
the only option is compliance.

Resource Implications

Support for the RIPA obligations and functions are met from existing budget
and existing staff resources.

Legal/Statutory and Risk Implications

The recording of applications, authorisations, renewals and cancellations of
investigations using covert surveillance techniques or involving the acquisition
of communications data is covered by the Regulation of Investigatory Powers
Act 2000.

The Regulation of Investigatory Powers Act was introduced to regulate
existing surveillance and investigation in order to meet the requirements of
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Article 8 of the Human Rights Act. Article 8 states: Everyone had the right for
his private and family life. His home and his correspondence, There shall be
no interference by a public authority with the exercise of this right except such
as in accordance with the law and is necessary in a democratic society in the
interests of national security, public safety or the economic well-being of the
Country, for the prevention of disorder or crime, for the protection of health or
morals, or for the protection of the rights and freedoms of others.

RIPA investigations can only be authorised by a local authority where it is
investigating criminal offences which (1) attract a maximum custodial
sentence of six months or more or (2) relate to the sale of alcohol or tobacco
products to children.

There are no risk management or Health and Safety implications.

Sustainability Implications

The legislation requires the Authority to record and monitor all RIPA
applications, keep the records up to date and report quarterly to a relevant
Committee.

Background Information

The RIPA Code of Practice produced by the Home Office in April 2010 and
updated in January 2016 introduced the requirement to produce quarterly
reports to elected members to demonstrate that the Council is using its RIPA
powers appropriately and complying with its own Code of Practice when
carrying out covert surveillance. This requirement relates to the use of
directed surveillance and covert human intelligence sources (CHIS).

The table below shows the Council’'s use of directed surveillance in the
current financial year to provide an indication of the level of use of covert
surveillance at the Council. There have been no applications under RIPA in
the period from 1 July 2017 to 30 September 2017.

The table outlines the number of times RIPA has been used for directed
surveillance, the month of use, the service authorising the surveillance and a
general description of the reasons for the surveillance. Where aninvestigation
is ongoing at the end of a quarterly period it will not be reported until the
authorisation has been cancelled. At the end of the current quarterly period
there are no outstanding authorisations.

There have been no authorisations for the use of CHIS.
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Financial year 2017/18
Month Service Reason

No applications

Background papers
Regulation of Investigatory Powers Act 2000

Home Office Codes of Practice — Covert Surveillance and Covert Human
Intelligence Sources

Appendices

Appendix 1 - OSC Inspection report dated 25 July 2017
Appendix 2 - Draft RIPA policy as amended

“If Members would like further information or clarification prior to the meeting
please contact Jane M Hackett Solicitor to the Council and Monitoring Officer on Ext.258”
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Office of Surveillance
Commissioners

OSCI/INSP/075

The Rt. Hon. Lord Igor Judge
Chief Surveillance Commissioner
Office of Surveillance Commissioners
PO Box 29105

London
SW1V 12U
25" July 2017
OSC INSPECTION — TAMWORTH BOROUGH COUNCIL
Inspector
Graham Wright
Introduction

1. Tamworth Borough Council is one of the geographically smallest council areas. |t is
situated in the south-west of Staffordshire and has a population of approximately 77,000.

2. The previous inspection of this Council by the OSC was undertaken by His Honour
Norman Jones QC in October 2014.

3. The Chief Executive is Mr Anthony Goodwin, whose address for correspondence is
Marmion House, Lichfield Street, Tamworth B79 7BZ. Mr Goodwin was in post at the
time of the previous inspection in 2014.

4. The RIPA Senior Responsible Officer (SRO) is Mrs Jane Hackett, Solicitor to the Council
who was also in post at the time of the earlier inspection and took part in it.

5. Since the last inspection there have been no RIPA authorisations of directed surveillance
or covert human intelligence sources (CHIS).

6. | am preparing this report without visiting the Council. | sent the agreed questionnaire
which was completed and returned to me along with other requested material. Having
considered this material in detail, | have concluded that | can properly report to you
without a physical inspection. This is in accordance with your recent direction that not
every second-tier district or borough council needs to be visited every three years as a
matter of course.

Progress against recommendations/Action Plan

7. The previous inspection made three recommendations, all of which were accepted by the
Council.

8. Raise RIPA awareness throughout the Council.

Completed: This recommendation was made as there was some concern that there was
a lack of awareness among those departments that were unlikely to use RIPA. The RIPA
policy has been circulated to all staff, along with a questionnaire to ensure that the policy
is read. Staff are required to read the policy and answer the questionnaire prior to logging
onto their system.

OFFICI#.a N%IVE
PO Box 29105 London SW1V 1ZU 039035 8127 Fax 020 7035 3114
Web: https://osc.independent.gov.uk email:oscmailbox@osc.gsi.gov.uk




9.

10.

OFFICIAL - SENSITIVE

Address the risks of “status drift” and those posed by the usage of social media.

Completed: Training in relation to these issues has been provided to staff likely to
encounter them. Additionally, the circulation of the RIPA policy addresses the areas of
concern. The current policy does not have a section on social media but one is due to be
developed by the SRO in the autumn and a full survey undertaken of staff likely to access
social media sites which will thereafter be monitored. A recent communication to
departments regarding use of surveillance equipment included a question regarding use
of social media. In all departments the response indicated that no use is currently being
made. However, | make a specific recommendation regarding the need for advice
and guidance in relation to use of the internet and social networking sites.

Amend the Procedure and Guidance document.

Completed: The suggested amendments have been made to the current document.

RIPA Structure and Policy

1.

12.

13.

Jane Hackett, Solicitor to the Council, is the appointed ‘senior responsible officer’ and
also the RIPA monitoring officer. She maintains the Central Record of authorisations,
which is a spreadsheet and contains all the information required by the Code of Practice.
No authorisation has been granted since October 2010.

There are three appointed and trained authorising officers: the Chief Executive, Executive
Director Corporate Services and Corporate Director Growth Assets and Environment.

The main policy document is the Policy and Procedure Regulation of Investigatory
Powers Act 2000. This is in many ways a useful and compliant document. What is
lacking is any guidance in relation to use of the internet and social networking sites by
council staff to carry out research on persons. In the questionnaire response it was said
that a policy will be produced in the autumn but given that this issue was raised during the
inspection in 2014 1 am inclined to make this an unequivocal recommendation.

Reports to Members

14.

There is an annual report to the full Council meeting at which the policy is approved. In
addition there are quarterly reports to the Audit and Governance Committee.

Liaison with magistrates’ court under The Protection of Freedoms Act 2012

15.

There have been no authorisations granted since the inception of the Protection of
Freedoms Act 2012 but detailed guidance is laid down in the policy document regarding
the procedure to be adopted in the unlikely event of an authorisation being granted.
Delegated officers will present the authorisation at the local Magistrates Court and the
authorising officer should also be prepared to attend. The advice of the Solicitor to the
Council is recommended.

Training

16.

17.

Since the previous inspection an external provider has conducted training sessions for all
authorising officers, the SRO and enforcement/investigative staff. An overview of RIPA
has been provided to elected members also. All staff in the Council have had the
aforementioned policy and questionnaire sent to them.

It is intended to convene training sessions in the autumn.
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Social media investigations

18. It is assessed by the SRO that very little use is being made of these media based upon
recent responses from departments to a questionnaire sent out by the SRO. Training
sessions have emphasised that repeated viewing and interaction with other persons may
need authorisation under RIPA.

19. These measures need supporting by a clear and appropriate section of guidance within
the policy document and this needs promulgating to all staff.

CCTV

20. The public place CCTV system is wholly owned and managed by Tamworth Borough
Council and its staff. There is a protocol with Staffordshire Police in which it is recognised
that any use of the system under RIPA should be authorised by the police and details of
that authorisation provided to CCTV managers.

21. A full review of the system has been carried out to ensure compliance with the
Surveillance Camera Commissioner's Code of Practice and the Third Party Self-
Certification Scheme has been completed.

Conclusions

22. Tamworth Borough Council has not granted an authorisation for covert activity under the
Regulation of Investigatory Powers Act 2000 since October 2010. The reasons for this
position are: a greater reliance on more overt means to investigate cases and carry out
enforcement; concern expressed by elected members regarding the frequency of usage
of covert activity; the constraints imposed by the Protection of Freedoms Act 2012; and
staffing reductions.

23. All these factors have resulted in the Council being very unlikely to use the powers vested
under RIPA — albeit that the internet and SNS has the potential to challenge this stance.
It is for this reason, and the ease with which staff may unwittingly engage in covert
surveillance in the ‘virtual world’, that | make this a recommendation. It is also incumbent
on a council to provide adequate guidance to its staff.

24. With this one exception the regime of guidance, oversight and training at Tamworth is

appropriate for their situation and Jane Hackett is an experienced, knowledgeable and
conscientious SRO.

Recommendation

25. Guidance regarding use of the internet and SNS for research of persons and how this
might meet the requirement for authorisation as directed surveillance or CHIS should be
drawn up and actively disseminated to staff — paragraphs 9, 13, 18 and 19.

Surveillance Inspector
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Tamworth

Borough Council

REGULATION OF INVESTIGATORY POWERS ACT 2000 (RIPA)
POLICY STATEMENT, STRATEGY & GUIDANCE NOTES

Document Status: Final

Originator: J M Hackett

Updated: J M Hackett

Owner: Solicitor to the Council — Corporate Services
Version: 01.01.03

Date: 17/01/2017

Approved by Audit & Governance Committee
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Document Location

This document is held by Tamworth Borough Council, and the document owner is
Jane Marie Hackett, Solicitor to the Council — Corporate Services.

Printed documents may be obsolete. An electronic copy will be available on
Tamworth Borough Councils Intranet. Please check for current version before using.

Revision History

Revision Date Version Control Summary of changes
1.01.01 Scheduled review
December 2008 1.01.02 Scheduled review
September 2010 1.01.03 Scheduled review
September 2011 1.01.04 Scheduled review
December 2012 1.01.05 Scheduled review
November 2014 1.01.06 Scheduled review
April 2015 1.01.07 Scheduled review
February 2016 1.01.08 Scheduled review
January 2017 1.01.09 Scheduled review
October 2017 1.01.09 OSC recommendation
Approvals
Name Title Approved
Audit & Governance Committee Approval Yes
Committee
Council Council Approval Yes
CMT Group Approval Yes
John Wheatley Executive Director — Corporate Yes
Services
Jane Marie Hackett Solicitor to the Council and Monitoring Yes
Officer

Document Review Plans

This document is subject to a scheduled annual review. Updates shall be made in
accordance with business requirements and changes and will be with agreement with
the document owner.

Distribution

The document will be available on the Intranet and the website.
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TAMWORTH BOROUGH COUNCIL

POLICY & PROCEDURE

REGULATION OF INVESTIGATORY
POWERS ACT 2000
(RIPA)

Jane Marie Hackett
Solicitor to the Council
Tamworth Borough Council
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Section A

Introduction

1.

OBJECTIVE: SUSTAINABLE COMMUNITIES; SAFER AND STRONGER
COMMUNITIES

Tamworth Borough Council is committed to improving the quality of life for the
communities of Tamworth which includes benefiting from an attractive place to
live, meeting the needs of local people and employers with opportunities for all
to engage in community life. It also wishes to maintain its position as a low
crime borough and a safe place to live, work and learn. Although most of the
community comply with the law, it is necessary for Tamworth to carry out
enforcement functions to take full action against those who flout the law.
Tamworth Borough Council will carry out enforcement action in a fair, practical
and consistent manner to help promote a thriving local economy.

HUMAN RIGHTS ACT 1998 — ARTICLE 8 — RIGHT TO RESPECT FOR
PRIVATE & FAMILY LIFE, HOME AND CORRESPONDENCE

The Human Rights Act 1998 brought into UK domestic law much of the
European Convention on Human Rights and Fundamental Freedoms 1950.
Article 8 of the European Convention requires the Council to respect the private
and family life of its citizens, their homes and their correspondence. Article 8
does, however, recognise that there may be circumstances in a democratic
society where it is necessary for the state to interfere with this right.

USE OF COVERT SURVEILLANCE TECHNIQUES AND HUMAN
INTELLIGENCE SOURCES

The Council has various functions which involve observing or investigating the
conduct of others, for example, investigating anti-social behaviour, fly tipping,
noise nuisance control, planning (contraventions),fraud, licensing and food
safety legislation. In most cases, Council officers carry out these functions
openly and in a way which does not interfere with a person’s right to a private
life. However, there are cases where it is necessary for officers to use covert
surveillance techniques to undertake a specific investigation. The use of covert
surveillance techniques is regulated by the Regulation of Investigatory Powers
Act 2000 (RIPA), which seeks to ensure that the public interest and human
rights of individuals are appropriately balanced. This document sets out the
Council’s policy and procedures on the use of covert surveillance techniques
and the conduct and use of a Covert Human Intelligence Source. You should
also refer to the two Codes of Practice published by the Government. These
Codes are on the Home Office website and supplement the procedures in this
document. The Codes are admissible as evidence in Criminal and Civil
Proceedings. If a provision of these Codes appear relevant to any court or
tribunal, it must be taken into account.
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The Codes of Practice for both Covert Surveillance and Covert Human
Intelligence Sources can be obtained by following the link below:

https://www.gov.uk/government/publications/covert-surveillance-and-covert-
human-intelligence-sources-codes-of-practice

There are also two other guidance documents relating the procedural changes
regarding the authorisation process requiring Justice of the Peace approval from
the 1% November 2012. These have been issued by the Home Office to both
Local Authorities and Magistrates.

http://www.homeoffice.qgov.uk/publications/counter-terrorism/ripa-forms/local-
authority-ripa-guidance/

ACQUISITION OF COMMUNICATIONS DATA

RIPA also regulates the acquisition of communications data. Communications
data is data held by telecommunications companies and internet service
providers. Examples of communications data which may be acquired with
authorisation include names, addresses, telephone numbers, internet provider
addresses. Communications data surveillance does not monitor the content of
telephone calls or emails. This document sets out the procedures for the
acquisition of communications data. You should also refer to the Code of
Practice which is available on the Home Office website.

Acquisition and Disclosure of Communications Data Revised Draft Code of
Practice:

https://www.gov.uk/government/uploads/system/uploads/attachment data/file/4
26248/Acquisition and Disclosure of Communications Data Code of Practic
e March 2015
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Section B

EFFECTIVE DATE OF OPERATION AND AUTHORISING OFFICER
RESPONSIBILITIES

1.

6.

The Policy and Procedures in this document have been amended to reflect the
latest Codes of Practice which are in force and the legislative amendments
which require Justice of the Peace (JP) approval for all Local Authority RIPA
applications and renewals, which came in effect on 1 November 2012, changes
in website addresses and application forms, as well as to reflect
recommendations arising out of inspection by the Office of Surveillance
Commissioners and their guidance documents. It is essential, therefore, that
Authorising Officers, take personal responsibility for the effective and efficient
observance of this document and the Office of Surveillance Commissioners
(OSC) guidance documents.

It will be the responsibility of Authorising Officers to ensure that their relevant
members of staff are suitably trained as ‘Applicants’.

Authorising Officers will also ensure that staff who report to them follow this
Policy and Procedures Document and do not undertake or carry out surveillance
activity that meets the criteria as set out by RIPA without first obtaining the
relevant authorisations in compliance with this document.

Authorising Officers must also pay particular attention to health and safety
issues that may be raised by any proposed surveillance activity. Under no
circumstances, should an Authorising Officer approve any RIPA form unless,
and until they are satisfied that

e the health and safety of Council employees/agents are suitably addressed
¢ risks minimised so far as is possible, and
e risks are proportionate to the surveillance being proposed.

If an Authorising Officer is in any doubt, prior guidance should be obtained from
the Solicitor to the Council.

Authorising Officers must also ensure that, when sending copies of any Forms
to the Solicitor to the Council (or any other relevant authority), that they are sent
in sealed envelopes and marked ‘Strictly Private & Confidential’.

In Accordance with the Codes of Practice, the Senior Responsible Officer
(SRO) who is the Solicitor to the Council is responsible for

e the integrity of the process in place within the public authority to
authorise directed and intrusive surveillance

e compliance with Part Il of the 2000 Act, and with this code;

e engagement with the Commissioners and inspectors when they
conduct their inspections, and

¢ Wwhere necessary, overseeing the implementation of any post inspection
action plans recommended or approved by a Commissioner.
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The Solicitor to the Council is also the RIPA Co-ordinator. The key
responsibilities of the RIPA Co-ordinator are set out in Section G of this
document.

The Chief Operating Officer in consultation with Corporate Management Team
has power to appoint Authorising Officers for the purposes of RIPA. Authorising
Officers will only be appointed on the Chief Operating Officer being satisfied that
suitable training on RIPA has been undertaken.

The Solicitor to the Council will review the policy every six months and annual
reports on performance of the policy will be presented to Council.

Quarterly reports on the use of RIPA will be considered by the Audit and
Governance Committee.
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Section C

GENERAL INFORMATION ON RIPA

1.

The Human Rights Act 1998 requires the Council, and organisations working on
its behalf, pursuant to Article 8 of the European Convention, to respect the
private and family life of citizens, their homes and their correspondence.

The European Convention did not, however, make this an absolute right, but a
qualified right. Accordingly, in certain circumstances, the Council may interfere
in the citizen’s right mentioned above, if such interference is:-

(a) in accordance with the Law;
(b) necessary in the circumstances of the particular case; and
(c) proportionate to what it seeks to achieve.

The Regulation of Investigatory Powers Act 2000 (‘RIPA’) provides a statutory
mechanism (ie. ‘in accordance with the law’) for authorising covert surveillance
and the use of a ‘covert human intelligence source’ (‘CHIS’) — eg.
undercover agents. It seeks to ensure that any interference with an individual’s
right under Article 8 of the European Convention is necessary and
proportionate. In doing so, RIPA and this Policy and Procedure document seeks
to ensure both the public interest and the human rights of individuals are
suitably balanced.

Directly employed Council staff and external agencies working for the Council
are covered by the Act for the time they are working for the Council. All external
agencies must, therefore, comply with RIPA and the work carried out by
agencies on the Council’'s behalf, must be properly authorised by one of the
Council’s designated Authorising Officers. They may also be inspected by the
OSC in respect of that particular operation. This should be pointed out during
the instruction and contract stage. It is also important that the Authorising
Officer is aware of the abilities of the operatives to ensure they are capable of
undertaking the surveillance. Please refer to Section H and to the paragraph on
“Authorising Officers.”

If the correct procedures are not followed, evidence may be disallowed by the

courts, a complaint of maladministration could be made to the Ombudsman
and/or the Council could be ordered to pay compensation.
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Section D

WHAT RIPA DOES AND DOES NOT DO

1.

RIPA:
e requires prior authorisation of directed surveillance.
e prohibits the Council from carrying out intrusive surveillance.
e requires authorisation of the conduct and use of a CHIS.
e requires safeguards for the conduct and use of a CHIS.

RIPA does not:

e make lawful conduct which is otherwise unlawful.

e prejudice or affect any existing powers available to the Council to obtain
information by any means not involving conduct that may be authorised
under this Act. For example, the Council’s current powers to obtain
information from the DVLA or from the Land Registry as to the ownership
of a property.

If the Authorising Officer or any Applicant is in any doubt, s/he should ask the

Solicitor to the Council BEFORE any directed surveillance and/or CHIS is
authorised, renewed, cancelled or rejected.
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Section E
TYPES OF SURVEILLANCE
‘Surveillance’ includes:

e monitoring, observing and listening to persons, watching or following their
movements, listening to their conversations and other such activities or
communications. It may be conducted with or without the assistance of a
surveillance device.

e recording anything mentioned above in the course of authorised surveillance.

Surveillance can be overt or covert.
Overt Surveillance

Most of the surveillance carried out by the Council will be done overtly — there will be
nothing secretive, clandestine or hidden about it. They will be going about Council
business openly. Similarly, surveillance will be overt if the subject has been told it will
happen (e.g. where a noisemaker is warned (preferably in writing) that noise will be
recorded.

Covert Surveillance

Covert Surveillance is carried out in a manner calculated to ensure that the person
subject to the surveillance is unaware of it taking place. (Section 26(9)(a) of RIPA).

RIPA regulates two types of covert surveillance, (Directed Surveillance and Intrusive
Surveillance) and the use of Covert Human Intelligence Sources (CHIS).

Directed Surveillance

Directed Surveillance is surveillance which:-

e iscovert; and

e isnotintrusive surveillance (see definition below — the Council cannot carry out
any intrusive surveillance).

e is not carried out as # an immediate response to events which would otherwise
make seeking authorisation under the Act reasonable, eg. spotting something
suspicious and continuing to observe it; and

e it is undertaken for the purpose of a specific investigation or operation in a
manner likely to obtain private information about an individual (whether or not
that person is specifically targeted for purposes of an investigation). (Section
26(10) RIPA).

Private Information in relation to a person includes any information relating to his
private and family life, his home or his correspondence. The fact that covert
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surveillance occurs in a public place or on business premises does not mean that it
cannot result in the obtaining of private information about a person. Prolonged
surveillance targeted on a single person will undoubtedly result in the obtaining of
private information about him/her and others with whom s/he comes into contact.
Private information may include personal data such as names, addresses or
telephone numbers. Where such information is acquired by means of covert
surveillance of a person having a reasonable expectation of privacy, a directed
surveillance authorisation is appropriate.

Similarly, although overt town centre CCTV cameras do not normally require
authorisation, if the camera is tasked for a specific purpose, which involves
prolonged surveillance on a particular person, authorisation will be required. The way
a person runs his/her business may also reveal information about his or her private
life and the private lives of others. Privacy considerations are likely to arise if several
records are examined together to establish a pattern of behaviour.

For the avoidance of doubt, only those Officers appointed as ‘Authorising
Officers’ for the purpose of RIPA can authorise ‘Directed Surveillance’ IF, AND
ONLY IF, the RIPA authorisation procedures detailed in this Document, are
followed.

Intrusive Surveillance

This is when it:-

e iscovert;

e relates to residential premises and private vehicles, even if used on a
temporary basis and

e involves the presence of a person in the premises or in the vehicle or is
carried out by a surveillance device in the premises/vehicle. Surveillance
equipment mounted outside the premises will not be intrusive, unless the
device consistently provides information of the same quality and detail as
might be expected if they were in the premises/vehicle.

This form of surveillance can be carried out only by police and other law
enforcement agencies. Intrusive surveillance relates to the location of the
surveillance, and not any consideration of the information that is likely to be
obtained. Council officers cannot carry out intrusive surveillance.

“Proportionality”

This term contains three concepts:-
¢ the surveillance should not be excessive in relation to the gravity of the matter
being investigated;
¢ the least intrusive method of surveillance should be chosen; and
e collateral intrusion involving invasion of third parties’ privacy and should, so far
as possible, be minimised.

Proportionality involves balancing the intrusiveness of the activity on the subject
and others who might be affected by it against the need for the activity in operational
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terms. The activity will not be proportionate if it is excessive in the circumstances of
the case, or if the information which is sought could reasonably be obtained by other
less intrusive means. All such activity should be carefully managed to meet the
objective in question and must not be arbitrary or unfair. The interference with the
person’s right should be no greater than that which is required to meet the aim and
objectives.

The onus is on the Authorising Officer to ensure that the surveillance meets the tests
of necessity and proportionality.

The codes provide guidance relating to proportionality which should be considered by
both applicants and Authorising Officers :

e balancing the size and scope of the proposed activity against the gravity and
extent of the perceived crime or offence;

e explaining how and why the methods to be adopted will cause the least possible
intrusion on the subject and others;

e considering whether the activity is an appropriate use of the legislation and a
reasonable way, having considered all reasonable alternatives, of obtaining the
necessary result;

e evidencing, as far as reasonably practicable, what other methods had been
considered and why they were not implemented.

When considering the intrusion, it is important that the Authorising Officer is fully
aware of the technical capabilities of any proposed equipment to be used, and that
any images are managed in line with the Data Protection Act and Home Office
Guidance. These issues have a direct bearing on determining proportionality.
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Section F

Covert Human Intelligence Source (CHIS)

Staff will need to know when someone providing information may become a CHIS,
and in these circumstances the Council is required to have procedures in place
should this be necessary. However, if it appears that use of a CHIS may be required,
Authorising Officers must seek legal advice from the Solicitor to the Council.

A CHIS could be an informant or an undercover officer carrying out covert enquiries
on behalf of the council. However, the provisions of the 2000 Act are not intended to
apply in circumstances where members of the public volunteer information to the
Council as part of their normal civic duties, or to contact numbers set up to receive
information such as the Fraud Hot Line. Members of the public acting in this way
would not generally be regarded as sources.

Under section 26(8) of the 2000 Act a person is a source if:

a) he establishes or maintains a personal or other relationship with a person for
the covert purpose of facilitating the doing of anything falling within paragraph

(b) or (c);

b) he covertly uses such a relationship to obtain information or to provide access
to any information to another person; or

C) he covertly discloses information obtained by the use of such a relationship or
as a consequence of the existence of such a relationship.

By virtue of section 26(9)(b) of the 2000 Act a purpose is covert, in relation to the
establishment or maintenance of a personal or other relationship, if and only if, the
relationship is conducted in a manner that is calculated to ensure that one of the
parties to the relationship is unaware of the purpose.

By virtue of section 26(9)(c) of the 2000 Act a relationship is used covertly, and
information obtained as above is disclosed covertly, if and only if it is used or, as the
case may be, disclosed in a manner that is calculated to ensure that one of the
parties to the relationship is unaware of the use or disclosure in question.

Conduct and Use of a Source

The use of a source involves inducing, asking or assisting a person to engage in the
conduct of a source or to obtain information by means of the conduct of such a
source.

The conduct of a source is any conduct falling within a), b), or ¢), mentioned above,
or which is incidental to anything falling within those sections.
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The use of a source is what the Authority does in connection with the source and
the conduct is what a source does to fulfill whatever tasks are given to them or
which is incidental to it. The Use and Conduct require separate consideration
before authorisation.

When completing applications for the use of a CHIS, the applicant must state who
the CHIS is, what they can do and for which purpose.

When determining whether a CHIS authorisation is required, consideration should be

given to the covert relationship between the parties and the purposes mentioned in a,
b, and c above.

Management of Sources

Within the provisions there has to be;

(&) a person who has the day to day responsibility for dealing with the source and
for the source’s security and welfare (Handler)

(b) at all times there will be another person who will have general oversight of the
use made of the source (Controller)

(c) at all times there will be a person who will have responsibility for maintaining a
record of the use made of the source

The Handler will have day to day responsibility for:

e dealing with the source on behalf of the authority concerned;
e directing the day to day activities of the source;

¢ recording the information supplied by the source; and

e monitoring the source’s security and welfare;

The Controller will be responsible for the general oversight of the use of the source.

Tasking

Tasking is the assignment given to the source by the Handler or Controller by asking
him to obtain information, to provide access to information, or to otherwise act,
incidentally, for the benefit of the relevant public authority. Authorisation for the use
or conduct of a source is required prior to any tasking where such tasking requires
the source to establish or maintain a personal or other relationship for a covert
purpose.

In some instances, the tasking given to a person will not require the source to

establish a personal or other relationship for a covert purpose. For example, a
source may be tasked with finding out purely factual information about the layout of
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commercial premises. Alternatively, a Council Officer may be involved in the test
purchase of items which have been labelled misleadingly or are unfit for
consumption. In such cases, it is for the Council to determine where, and in what
circumstances, such activity may require authorisation.

Should a CHIS authority be required, all of the staff involved in the process
should make themselves fully aware of all of the aspects relating to tasking
contained within the CHIS codes of Practice

Management Responsibility

The Council will ensure that arrangements are in place for the proper oversight and
management of sources including appointing a Handler and Controller for each
source prior to a CHIS authorisation.

The Handler of the source will usually be of a rank or position below that of the
Authorising Officer.

It is envisaged that the use of a CHIS will be infrequent. Should a CHIS application
be necessary, the CHIS Codes of Practice should be consulted to ensure that the
Council can meet its management responsibilities.

Security and Welfare

The Council has a responsibility for the safety and welfare of the source and for the
consequences to others of any tasks given to the source. Before authorising the use
or conduct of a source, the Authorising Officer should ensure that a risk assessment
is carried out to determine the risk to the source of any tasking and the likely
consequences should the role of the source become known. The ongoing security
and welfare of the source, after the cancellation of the authorisation, should also be
considered at the outset.

Record Management for CHIS

Proper records must be kept of the authorisation and use of a source. The
particulars to be contained within the records are;

a. the identity of the source;
b. the identity, where known, used by the source;

c. any relevant investigating authority other than the authority maintaining the
records;

d. the means by which the source is referred to within each relevant
investigating authority;
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. any other significant information connected with the security and welfare of
the source;

any confirmation made by a person granting or renewing an authorisation for
the conduct or use of a source that the information in paragraph (d) has been
considered and that any identified risks to the security and welfare of the
source have where appropriate been properly explained to and understood by
the source;

. the date when, and the circumstances in which the source was recruited;

. the identities of the persons who, in relation to the source, are discharging or
have discharged the functions mentioned in section 29(5)(a) to (c) of the 2000
Act or in any order made by the Secretary of State under section 29(2)(c);

the periods during which those persons have discharged those
responsibilities;

the tasks given to the source and the demands made of him in relation to his
activities as a source;

all contacts or communications between the source and a person acting on
behalf of any relevant investigating authority;

the information obtained by each relevant investigating authority by the
conduct or use of the source;

. any dissemination by that authority of information obtained in that way; and

. in the case of a source who is not an undercover operative, every payment,
benefit or reward and every offer of a payment, benefit or reward that is made
or provided by or on behalf of any relevant investigating authority in respect of
the source's activities for the benefit of that or any other relevant investigating
authority.

Juvenile Sources

Special safeguards apply to the use or conduct of juvenile sources (i.e. those under
the age of 18). On no occasion can a child under 16 years of age be authorised to
give information against his or her parents or any person with parental responsibility
for him or her. Only the Chief Operating Officer, or in his absence, the Deputy Chief
Operating Officer can authorise the use of a juvenile as a source.

Vulnerable Individuals

A Vulnerable Individual is a person who is or may be in need of community care
services by reason of mental or other disability, age or illness and who is or may be
unable to take care of himself or herself, or unable to protect himself or herself
against significant harm or exploitation.
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A Vulnerable Individual will only be authorised to act as a source in the most
exceptional of circumstances. Only the Chief Operating Officer, or in his absence, the
Executive Director Corporate Services can authorise the use of a vulnerable
individual as a source.

Test Purchases

Carrying out test purchases will not normally require the purchaser to establish a
relationship with the supplier with the covert purpose of obtaining information and,
therefore, the purchaser will not normally be a CHIS. For example, authorisation as a
CHIS would not normally be required for test purchases carried out in the ordinary
course of business (e.g. walking into a shop and purchasing a product over the
counter).

By contrast, developing a relationship with a person in the shop, to obtain information
about the seller’s suppliers of an illegal product (e.g. illegally imported products) will
require authorisation as a CHIS. Similarly, using mobile hidden recording devices or
CCTV cameras to record what is going on in the shop will require authorisation as
directed surveillance. A combined authorisation can be given for a CHIS and also
directed surveillance. However it will be necessary to complete the relevant separate
application forms.

Authorising Officers should consider the likelihood that the test purchase will lead to
a relationship being formed with a person in the shop. If the particular circumstances
of a particular test purchase are likely to involve the development of a relationship
Authorising Officers must seek legal advice from the Solicitor to the Council.

If several shop premises are included on one application for Directed Surveillance,
each premises will be required to be assessed by the Authorising Officer individually
on their own merits.

Anti-Social Behaviour Activities (e.g. Noise, Violence, Race etc.)

As from 1 November 2012 there is no provision for a Local Authority to use RIPA to
conduct covert activities for disorder such as anti-social behaviour, unless there are
criminal offences involved which attract a maximum custodial sentence of six
months. Should it be necessary to conduct covert surveillance for disorder which
does not meet the serious crime criteria of a custodial sentence of a maximum of six
months, this surveillance would be classed as surveillance outside of RIPA, and
would still have to meet the Human Rights Act provisions of Necessity and
Proportionality

Persons who complain about anti-social behaviour, and are asked to keep a diary,
will not normally be a CHIS, as they are not required to establish or maintain a
relationship for a covert purpose. Recording the level of noise (eg. the decibel level)
will not normally capture private information and, therefore, does not require
authorisation.
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Section G
Social Networking Sites

Social networking sites can provide useful information as part of an investigation.
However, Council Officers must consider if a RIPA authorisation is required if they
are accessing social networking sites for this purpose before undertaking any
monitoring of a site.

Whilst initial research of social networking sites to establish a fact or collaborate an
intelligence picture is unlikely to require an authorisation for directed surveillance
repeat viewing of ‘open source’ sites may constitute directed surveillance on a case
by case basis and this should be borne in mind eg., if someone is being monitoring
through, for example, their Facebook profile for a period of time and a record of the
information is kept for later analysis, this is likely to require a RIPA authorisation for
directed surveillance. The key consideration is whether there is a repeated and
systematic collection of personal information.

In addition council officers must be aware that the fact that digital investigation is
routine or easy to conduct does not reduce the need for authorisation. Care must be
taken to understand how the social networking site being used works. Authorising
Officers must not assume that one service provider is the same as another or that the
services provided by a single provider are the same. Whilst it is the responsibility of
an individual to set privacy settings to protect unsolicited access to private
information and even though data may be deemed published and no longer under
the control of the author, it is unwise to regard it as ‘open source’ or publicly
available.

The author has a reasonable expectation of privacy if access controls are applied. In
some cases, data may be deemed private communication still in transmission
(instant messages for example). Where privacy settings are available but not applied
the data may be considered ‘open source’ and an authorisation is not usually
required.

However, repeat viewing of ‘open source’ sites may constitute directed surveillance
on a case by case basis and this should be borne in mind eg., if someone is being
monitored through, for example, their Facebook profile for a period of time and a
record of the information is kept for later analysis, this is likely to require a RIPA
authorisation for directed surveillance.

It is necessary and proportionate for the Council to covertly breach access controls,
an authorisation for directed surveillance is required. An authorisation for the use
and conduct of a CHIS is necessary if a relationship is established or maintained by a
Council Officer or by a person acting on the Council’s behalf (ie., the activity is more
than mere reading of the site’s content). It is not unlawful for a Council Officer to set
up a false identity, but this must not be done for a covert purpose without
authorisation. Using photographs of other persons without their permission to
support the false identify infringes other laws and such photographs must not be
used.



To avoid the potential for inadvertent or inappropriate use of social network sites in
investigative and enforcement roles, Council Officers should be mindful of the
following:

e Do not create a false identity in order to ‘befriend’ individuals on social networks
without authorisation under RIPA;

e When viewing an individual’s public profile on a social network, do so only to the
minimum degree necessary and proportionate in order to obtain evidence to
support or refute an investigation;

e Repeated viewing of open profiles on social networks to gather evidence or to
monitor an individual’s status must only take place under a RIPA authorisation;

e Be aware that it may not be possible to verify the accuracy of information on
social networks and if such information is to be used as evidence, take
reasonable steps to ensure its validity.

For the avoidance of doubt, only those Officers designated and certified to be
Authorising Officers for the purpose of RIPA can authorise directed
surveillance IF, AND ONLY IF, the RIPA authorisation procedures detailed in
this document are followed. Authorisation for directed surveillance can only
be granted if it is for the purpose of preventing or detecting crime and the
criminal offence is punishable by at least 6 months’ imprisonment or it is an
offence under sections 146, 147, 147A of the Licensing Act 2003 or Section 7 of
the Children and Young Persons Act 1933 (sale of alcohol and tobacco to
underage children).

If you are in doubt as to whether or not you can use directed surveillance for the
crime you are investigating, you should contact Legal Services for advice.
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Section H

THE ROLE OF THE RIPA CO-ORDINATOR

Key Responsibilities of the RIPA Co-ordinator

In this document the RIPA Co-ordinator is the Solicitor to the Council. The key
responsibilities of the RIPA Co-ordinator are to:

Retain all applications for authorisation (including those that have been refused),
renewals and cancellations for a period of at least three years together with any
supplementary documentation;

Provide a unique reference number and maintain the central register of all
applications for authorisations whether finally granted or refused (see section
below);

Create and maintain a spread sheet for the purpose of identifying and monitoring
expiry dates and renewal dates although the responsibility for this is primarily that
of the officer in charge and the Authorising Officer;

Retain an oversight of the authorisation process

Monitor types of activities being authorised to ensure consistency and quality
throughout the Council,

Ensure sections identify and fulfil training needs;
Periodically review Council procedures to ensure that they are up to date;

Assist Council employees to keep abreast of RIPA developments by organising
training and raising RIPA awareness throughout the Council;

Provide a link to the Surveillance Commissioner and disseminate information on
changes on the law, good practice etc. Officers becoming aware of such
information should, conversely, send it to the RIPA Co-ordinator for this purpose;

Check that Authorising Officers carry out reviews and cancellations on a timely
basis.

Central Record of Authorisations

A centrally retrievable record of all authorisations will be held by the RIPA Co-
ordinator (Solicitor to the Council) which must be up-dated whenever an authorisation
is granted, renewed or cancelled. These records will be retained for a period of
three years from the ending of the authorisation and will contain the following
information:

The type of authorisation;
The date the authorisation was given;
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e The date approved by the Magistrate

e The name and title of the Authorising Officer;

e The unique reference number of the investigation (URN);

e The title of the investigation or operation, including a brief description and the
names of the subjects, if known;

e Whether the investigation will obtain confidential information;

e Whether the authorisation was granted by an individual directly involved in the
investigation;

e The dates the authorisation is reviewed and the name and title of the Authorising
Officer;

¢ |If the authorisation is renewed, when it was renewed and the name and title of the
Authorising Officer;

e The date the authorisation was cancelled.

e Joint surveillance activity where Council staff have been authorised on another
agencies authorisation will also be recorded.

Access to the data will be restricted to the RIPA Co-ordinator and Authorising
Officers to maintain the confidentiality of the information.
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Section |
AUTHORISATION PROCEDURES

1. Directed surveillance and the use of a CHIS can only be lawfully carried out if
properly authorised, and in strict accordance with the terms of the authorisation.

Authorising Officers

Forms can only be signed by Authorising Officers. The Authorising Officers are:

Chief Operating Officer Andrew Barratt

Executive Director Corporate Services John Wheatley

Appointment of the aforesaid officers is subject to the training requirements set out in
the paragraph below.

Authorisations under RIPA are separate from delegated authority to act under the
Council’'s Scheme of Delegation and any internal departmental Schemes of
Management.

RIPA authorisations are for specific investigations only, and must be renewed or
cancelled at the earliest opportunity once the specific surveillance is complete. The
authorisations do not lapse with time.

Authorising officers should not normally be responsible for authorising operations in
which they are directly involved, although it is recognised that this may sometimes be
unavoidable, especially in the case of small organisations, or where it is necessary to
act urgently or for security reasons. Where an authorising officer authorises such an
investigation or operation the centrally retrievable record of authorisations should
highlight this and the attention of a Commissioner or Inspector should be invited to it
during the next inspection.

Training

Authorising Officers will only be appointed if the Chief Operating Officer is satisfied
that they have undertaken suitable training on RIPA. Evidence of suitable training is
to be supplied in the form of a certificate/confirmation from the trainer to the effect
that the Authorising Officer has completed a suitable course of instruction.

The Solicitor to the Council will maintain a Register of Authorising Officers and details
of training undertaken by them.

If the Chief Operating Officer is of the view that an Authorising Officer has not
complied fully with the requirements of this document, or the training requirements
then that Officer’'s authorisation can be withdrawn until they have undertaken further
approved training or has attended a one-to-one meeting with the Chief Operating
Officer.
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Grounds for Authorisation

On 1 November 2012 two significant changes came into force that effects how local
authorities use RIPA.

e Approval of Local Authority Authorisations under RIPA by a Justice of the
Peace: The amendments in the Protection of Freedoms Act 2012 mean that local
authority authorisations under RIPA for the use of Directed Surveillance or use of
Covert Human Intelligence sources (CHIS) can only be given effect once an order
approving the authorisation has been granted by a Justice of the Peace (JP).
This applies to applications and renewals only, not reviews and
cancellations.

e Directed surveillance crime threshold: The Regulation of Investigatory Powers
(Directed Surveillance and Covert Human Intelligence Sources) (Amendment)
Order 2012 (“the 2012 Order”) states that a local authority can now only grant an
authorisation under RIPA for the use of Directed Surveillance where the local
authority is investigating (1) criminal offences which attract a maximum custodial
sentence of six months or more or (2) criminal offences under sections 146, 147
or 147A of the Licensing Act 2003 or section 7 of the Children and Young
Persons Act 1933 relating to the sale of alcohol or tobacco products to children.

The crime threshold, as mentioned is only for Directed Surveillance.

Therefore the only lawful reason is prevention and detection of crime in respect of
its Core Functions. As from 1 November 2012 there is no provision for a Local
Authority to use RIPA to conduct covert activities for disorder such as anti-social
behaviour unless there are criminal offences involved which attract a maximum
custodial sentence of six months.

APPLICATION PROCESS

No covert activity covered by RIPA or the use of a CHIS should be undertaken at any
time unless it meets the legal criteria (see above) and has been authorised by an
Authorising Officer and approved by a JP/Magistrate as mentioned above. The
activity conducted must be in strict accordance with the terms of the authorisation.

The effect of the above legislation means that all applications and renewals for covert
RIPA activity will have to have a JP’s approval. It does not apply to Reviews and
Cancellations which will still be carried out internally.

The procedure is as follows;

All applications and renewals for Directed Surveillance and use of a CHIS will be
required to have a JP’s approval.

The applicant will complete the relevant application form ensuring compliance with
the statutory provisions shown above. The application form will be submitted to an
Authorising Officer for consideration. If authorised, the applicant will also complete
the required section of the judicial application/order form. Although this form requires

Pages82



the applicant to provide a brief summary of the circumstances of the case on the
judicial application form, this is supplementary to and does not replace the need to
supply the original RIPA authorisation as well.

It will then be necessary within Office hours to arrange with Her Majesty’s Courts &
Tribunals Service (HMCTS) administration at the magistrates’ court to arrange a
hearing. The hearing will be in private and heard by a single JP.

The Authorising Officer will be expected to attend the hearing along with the
applicant officer. Officers who may present the application at these proceedings will
need to be formally designated by the Council under section 223 of the Local
Government Act 1972 to appear, be sworn in and present evidence or provide
information as required by the JP. If in doubt as to whether you are able to present
the application seek advice from the Solicitor to the Council.

Upon attending the hearing, the officer must present to the JP the partially completed
judicial application/order form, a copy of the RIPA application/authorisation form,
together with any supporting documents setting out the case, and the original
application/authorisation form.

The original RIPA application/authorisation should be shown to the JP but will be
retained by the local authority so that it is available for inspection by the
Commissioners’ offices and in the event of any legal challenge or investigations by
the Investigatory Powers Tribunal (IPT).

The JP will read and consider the RIPA application/ authorisation and the judicial
application/order form. They may have questions to clarify points or require additional
reassurance on particular matters. These questions are supplementary to the content
of the application form. However the forms and supporting papers must by
themselves make the case. It is not sufficient for the local authority to provide
oral evidence where this is not reflected or supported in the papers provided.

The JP will consider whether he or she is satisfied that at the time the authorisation
was granted or renewed, there were reasonable grounds for believing that the
authorisation was necessary and proportionate. They will also consider whether there
continues to be reasonable grounds. In addition they must be satisfied that the
person who granted the authorisation or gave the notice was an appropriate
designated person within the local authority and the authorisation was made in
accordance with any applicable legal restrictions, for example that the crime
threshold for directed surveillance has been met.

The JP may decide to:
Approve the Grant or renewal of an authorisation
The grant or renewal of the RIPA authorisation will then take effect and the local

authority may proceed to use the technique in that particular case. The duration of
the authorisation commences with the magistrate’s approval.
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Refuse to approve the grant or renewal of an authorisation

The RIPA authorisation will not take effect and the local authority may not use the
technique in that case.

Where an application has been refused the applicant may wish to consider the
reasons for that refusal. If more information was required by the JP to determine
whether the application/authorisation has met the tests, and this is the reason for
refusal the officer should consider whether they can reapply, for example, if there
was information to support the application which was available to the local authority,
but not included in the papers provided at the hearing.

For, a technical error, the form may be remedied without going through the internal
authorisation process again. The officer may then wish to reapply for judicial approval
once those steps have been taken.

Refuse to approve the grant or renewal and quash the authorisation or notice

This applies where the JP refuses to approve the application/authorisation or renew
the application/authorisation and decides to quash the original authorisation or
notice. However the court must not exercise its power to quash the
application/authorisation unless the applicant has had at least 2 business days from
the date of the refusal in which to make representations. If this is the case the officer
will inform the Legal section who will consider whether to make any representations.

Whatever the decision the JP will record their decision on the order section of the
judicial application/order form. The court administration will retain a copy of the local
authority RIPA application and authorisation form and the judicial application/order
form. The officer will retain the original application/authorisation and a copy of the
judicial application/order form.

If approved by the JP, the date of the approval becomes the commencement date
and the three months duration will commence on this date, The officers are now
allowed to undertake the activity.

The original application and the copy of the judicial application/order form should be
forwarded to the Central Register and a copy retained by the applicant and if
necessary by the Authorising Officer.

A local authority may only appeal a JP decision on a point of law by judicial review. If
such a concern arises, the Legal team will decide what action if any should be taken.

If it is intended to undertake both directed surveillance and the use of a CHIS on the
same surveillance subject, the respective applications forms and procedures should
be followed and both activities should be considered separately on their own merits.
An application for an authorisation must include an assessment of the risk of any
collateral intrusion or interference. The Authorising Officer will take this into account,
particularly when considering the proportionality of the directed surveillance or the
use of a CHIS.
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Application, Review, Renewal and Cancellation Forms

Applications

All the relevant sections on an application form must be completed with sufficient
information for the Authorising Officer to consider Necessity, Proportionality and the
Collateral Intrusion issues. Risk assessments should take place prior to the
completion of the application form. Each application should be completed on its own
merits of the case. Cutting and pasting or using template entries should not
take place as this would leave the process open to challenge.

All applications will be submitted to the Authorising Officer via the Line Manager of
the appropriate enforcement team in order that they are aware of the activities being
undertaken by the staff. Applications whether authorised or refused will be issued
with a unique number by the Authorising Officer, taken from the next available
number in the Central Record of Authorisations.

If authorised the applicant will then complete the relevant section of the judicial
application/order form and follow the procedure above by arranging and attending the
Magistrates Court to seek a JP’s approval. The duration of the authorisation
commences with the magistrate’s approval. (see procedure above RIPA application
and authorisation process)

Duration of Applications

Directed Surveillance 3 Months
Renewal 3 Months
Covert Human Intelligence Source 12 Months
Juvenile Sources 1 Month
Renewal 12 months

All Authorisations must be cancelled by completing a cancellation form. They
must not be left to simply expire. (See cancellations page 16)

Reviews

The reviews are dealt with internally by submitting the review form to the authorising
officer. In such circumstances seek advice from the RIPA Co-ordinator. There is no
requirement for a review form to be submitted to a JP. However if a different
surveillance techniques is required it is likely a new application will have to be
completed and approved by a JP.

Regular reviews of authorisations should be undertaken to assess the need for the

surveillance to continue. The results of a review should be recorded on the central
record of authorisations. Particular attention is drawn to the need to review
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authorisations frequently where the surveillance provides access to confidential
information or involves collateral intrusion.

In each case the Authorising Officer should determine how often a review should
take place. This should be as frequently as is considered necessary and practicable
and they will record when they are to take place on the application form. This
decision will be based on the circumstances of each application. However reviews
will be conducted on a monthly or less basis to ensure that the activity is managed. It
will be important for the Authorising Officer to be aware of when reviews are required
following an authorisation to ensure that the applicants submit the review form on
time.

Applicants should submit a review form by the review date set by the Authorising
Officer. They should also use a review form for changes in circumstances to the
original application so that the need to continue the activity can be reassessed.
However if the circumstances or the objectives have changed considerably, or the
techniques to be used are now different a new application form should be submitted
and will be required to follow the process again and be approved by a JP. The
applicant does not have to wait until the review date if it is being submitted for a
change in circumstances.

Managers or Team Leaders of applicants should also make themselves aware of
when the reviews are required to ensure that the relevant forms are completed on
time.

Renewal

Should it be necessary to renew a Directed Surveillance or CHIS
application/authorisation, this must be approved by a JP.

Applications for renewals should not be made until shortly before the original
authorisation period is due to expire but the applicant must take account of factors
which may delay the renewal process (e.g. intervening weekends or the availability of
the relevant authorising officer and a JP to consider the application).

The applicant should complete all the sections within the renewal form and submit
the form to the authorising officer.

Authorising Officers should examine the circumstances with regard to Necessity,
Proportionality and the Collateral Intrusion issues before making a decision to renew
the activity. A CHIS application should not be renewed unless a thorough review has
been carried out covering the use made of the source, the tasks given to them and
information obtained. The Authorising Officer must consider the results of the review
when deciding whether to renew or not. The review and the consideration must be
documented.

If the authorising officer refuses to renew the application the cancellation process

should be completed. If the AO authorises the renewal of the activity the same
process is to be followed as mentioned earlier for the initial application.
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A renewal takes effect on the day on which the authorisation would have ceased and
lasts for a further period of three months.

Cancellation
Cancellation should take place at the earliest opportunity.

The cancellation form is to be submitted by the applicant or another investigator in
their absence. The Authorising Officer who granted or last renewed the authorisation
must cancel it if they are satisfied that the directed surveillance no longer meets the
criteria upon which it was authorised. Where the Authorising Officer is no longer
available, this duty will fall on the person who has taken over the role of Authorising
Officer or the person who is acting as Authorising Officer.

As soon as the decision is taken that directed surveillance should be discontinued,
the applicant or other investigating officer involved in the investigation should inform
the Authorising Officer. The Authorising Officer will formally instruct the investigating
officer to cease the surveillance, noting the time and date of their decision. This will
be required for the cancellation form. The date and time when such an instruction
was given should also be recorded in the central record of authorisations (see
paragraph 5.18 in the Codes of Practice). It will also be necessary to detail the
amount of time spent on the surveillance as this is required to be retained by
the Senior Responsible Officer.

The officer submitting the cancellation should complete in detail the relevant sections
of the form and include the period of surveillance and what if any images were
obtained and any images containing third parties. The Authorising Officer should
then take this into account and issues instructions regarding the management and
disposal of the images etc.

The cancellation process should also be used to evaluate whether the objectives
have been achieved and whether the applicant carried out what they stated was
necessary in the application form. This check will form part of the oversight function.
Where issues are identified they will be brought to the attention of the line manager
and the Senior Responsible Officer (SRO). This will assist with future audits and
oversight.

Before an Authorising Officer signs a Form, they must:-

(@) Be mindful of this Policy & Procedures Document and the training undertaken
(b) Be satisfied that the RIPA authorisation is:-

(i) in accordance with the law;

(i) necessary in the circumstances of the particular case on the ground
mentioned

and

(i) proportionate to what it seeks to achieve. (see section on
proportionality)



(©)

(d)

(€)
(f)

(9)

In assessing whether or not the proposed surveillance is proportionate,
consider other appropriate means of gathering the information.

The authorisation will not be proportionate if it is excessive in the overall
circumstances of the case. Each action authorised should bring an expected
benefit to the investigation or operation and should not be disproportionate or
arbitrary. The fact that a suspected offence may be serious will not alone
render intrusive actions proportionate. Similarly, an offence may be so minor
that any deployment of covert techniques would be disproportionate. No
activity should be considered proportionate if the information which is sought
could reasonably be obtained by other less intrusive means.

The following elements of proportionality should therefore be considered:

e balance the size and scope of the proposed activity against the gravity and
extent of the perceived crime or offence;

e explain how and why the methods to be adopted will cause the least
possible intrusion on the subject and others;

e consider whether the activity is an appropriate use of the legislation and a
reasonable way, having considered all reasonable alternatives, of
obtaining the necessary result;

e evidence, what other methods have been considered and why they were
not implemented.

The least intrusive method will be considered proportionate by the
courts.

Take into account the risk of intrusion into the privacy of persons other than
the specified subject of the surveillance (collateral intrusion). Measures
must be taken wherever practicable to avoid or minimise (so far as is possible)
collateral intrusion. This matter may be an aspect of determining
proportionality;

Set a date for review of the authorisation and review on only that date;

Obtain a Unique Reference Number (URN) for the application from the
Solicitor to the Council on 01827 709258

Ensure that a copy of the RIPA Forms (and any review/cancellation of the
same) is forwarded to the Solicitor to the Council, Central Register, within 5
working days of the relevant authorisation, review, renewal, cancellation
or rejection.

Additional Safeguards when Authorising a CHIS

When authorising the conduct or use of a CHIS, the Authorising Officer must also:-

(@)

be satisfied that the conduct and/or use of the CHIS is proportionate to what
is sought to be achieved.
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(b) Be satisfied that appropriate arrangements are in place for the management
and oversight of the CHIS and this must address health and safety issues
through a risk assessment;

(c) Consider the likely degree of intrusion of all those potentially affected,;

(d)  Consider any adverse impact on community confidence that may result from
the use or conduct or the information obtained;

(e) Ensure records contain particulars and are not available except on a need to
know basis.

) Ensure that if the CHIS is under the age of 18 or is a vulnerable adult the
Authorising Officer is the Chief Operating Officer or in his absence, the Deputy
Chief Operating Officer.

The Authorising Officer must attend to the requirement of section 29(5) RIPA and of
the Regulation of Investigatory Powers (Source Records) Regulations 2000. It is
strongly recommended that legal advice is obtained in relation to the authorisation of
a CHIS.

Any person granting or applying for an authorisation will also need to be aware of
particular sensitivities in the local community where the surveillance is taking place
and of any similar activities being undertaken by other public authorities which could
impact on the deployment of surveillance. It is therefore recommended that where an
authorising officer from a public authority considers that conflicts might arise they
should consult a senior officer within the police force area in which the investigation
or operation is to take place.

Urgent Authorisations

As from 1 November 2012 there is now no provision under RIPA for urgent oral
authorisations.
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Section J
WORKING WITH / THROUGH OTHER AGENCIES

When some other agency has been instructed on behalf of the Council to undertake
any action under RIPA, this document and the forms in it must be used (as per
normal procedure) and the agency advised or kept informed, as necessary, of the
various requirements. The agency must be made aware explicitly what they are
authorised to do. The agency will be provided with a copy of the application form
(redacted if necessary) or at the least the authorisation page containing the unique
number.

Equally, if Council staff are authorised on another agencies RIPA authorisation, the
staff will obtain a copy of the application form (redacted if necessary), or at the least
the authorisation page containing the unique number, a copy of which should be
forwarded for filing within the central register. They must ensure that they do not
conduct activity outside of that authorisation.

Provisions should also be made regarding any disclosure implications under the
Criminal Procedures Act (CPIA) and the management, storage and dissemination of
any product obtained.

When another agency (e.g. Police, Customs & Excise, Inland Revenue etc):-

(@) wishes to use the Council’s resources (e.g. CCTV surveillance systems), that
agency must use its own RIPA procedures and, before any Officer agrees to
allow the Council’s resources to be used for the other agency’s purposes, the
Officer must obtain a copy of that agency’s RIPA form (redacted if necessary) or
at the least the authorisation page containing the unique number for the record
(a copy of which must be passed to the Solicitor to the Council for the Central
Register) Should this be an urgent oral authorisation they should obtain a copy
of the contemporaneous notes of what has been authorised by the Authorising
Officer in line with current guidance. A copy of these notes will be forwarded for
filing in the central register.

(b) wish to use the Council’s premises for their own RIPA action, the Chief Officer
or Head of Service should, normally, cooperate with the same, unless there are
security or other good operational or managerial reasons as to why the
Council’'s premises should not be used for the agency’s activities. Suitable
insurance or other appropriate indemnities may be sought, if necessary, from
the other agency for the Council’s cooperation in the agent’'s RIPA operation. In
such cases, however, the Council’'s own RIPA forms should not be used as the
Council is only ‘assisting’ not being ‘involved’ in the RIPA activity of the external
agency.

If the Police or any other Agency wish to use Council resources for general
surveillance, as opposed to specific RIPA operations, an appropriate letter requesting
the proposed use, extent of remit, duration, who will be undertaking the general
surveillance and the purpose of it must be obtained from the police or other Agency
before any Council resources are made available for the proposed use.
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If in doubt, please consult with the Solicitor to the Council at the earliest
opportunity.
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Section K

RECORD MANAGEMENT

The Council must keep detailed records of all authorisations, renewals,
cancellations and rejections in Departments and a Central Register of all
Authorisation Forms will be maintained and monitored by the Solicitor to the
Council.

Records Maintained in the Department

The following documents must be retained by the Department authorising the
surveillance:

e a copy of the Forms together with any supplementary documentation and
notification of the approval given by the Authorising Officer;

e arecord of the period over which the surveillance has taken place;
¢ the frequency of reviews prescribed by the Authorising Officer;
e arecord of the result of each review of the authorisation;

e a copy of any renewal of an authorisation, together with the supporting
documentation submitted when the renewal was requested,;

e the date and time when any instruction was given by the Authorising Officer;
¢ the Unigue Reference Number for the authorisation (URN).
Central Register maintained by the Solicitor to the Council

Authorising Officers must forward a copy of the form to the Solicitor to the Council for
the Central Register, within 5 working days of the authorisation, review, renewal,
cancellation or rejection. The Solicitor to the Council will monitor the same and give
appropriate guidance to Authorising Officers from time to time, or amend this
document in the light of changes of legislation or developments through case law.

Retention and Destruction of Material

The retention of the material obtained during a RIPA operation is governed by the
Criminal Procedures Investigations Act (CPIA) 1996 and the Data Protection Act
1998.

Arrangements are in place for the secure handling, storage and destruction of
material obtained through the use of directed surveillance or CHIS. Authorising
Officers, through their relevant Data Controller, must ensure compliance with the
appropriate data protection requirements under the Data Protection Act 1998 and
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any relevant codes of practice produced by individual authorised relating to the
handling and storage of material.

The Council will retain records for a period of at least five years from the ending of
the authorisation. The Office of the Surveillance Commissioners (OSC) can
audit/review the Council’s policies and procedures, and individual authorisations.

The Office of the Surveillance Commissioners will also write to the Council from time
to time, requesting information as to the numbers of authorisations made in a specific
period. It will be the responsibility of the Solicitor to the Council to respond to such
communications.

Errors

There is a requirement as set out in the OSC procedures and Guidance 2011 to
report all covert activity that was not properly authorised to the OSC in writing as
soon as the error is recognised. This would be known as an error. This includes
activity which should have been authorised but wasn’'t or which was conducted
beyond the directions provided by the authorising officer. It is therefore important
that when an error has been identified it is brought to the attention of the SRO in
order to comply with this guidance. The Council has a responsibility to report to the
Inspector at the commencement of an inspection all activity which should have been
authorised but wasn’t. This is to confirm that any direction provided by the Chief
Surveillance Commissioner has been followed. This will also assist with the
oversight provisions of the Councils’ RIPA activity.

This does not apply to covert activity which is deliberately not authorised because an
authorising officer considers that it does not meet the legislative criteria, but allows it
to continue. This would be surveillance outside of RIPA. (See oversight section
below)
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Section L
ACQUISITION OF COMMUNICATIONS DATA
What is Communications Data?

Communication data means any traffic or any information that is or has been sent by
or over a telecommunications system or postal system, together with information
about the use of the system made by any person.

Powers

There are two powers granted by S22 RIPA in respect of the acquisition of
Communications Data from telecommunications and postal companies
(“Communications Companies”).

S22 (3) provides that an authorised person can authorise another person within the
same relevant public authority to collect the data. This allows the local authority to
collect the communications data themselves, i.e. if a private telecommunications
company is technically unable to collect the data, an authorisation under this section
would permit the local authority to collect the communications data themselves.

In order to compel a communications company to obtain and disclose, or just
disclose communications data in their possession, a notice under S22 (4) RIPA must
be issued. The sole grounds to permit the issuing of a S22 notice by a permitted
Local Authority is for the purposes of “preventing or detecting crime or of preventing
disorder”. The issuing of such a notice will be the more common of the two powers
utilised, in that the Communications Company will most probably have means of
collating and providing the communications data requested.

Single Point of Contact

In accordance with the Home Office Acquisition and Disclosure of Communications
Data Code of Practice the Council is required to have a “the Council Single Point of
Contact” is NAFN The role of the SPoC is to enable and maintain effective co-
operation between a public authority and communications service providers in the
lawful acquisition and disclosure of communications data. Before an officer can be a
SPoC specialist training recognised by the Home Office has to be undertaken. A
SPoC must also register his or her details with the Home Office. The Solicitor of the
Council is SPoC for Tamworth Borough Council.

Details of the training undertaken is kept in the Central Register.

The functions of the SPoC are to:

e Assess, Wwhere appropriate, whether access to communications data is
reasonably practical for the postal or telecommunications operator;
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e Advise Applicants and Authorising Officers on the practicalities of accessing
different types of communications data from different postal or
telecommunications operators

e Advise Applicants and Authorising Officers on whether communications data falls
under section 21(4)(a), (b) or (c) of RIPA

e Provide safeguards for authentication

e Assess any cost and resource implications to both the Council and postal or
telecommunications operator.

The Senior Responsible Officer

In accordance with the Code of Practice each public authority must have a Senior
Responsible Officer who is responsible for:

e The integrity of the process in places within the public authority to acquire
communications data;

e Compliance with Chapter Il of Part 1 of RIPA and with the Code;

e Oversight of the reporting of errors to the Interception of Communications
Commissioner’s Office (IOCCO) and the identification of both the cause of errors
and the implementation of processes to minimise repetition of errors;

e Engagement with the IOCCO inspectors when they conduct their inspections and;

e Where necessary, oversee the implementation of post — inspection action plans
approved by the Commissioner

The Council’s Senior Responsible Officer is the Solicitor to the Council.
Application Forms

Only the approved Accessing Communications Data forms referred to in Appendix 4
must be used. The forms have to be downloaded and completed in the Applicants
handwriting

Procedure

All applications to obtain communications data must be channelled through the
SPoC. If an investigating officer is considering making an application to obtain
communications data they should contact the SPoC for advice and to obtain the
appropriate forms.

In completing the forms the investigating officer must address the issues of
necessity, proportionality and collateral intrusion. The following is guidance on the
principles of necessity, proportionality and collateral intrusion.

“Necessity” should be a short explanation of the crime (together with details of the
relevant legislation), the suspect, victim or witness and the telephone or
communications address and how all these three link together. It may be helpful to
outline the brief details of the investigation and the circumstances leading to the
application as this will assist with justifying necessity. The source of the telephone
number or communications address should also be outlined. E.g. if the number was
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obtained from itemised billing or a business flyer there should be specific identifiers
such as the telephone number or exhibit number.

As regards “proportionality” there should be an outline of what the investigating
officer expects to achieve from obtaining the data and explain how the level of
intrusion is justified when taking into consideration the benefit the data will give to the
investigation. The investigating officer should give an explanation as to why specific
date/time periods of data have been requested. An explanation of what is going to be
done with the communications data once it is acquired and how that action will
benefit the investigation will assist with the justification of proportionality. The
investigating officer should outline what other checks or methods have been tried e.g.
visiting other known addresses, ringing the number etc. or why such methods are not
deemed feasible.

“Collateral intrusion” should also be addressed on the suspect or individual in
guestion to demonstrate that the intrusion is not arbitrary or unfair. There will only be
minimal collateral intrusion in relation to subscriber checks or none will be identified
at the time of making the application. In some case it will be clear that the suspect
has been contacted on the actual telephone number by the complainant or the
investigating officer and therefore this reduces the potential for collateral intrusion.
Investigating officers should also mention whether it is known that the telephone
number (or other type of data) has been used to advertise the business, either in the
press/internet or on business cards/flyers as this would also be evidence to show that
the suspect is actually using the telephone number and further reduce the potential
for collateral intrusion. Collateral intrusion becomes more relevant when applying for
service use data and investigating officers should outline specifically what collateral
intrusion may occur, how the time periods requested impact on collateral intrusion
and whether they are likely to obtain data which is outside the realm of their
investigation.

Once the investigating officer has completed the application form it should be passed
to the SPoC together with a draft Notice to the Communications Service Provider. If
the SPoC is satisfied that the application should proceed, the Application and the
draft Notice to the Communications Service Provider will be considered by an
Authorising Officeri. If the SPoC decides that the application is not justified it will be
rejected. If the SPoC requires further information in order to consider the application
this will be requested from the investigating officer and recorded on the SPoC Log
Sheet.

The Authorising Officer must consider:

(@) whether the case justifies the accessing of communications data for the
purposes of preventing or detecting crime or of preventing disorder and
why obtaining the data is necessary in order to achieve the aims of the

investigation and on the grounds permitted to the Council;

and
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(b) whether obtaining access to the data by the conduct authorised, or required of
the postal or telecommunications operator in the case of a notice, is
proportionate to what is sought to be achieved.

The Authorising Officer will complete the Application Form as appropriate.

If the Authorising Officer becomes directly involved in the operation, such
involvement and their justification for undertaking the role of Authorising Officer must
be explicit in the written considerations on the Application Form or alternatively the
application should be passed to another Authorising Officer for consideration.

If the accessing of communications data is authorised the Authorising Officer will sign
the Notice to the Communication Service Provider, complete the date/time of issue
and return all forms to the SPoC

The SPoC will then issue the Notice to the Communications Service Provider

1. NOTE: The Code of Practice referred to in paragraph 5 above refers to “Designated Persons” as those whose authority is
obtained with regard to the application. However, for the purposes of this policy and procedure the term “Authorising
Officer” will be used for that of “Designated Person”.

Duration

Authorisations and notices are only valid for one month. A shorter period should be
specified if this is satisfied by the request. An authorisation or notice may be renewed
during the month by following the same procedure as obtaining a fresh authorisation
or notice.

An Authorising Officer shall cancel an authorisation or notice as soon as it is no
longer necessary or the conduct is no longer proportionate to what is sought to be
achieved. The duty to cancel a notice falls on the Authorising Officer who issued it.

Record Management

Applications, authorisations and notices for communications data must be retained
by the SPoC until audited by the IOCCO. All such documentation must be kept in
locked storage.

Errors

Where any errors have occurred in the granting of authorisations or the giving of
notices, a record shall be kept and a report and explanation sent to the IOCCO as
soon as reasonably practicable.

Oversight

The I0CCO will write to the Council from time to time requesting information as to the
numbers of applications for communications data and confirmation as to whether
there have been any errors which have occurred when obtaining data
communications. It will be the responsibility of the Solicitor to the Council to respond
to such communications.
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Section M
CONCLUSION

Obtaining an authorisation under RIPA and following the guidance and procedures in
this document will assist in ensuring that the use of covert surveillance or a CHIS is
carried out in accordance with the law and subject to safeguards against infringing an
individual’s human rights. Complying with the provisions of RIPA protects the Council
against challenges for breaches of Article 8 of the European Convention on Human
Rights.

Authorising Officers will be suitably trained and they must exercise their minds every
time they are asked to sign a Form. They must never sign or rubber stamp Form(s)
without thinking about their personal and the Council’s responsibilities.

Any boxes not needed on the Form(s) must be clearly marked as being ‘NOT
APPLICABLE’, ‘N/A’ or a line put through the same. Great care must also be taken to
ensure accurate information is used and is inserted in the correct boxes. Reasons for
any refusal of an application must also be kept on the form and the form retained for
future audits.

For further advice and assistance on RIPA, please contact the Solicitor to the Council
(who is also the Monitoring Officer).
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APPENDIX 1
A FORMS
DIRECTED SURVEILLANCE
All forms can be obtained from:

https://www.gov.uk/government/collections/ripa-forms--2

The form has to be downloaded and completed in the applicant’'s handwriting. The
Authorising Officer must also complete the relevant section of the form in
handwriting. The original form has to be passed to the Solicitor to the Council.
Application for Authorisation Directed Surveillance

Application for Review of a Directed Surveillance Authorisation

Application for Renewal of a Directed Surveillance Authorisation

Application for Cancellation of a Directed Surveillance Authorisation
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APPENDIX 2
B FORMS
CONDUCT OF A COVERT HUMAN INTELLIGENCE SOURCE
All forms can be obtained from:

https://www.gov.uk/government/collections/ripa-forms--2

The form has to be downloaded and completed in the applicant’'s handwriting. The
Authorising Officer must also complete the relevant section of the form in
handwriting. The original form has to be passed to the Solicitor to the Council.

Application for Authorisation of the conduct or use of a Covert Human Intelligence
Source (CHIS).

Application for Review of a Covert Human Intelligence Source (CHIS) Authorisation.
Application for renewal of a Covert Human Intelligence Source (CHIS) Authorisation.

Application for Cancellation of an authorisation for the use or Conduct of a Covert
Human Intelligence Source.
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APPENDIX 3
C FORMS
ACQUISITION OF COMMUNICATIONS DATA
All forms can be obtained from the Home Office: RIPA Codes of Conduct website:

https://www.gov.uk/government/collections/ripa-forms--2

The form has to be downloaded and completed in the applicant’'s handwriting. The
Authorising Officer must also complete the relevant section of the form in
handwriting. The original form has to be passed to the Solicitor to the Council.

Part | Chapter Il request schedule for subscriber information
Specimen Part | Chapter Il authorisation

Specimen Part | Chapter Il Notice

Chapter Il application for communications data

Guidance notes regarding chapter Il application form

RIPA Section 22 notice to obtain communications data from communications service
providers

Reporting an error by a CSP to the IOCCO

Reporting an error by a public authority to the IOCCO
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Annex A Local Authority Procedure

LOCAL AUTHORITY PROCEDURE: APPLICATION TO A JUSTICE OF THE PEACE SEEKING AN ORDER TO
APPROVE THE GRANT OF A RIPA AUTHORISATION OR NOTICE

communications data).

Local authority investigator wants to use a RIPA technique (directed surveillance, CHIS (covert human intelligence source) or

Does investigator intend to use
directed surveillance?

» Complete RIPA authorisation/
notice form, and seek approval
of authorising officer/designated

Yes No

Y

* Complete application part of the
judicial application/order form for JP.

person as per current arrangements.

Outside usual office hours:

A JP may consider an authorisation

v

Is the local authority investigating
an offence and does that offence
attract a maximum custodial
sentence of 6 month or more?

No

Y

Is the offence being investigated
either:

-Section 146/147/147A of the
Licensing Act 2003, or
-Section 7 of the Children and Young
Persons Act 1993.

Yes

Within Office Hours
Local authorty investigator to
contact Her Majesty's Courts
& Tribunals Service (HMCTS)
administration at the magistrates’
court to arrange a hearing.

'

Attend court with:

* counter-signed RIPA authorisation/
or notice (for CD authorisations/
notices the signatures may be
electronic signatures).

* the accompanying judicial
application/order form.

+ any other relevant reference or

out of hours in exceptional
circumstances. If the authorisation
is urgent and cannot be handled the
next working day then you should:
+ Phone the court’s out of hours
HMCTS legal staff contact. You
will be asked about the basic facts
and urgency of the authorisation.
If the police are involved in the
investigation you will need to
address why they cannot make a
RIPA authorisation.
* If urgency is agreed, then
arrangements will be made for
a suitable JP to consider the
application. You will be told where to
attend and give evidence.
» Attend hearing as directed with
two copies of both the counter-
signed RIPA authorisation form or
notice and the accompanying judicial

ST iE il application/order form.
No Yes — — i
| Qutcome ‘
r ! , }
Investigator may not use Refuse to Refuse to Approve the
directed surveillance. The case approve approve the grant or re-
should be investigated by other the grant or grant or re- newal of an
means. Continue to assess renewal and newal of an authorisation
if threshold is met if further quash the authorisation or notice.
offences come to light as the authorisation or notice.
case progresses. or notice.

pd v
This may be appropriate if the JP
considers that an application is
fundamentally flawed. The local
authority must be given at least
2 business days in which to
make representations before the
authorisation is guashed. In these
circumstances a local authority
cannot use the technigue and will
need to seek fresh authorisation
internally before reapplying.

The grant or renewal of the RIPA
authorisation or notice will not take
effect and the local authority may
not use the covert technique.
Local authority may wish to
address, for example, a technical
error and reapply.

Technique may be used in this case.
Investigator to resubmit to the
IP any renewal or authorisation
for the use of a different technique
in this case.

Obtain signed order and retain original RIPA authorisation/notice.
For CD authorisations or notices, local authority investigator to provide additional copy of judicial order to the SPoC.
If out of hours, a copy of the signed order to be provided to the court the next working day.
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Annex B JP Procedure

PROCEDURE: LOCAL AUTHORITY APPLICATION TO A JUSTICE OF THE PEACE SEEKING AN ORDER TO APPROVE
THE GRANT OF A RIPA AUTHORISATION OR NOTICE

IN COURT HOURS OUT OF COURT HOURS
The local authority will contact Her Majesty’s Courts and Tribunals A JP may consider an authorisation
Service (HMCTS) administration, who will schedule a hearing. out of hours, in exceptional

7 circumstances:
Local authority representative will attend the hearing with - The local authority will call the court
the original: out of hours HMCTS legal staff

who will ask for the basic facts
- counter-signed RIPA authorisation or notice form; * and assess the urgency of the
- the accompanying judicial application/order and; authorisation/notice. If the police
- any other relevant reference material. are involved in the authorisation,
the local authority will need to

v address why they cannot make the
JP ensures that sufficient privacy is given to the hearing RIPA authorisation;
commensurate with the covert nature of the investigation (ie.
no press, public, subject or legal representative present or - If urgency is agreed, then HMCTS
court staff apart from Legal Adviser). will arrange for local authority to

i attend a suitable location;
JP will consider papers presented by local authority, asking any - Two copies of the forms and
additional questions in order to conclude whether an order to supporting material should be
approve the grant of a RIPA authorisation or notice should be available so that one set can be
made. The papers by themselves make the case. It is not retained by the JP.

sufficient for the JP to rely solely on oral evidence where this is

not reflected or supported by the form/papers.

v

The JP must be satisfied that:

- there were ‘reasonable grounds’ for the local authority to believe the authorisation or renewal was both ‘necessary’
and ‘proportionate’, including whether all reasonable alternatives have been considered;

- the reasonable grounds as articulated by the local authority continue to apply and the authorisation/notice
continues to be necessary and proportionate;

- the local authority authorisation has been authorised by an appropriate designated person;

- there is no breach of any other restrictions imposed by order, see paragraphs 5558, 72-73 and 83 of this guidance.

Y ! Y

Refuse to approve the grant or renewal Refuse to approve the grant or renewal Approve the grant or renewal of the
and quash the authorisation or notice. of the authorisation or notice. authorisation or notice.

¥ v ¥
The court must not exercise its The grant or renewal of the RIPA Technique may be used. Local
power to quash an authorisation or authorisation or notice will not take authority to resubmit any renewal or
notice unless the applicant has had effect and the local authority may not authorisation for the use of a different
at least 2 business days from the use the covert technigue. technique in this case.
date of the refusal in which to make Local authority may reapply addressing
representations. for example, a technical error,

Provide local authority representative with a copy of the signed order and return original RIPA form and any papers.

Legal Adviser or JP delivers copy order and authorisation to court admin office. Orders are kept securely and retained for 6 years.
Complete court hardcopy court log [do NOT enter details on LIBRAL.

Court maintains a copy of the court order and will send a yearly return to MOJ.

Page 103



Annex C Application for Judicial Approval and Order Form

Application for judicial approval for authorisation to obtain or disclose
communications data, to use a covert human intelligence source or to conduct
directed surveillance. Regulation of Investigatory Powers Act 2000 sections 23A,
23B, 32A, 32B.

Local

Covert technique requested: (tick one and specify details)

Communications Data |:|
Covert Human Intelligence Source [ ]
Directed Surveillance |:|

Summary of details

Note: this application should be read in conjunction with the attached RIPA
authorisation/RIPA application or notice.

Investigating
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Contact email address

Page 105



Order made on an application for judicial approval for authorisation to obtain or
disclose communications data, to use a covert human intelligence source or to
conduct directed surveillance. Regulation of Investigatory Powers Act 2000
sections 23A, 23B, 32A, 32B.

Magistrates’

Having considered the application, | (tick one):

|:| am satisfied that there are reasonable grounds for believing that the requirements of
the Act were satisfied and remain satisfied, and that the relevant conditions are
satisfied and | therefore approve the grant or renewal of the authorisation/notice.

|:| refuse to approve the grant or renewal of the authorisation/notice.

|:| refuse to approve the grant or renewal and quash the authorisation/notice.

Full name:

Address of magistrates’ court:
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Agenda Iltem 8

AUDIT AND GOVERNANCE COMMITTEE
THURSDAY, 26 OCTOBER 2017

REPORT OF THE HEAD OF INTERNAL AUDIT SERVICES

INTERNAL AUDIT UPDATE REPORT 2017/18 QUARTER 2

EXEMPT INFORMATION

None

PURPOSE

To report on the outcome of Internal Audit’s review of the Internal Control, Risk
Management and Governance framework in the 2nd quarter of 2017/18 — to provide
members with assurance of the ongoing effective operation of an Internal Audit
function and enable any particularly significant issues to be brought to the
Committee’s attention.

RECOMMENDATIONS

That the Committee considers the attached report and raises any issue it
deems appropriate.

EXECUTIVE SUMMARY

The Accounts and Audit Regulations 2015 require each local authority to publish an
Annual Governance Statement (AGS) with its Annual Statement of Accounts. The
AGS is required to reflect the various arrangements within the Authority for providing
assurance on the Internal Control, Risk Management and Governance Framework
within the organisation, and their outcomes.

One of the sources of assurance featured in the AGS is the professional opinion of
the Head of Internal Audit Services on the outcome of service reviews. Professional
good practice recommends that this opinion be given periodically throughout the year
to inform the Annual Governance Statement. This opinion is given on a quarterly
basis to the Audit & Governance Committee.

The Head of Internal Audit Services’ quarterly opinion statement for July - September
2017 is set out in the attached document, and the opinion is summarised below.

Audit Opinion.

| am satisfied that sufficient internal audit work has been undertaken to allow us to
draw a reasonable conclusion as to the adequacy and effectiveness of the
organisation’s Risk Management, Control and Governance processes.
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Overall in my opinion, based upon the reviews performed during the second quarter
of the 2017/18 financial year, the Authority has:

- Adequate and effective risk management arrangements;
- Adequate and effective governance; and
- Adequate and effective control processes.

Specific Issues

No specific issues have been highlighted through the work undertaken by Internal
Audit during the second quarter of 2017/18.

RESOURCE IMPLICATIONS

None

LEGAL/RISK IMPLICATIONS BACKGROUND

Failure to report would lead to non-compliance with the requirements of the Annual
Governance Statement and the Public Sector Internal Audit Standards.

SUSTAINABILITY IMPLICATIONS

None

BACKGROUND INFORMATION

None

REPORT AUTHOR
Angela Struthers, Head of Internal Audit Services

LIST OF BACKGROUND PAPERS

APPENDICES

Appendix 1 Internal Audit Performance Report 2017/18
Appendix 2 Percentage of Management Actions Agreed 2017/18
Appendix 3 Implementation of Agreed Management Actions 2017/18
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INTERNAL AUDIT REPORT — 2nd Quarter - 2017/18

1. INTRODUCTION

Internal Audit is an independent, objective assurance and consulting activity designed to
add value and improve an organisation's operations. It helps an organisation accomplish its
objectives by bringing a systematic, disciplined approach to evaluate and improve the
effectiveness of risk management, control and governance processes. (Public Sector
Internal Audit Standards)

Internal Audit’s role is to provide independent assurance to the Council that systems are in
place and are operating effectively.

Every local authority is statutorily required to provide for an adequate and effective internal
audit function. The Internal Audit service provides this function at this Authority.

This brief report aims to ensure that Committee members are kept aware of the
arrangements operated by the Internal Audit service to monitor the control environment
within the services and functions of the authority, and the outcome of that monitoring. This is
to contribute to corporate governance and assurance arrangements and ensure compliance
with statutory and professional duties, as Internal Audit is required to provide periodic reports
to “those charged with governance”.

2. PERFORMANCE AND PROGRESSION AGAINST AUDIT PLAN

The Internal Audit service aims as one of its main Performance Indicators (PI's) to complete
work on at least 90% of applicable planned audits by the end of the financial year, producing
reports on these where possible/necessary. Appendix 1 shows the progress at the end of
2nd quarter of the year of the work completed against the plan and highlights the work
completed. The original audit plan identified 45 audits to be completed in the 2017/18
financial year. The plan has been revised, and a total of 47 audits are now due to be
completed by the end of the financial year. At the end of the 2nd quarter of the year, internal
audit have commenced/completed 20 audits. This equates to 42% of the revised annual
audit plan (specific reviews). In addition to the specific reviews, a total of nine
implementation reviews and eight further implementation reviews have been completed for
the financial year to date. Three implementations reviews and one further implementation
review were completed in the second quarter.

The service also reports quarterly on the percentage of draft reports issued within 15 working
days of the completion of fieldwork. All (100%) of the draft reports issued in this quarter of
the year were issued within this deadline.

3. AUDIT REVIEWS COMPLETED 2017/18

Twelve audits were finalised within the quarter. Appendix 2 details the number of
recommendations made. A total of 18 recommendations were made in the second quarter
with 18 (100%) of the recommendations being accepted by management.

The service revisits areas it has audited around 6 months after agreeing a final report on the
audit, to test and report to management on the extent to which agreed actions have been
taken. Three first implementation reviews were completed and one second implementation
review was completed during the second quarter of 2017/18. Appendix 3 details the
implementation progress to date for the second quarter of the financial year with 35% (21/52)
implemented/partially implemented at 1st implementation review. Due to the number of
recommendations not implemented at the implementation review, management have been
asked to provide assurance and a status update on the outstanding recommendations to
date. Management have provided assurance that 94% (49/52) recommendations have now
been implemented/partially implemented.
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Internal Audit will complete their planned second implementation reviews as timetabled to
confirm this. For the second implementation reviews completed, 50% (3/6) of the
recommendations were implemented/partially implemented. Two recommendations not
implemented at 2™ implementation review were high priority and management have agreed
revised implementation dates for all outstanding recommendations. Internal Audit is fairly
satisfied with the progress made by management to reduce the level of risk and its
commitment to progress the outstanding issues.

4, INDEPENDENCE OF THE INTERNAL AUDIT ACTIVITY

Attribute Standards 1110 to 1130 in the Public Sector Internal Audit Standards require that
Internal Audit have organisational and individual independence and specifically state that the
head of Internal Audit Services must confirm this to the Audit & Governance Committee at
least annually. As performance is reported quarterly, this confirmation will be provided
quarterly.

The Head of Internal Audit Services confirms that Internal Audit is operating independently of
management and is objective in the performance of internal audit work.

OVERALL CURRENT INTERNAL AUDIT OPINION

| am satisfied that sufficient internal audit work has been undertaken to allow us to draw a
reasonable conclusion as to the adequacy and effectiveness of the organisation’s Risk

Management, Control and Governance processes.

Overall in my opinion, based upon the reviews performed during the second quarter of the
2017/18 financial year, the Authority has:

- Adequate and effective risk management arrangements;

- Adequate and effective governance; and
- Adequate and effective control processes.

Specific issues:

There were no specific issues highlighted through the work of Internal Audit in the second
quarter of the 2017/18 financial year that would need to be highlighted as a corporate risk.

Angela Struthers,
Head of Internal Audit Services
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Appendix 1

Internal Audit Performance Report 2017/18 Quarter 2 - Revised Plan Tornuor'l'h

Report Type: Audit

File Report

Report Author: Angela Struthers
Generated on: 04 October 2017

Audit Status Description

Mo Value = 27
(57%)

TTT abed

Title

Housing Services
Insurance

Housing Repairs - Final
Accounts

Main Accounting &

Directorate Description Audit Status Icon

Housing & Health

Finance

¥ 4
Housing & Health V

Finance

| Started = 10

(21%)

| Completed = 10

(21%)

Started

Completed

Borough Council

Audit Status Description Audit Assurance Type  Audit Assurance Level

Title Status Icon
Risk based review

System based review @

Main financial system -
interim

Main financial system -



Title

Budgetary Control

Creditors &
Procurement - Interim

Debtors
Council Tax

NNDR

P&groll
jab}

(@)
Iggnk Reconciliation &

(Egs\h Collection

I-%)using & Council Tax

Benefits

Capital Strategy &
Programme
Management

Housing Rents

Property Contracts QTR

1

Property Contracts QTR

2

Property Contracts QTR

3

Directorate Description Audit Status Icon

Finance

Finance

Finance V Started
Finance

Transformation &

Corporate Performance

Finance

Finance

Finance

Housing & Health
Assets & Environment ‘J Completed
Assets & Environment v Completed

Assets & Environment

Audit Status Description Audit Assurance Type

Title

full

Main financial system
interim

Main financial system
full

Main financial system
interim

Main financial system
interim

Main financial system
interim

Main financial system
interim

Main financial system
interim

Main financial system
full

Main financial system
interim
Main financial system
interim
Main financial system
interim

Main financial system
interim

o

Audit Assurance Level
Status lcon



Title Directorate Description Audit Status Icon Audit Status Description Audit Assurance Type  Audit Assurance Level

Title Status Icon

Property Contracts QTR Assets & Environment Main financial system -
4 interim
Housing Repairs - New Housing & Health Additional System
Contract Based Review
Taxi Licences Assets & Environment J Started System based review
Scheme of Delegation  Solicitor & Monitoring v Completed Risk based review /A

Officer
Democratic Services Solicitor & Monitoring ‘J Started System based review
business continuity Officer
arrangements
VﬁT Finance J Completed Risk based review @
érporate Policy Corporate System based review
Mnagement
Eformance Transformation & System based review
hagement Corporate Performance
Time Recording & Transformation & J Started Risk based review
Absence Management  Corporate Performance
Community Wardens -  Assets & Environment J Started Risk based review @
health & safety
Equalities Transformation & System based review

Corporate Performance
Joint Service Corporate System based review
Provision/SLA's
Safeguarding Solicitor & Monitoring V Started System based review

Officer



Title

Emergency Planning

Network Controls
EFin Application Review
Websites

Orchard Application
Review

Iyovernance
(@)
(D

Pension Contributions
el of year 2016/17

D .
DFG Testing
Municipal Charities

Treasury Management
QTR 4 2016/17

Treasury Management
QTR 1 2017/18

Treasury Management
QTR 2 2017/18

Treasury Management
QTR 3 2017/18

Pension Contributions
Interim Testing

Directorate Description Audit Status Icon

Corporate %

Technology & Corporate
Programmes

Technology & Corporate
Programmes

Technology & Corporate
Programmes

Technology & Corporate
Programmes

Technology & Corporate
Programmes

Transformation & %
Corporate Performance

Assets & Environment %

Corporate %/
Finance v
Finance %/
Finance
Finance
Transformation & %

Corporate Performance

Audit Status Description Audit Assurance Type

Started

Completed

Started
Completed

Completed

Completed

Completed

Title

System based review

Information Technology

Information Technology

Information Technology

Information Technology

Information Technology

Transactional

Transactional

Transactional

OO0 00

Main financial system
interim

Main financial system
interim

Main financial system
interim

Main financial system

interim

Transactional

Audit Assurance Level
Status lcon

v



Title

CX Air Application
Review

Street Scene

Commercial & Industrial
Properties

GDPR

GTT obed

Directorate Description Audit Status Icon

Technology & Corporate W
Programmes

Assets & Environment

Assets & Environment

Technology & Corporate
Programmes

Audit Status Description Audit Assurance Type  Audit Assurance Level

Started

Title Status Icon

Information Technology

Risk based review

Consultancy

Additional System
Based Review
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Percentage of Management Actions Agreed 2017/18 Quarter 2

/TT abed

Medium
Priority = 9
(S0%)

Priority

High
Priority = 9
(50%)

Appendix 2

Tamworth

Borough Council
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Appendix 3
Implementation of Agreed Management Actions 2017/18 Quarter 2
First Implementation Reviews

Status at Implementation Review Status as at October 2017 — Manager’s Assurance

Progress Progress

LY \. T
100 = 24 .
g
@ AN P
- T
- T "
[HE S
O
Audit Recommendation Recommendation Recommendation Reason Not Revised Date for Updated status October Manager Update
Code & Title Priority Progress at Implemented Implementation 2017
implementation
review
1617 BS 1.01 Key Holder High Priority | 50% | Staffing Resources 31-Mar-2018 1[][]'3’4 key holder info now
Records - Temporary updated and caretakers
and admin assistant as
well as manager now hold
keys for office.
1617 BS 1.04 Alarm Codes High Priority | 25% | Other Higher 30-May-2018 | 50% | Completed at depot and

Priorities castle



Audit Recommendation Recommendation

Code & Title Priority
1617 BS 1.05 Building High Priority
Security Policy

1617 BS 1.15 Town Hall High Priority
Security

1817 BS 2.10 ID Badge -  High Priority

cess Review

D

=
N
o

1617 BS 2.13 Social Services High Priority
Access

1617 BS 3.01 Visitor & High Priority

Recommendation

Progress at

implementation

review

P

D%

D%

D%

| 75%

Reason Not
Implemented

Other Higher
Priorities

Other Higher
Priorities

No evidence
provided

No evidence
provided

| Other Higher

Revised Date for
Implementation

31-Mar-2018

31-Mar-2018

31-Mar-2018

31-Mar-2018

31-Aug-2017

Updated status October

201

7

50% |

D%

100%

100%

75% |

Manager Update

Building use policy is the
responsibility of HofCs -
Building security has
always been under ICT.
Building use Policy is to be
agreed by CMT.

Monthly reports are run
and checked and any
duplicate or badges that
ae not required are
deactivated.

The only floors that can be
restricted are floors 6 & 7.
It is he HofCS
understanding that if
officers and partners need
to use the meetings rooms
etc they have to have
access to all of Marmion
House minus floors 6 & &
which have been isolated
and restricted access via
ADT.



Audit Recommendation
Code & Title

Contractor Sign In

1617 BS 3.02 Contractor
Access

1617 H&S 2.01 Risk
Registers

1617 H&S 2.03 Fire risk
ownership

2T obed

F 7 H&S 3.02 New policy
development

Recommendation
Priority

High Priority

High Priority

High Priority

High Priority

Recommendation

Progress at
implementation
review

D%

P

P%

P%

Reason Not
Implemented

Priorities

| Other Higher

Priorities

| Other Higher

Priorities
Reliance on 3rd
Party - Internal

Other Higher
Priorities

Revised Date for
Implementation

31-Dec-2017

31-Aug-2017

31-Dec-2017

30-Nov-2017

Updated status October
2017

50%

100%]

100%]

50%

Manager Update

Part of the building use
Policy to be approved by
CMT.

The OId TIC is now
occupied by a brewing
company. The
responsibility for risk
assessments and fire
equipment now sits with
the tenant

A number of policies and
procedures have been
updated and will shortly
be consulted upon. the
updated procedures
include: Fire Risk
Management, Accident
and incident reporting,
Control of Substances
Hazardous to Health,
Display Screen equipment,
First Aid, New and
Expectant mothers,



Audit Recommendation Recommendation Recommendation Reason Not Revised Date for Updated status October Manager Update
Code & Title Priority Progress at Implemented Implementation 2017

implementation

review

Personal Protective
Equipment, risk
Assessments, Smoking,
Suspect packages, Work at
heights, violence at Work.
Additional procedures will
be updated and issued in
line with the Health and

o Safety Action Plan

17 H&S 4.01 Corporate  High Priority p% Other Higher 31-Dec-2017 1[][]”2H The Health and Safety
Trining Matrix Priorities Awareness sessions are
Y advertised on the intranet.
B A number of awareness

sessions are arranged and
attendance is co-
ordinated by HR to ensure

all employees have
attended within each 3
year cycle.

1617 H&S 4.03 Premise High Priority D% Other Higher 31-Jan-2018 | o0% | A training course for
manager responsibilities Priorities premise managers is
available to be delivered

once all premise managers
have been identified by HR

1617 H&S 5.01 Safety High Priority P Other Higher 31-Mar-2018 | 50% | A full audit program is in
Audits Priorities place for 2017/18
whereby all high risk and




Audit Recommendation
Code & Title

1617 H&S 5.02 Action
Programmes

17 BS 1.02 Key Holder
Prms & Conditions
(@)

(9]
M 7 BS 1.08 Carnegie
tre Door Fobs

1617 BS 1.09 Marmion
House Key Holders List

1617 BS 1.11 Key Checks

1617 BS 1.14 Key Handling
Procedure

Recommendation
Priority

High Priority

Medium Priority

Medium Priority

Medium Priority

Medium Priority

Medium Priority

Recommendation
Progress at
implementation
review

P

25%
| |

% |

p% |

p% |

p% |

Reason Not
Implemented

Other Higher
Priorities

Other Higher
Priorities

Other Higher
Priorities

No evidence
provided

No evidence
provided

Revised Date for
Implementation

31-Mar-2018

31-Mar-2018

31-Mar-2018

31-Jan-2018

31-Jan-2018

31-Jan-2018

Updated status October

2017

100%]

50%

100%

100%

100%]

100%]

Manager Update

medium risk services will
have undergone an audit
by the end of March 2018.

A full service annual action
plan is in place for the
year 2017/18. The action
plan is reviewed by the HS
service manager with the
HS Advisor

Part of the drafted
Building Use Policy - to be
approved by CMT

Key holders list has been
reviewed and key holders
sign the list

Currently in the process of
finalising policies and
procedures which will be
in place by the end of this
calendar year. There is a
process and database in
place for recording key



Audit Recommendation Recommendation Recommendation Reason Not Revised Date for Updated status October Manager Update
Code & Title Priority Progress at Implemented Implementation 2017
implementation

review

handovers and returns.

1617 BS 2.02 User Access  Medium Priority 1% | Other Higher 30-Nov-2017 | 50% |

Priorities

1617 BS 2.03 Documented Medium Priority p% | No evidence 31-Dec-2017 | a0% | Procedures in place but

Procedures provided also included in the
building use Policy to be
approved by CMT.

L%] 7 BS 2.04 New Starter  Medium Priority 1% | Other Higher 31-0ct-2017 | 100% These are held centrally

fegrms Priorities on the s drive under CST

L% new starter forms.

&1 7 BS 2.06 ID Badge Medium Priority p% | No evidence 31-Mar-2018 | a0% | Included as part of the

Tﬁ?ms & Conditions provided Building Use Policy

1617 BS 2.07 Amendment  Medium Priority p% | No evidence 31-Dec-2017 | 1[][]%1

Requests Retained provided

1617 BS 2.08 Leaver's ID Medium Priority p% | No evidence 31-Jan-2018 | 1[][]3'ﬂ

Badges - Deactivation provided

Process

1617 BS 2.09 Leaver's ID  Medium Priority 1% | No evidence 31-Jan-2018 | 100%] Part of the building policy,

Badge - Deactivated Timely provided however, this is done from
the leavers forms.

1617 BS 2.12 ID Badge - Medium Priority 0% | No evidence 31-Dec-2017 | 100%] This was investigated and

Duplicate Entries provided CCTV have stated that this

is a system error. No
known reason for the
duplications.



Audit Recommendation
Code & Title

1617 BS 2.14 Replacement
ID Badges

1617 BS 3.03 Contractor ID
Badges

1617 BS 3.05
Visitor/Contractor Signing
In Book

Tl 7 BS 3.07 Contractor/
(‘%itor ID Swipe Cards

fB17 BS 4.02 Signed

@eement

Fgll 7 BS 4.03 Licence
Agreements

1617 H&S 3.04 Policy

Recommendation
Priority

Medium Priority

Medium Priority

Medium Priority

Medium Priority

Medium Priority

Medium Priority

Medium Priority

Recommendation
Progress at
implementation
review

p% |

| 50% |

p% |

p% |

p% |

p% |

p% |

Reason Not
Implemented

Other Higher
Priorities

No evidence
provided

No evidence
provided

No evidence
provided

No evidence
provided

No evidence
provided

Other Higher
Priorities

Revised Date for
Implementation

31-Mar-2018

31-Dec-2017

31-Dec-2017

31-Mar-2018

30-Oct-2017

30-Oct-2017

31-Aug-2017

Updated status October

2017

| 50% |
| 50% |
| 100%
| 100%]
p% |
p% |
| 50% |

Manager Update

Accepted and included in
the building use policy to
go to CMT.

Process implemented,
checks to be carried out
on a weekly basis.

This is part of the security
officers evening role.

Investigated - unable to
complete

The Health and Safety
Policy is currently being
reviewed and it is
anticipated only minor
changes are expected.
Employee responsibilities
and processes are likely to
remain unchanged. New
due date is 31st December
2017



Audit Recommendation Recommendation Recommendation Reason Not Revised Date for Updated status October Manager Update
Code & Title Priority Progress at Implemented Implementation 2017

implementation

review

1617 H&S 4.02 Training Medium Priority p% Other Higher 30-Sep-2017 1[][]“fﬂ The Health and safety
Priorities course catalogue is on the
intranet and HR send

round updates when
courses are available.

9¢T obed



Second Implementation Reviews 2017/18 Quarter 2

Progress

100 = 2
(33%)

0=3
(50%)

T
Q 50 =1

(@] (17%)

D

|_\

N

\l

Audit Recommendation Recommendation Priority Recommendation Progress  Original Date for Revised Date for
Code & Title Implementation Implementation
1617 IM 2.07 Haven: Chip & High Priority pva | 31-Dec-2016 30-Apr-2018
Pin Devices

1617 IM 2.17 Barcode High Priority P% | 31-0ct-2016 31-Aug-2017
Invoices

1617 IM 3.02 Financial Medium Priority p% | 30-Sept-2016 30-Sep-2017
Guidance
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Agenda Item 9

AUDIT AND GOVERNANCE COMMITTEE
THURSDAY, 26 OCTOBER 2017

REPORT OF THE HEAD OF INTERNAL AUDIT SERVICES

RISK MANAGEMENT UPDATE

EXEMPT INFORMATION

None

PURPOSE

To report on the Risk Management process and progress to date for the current
financial year.

RECOMMENDATIONS
That the Committee:

1 Endorses the Corporate Risk Register
2 Endorses the updated Risk Management Policy

EXECUTIVE SUMMARY

One of the functions of the Audit & Governance Committee is to monitor the
effectiveness of the authority’s risk management arrangements, including the actions
taken to manage risks and to receive regular reports on risk management. Corporate
risks are identified and managed and monitored by the Corporate Management
Team (CMT) on a quarterly basis. Corporate risks have been assigned to relevant
members of the Corporate Management Team. Through regular review, risks may be
added or removed from the Corporate Risk Register. The Corporate Risk Register is
attached as Appendix 1 for information.

In line with good practice, the Risk Management Policy has been reviewed and

updated. Only minor amendments have been made in this review and are shown in
the document as attached as Appendix 2.

RESOURCE IMPLICATIONS

None
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LEGAL/RISK IMPLICATIONS BACKGROUND

None

SUSTAINABILITY IMPLICATIONS

None

BACKGROUND INFORMATION

None

REPORT AUTHOR

Angela Struthers, Head of Internal Audit Services, ex 234

LIST OF BACKGROUND PAPERS

None
APPENDICES

Appendix 1 Corporate Risk Register
Appendix 2 Risk Management Policy
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Appendix 1

Corporate Risk Register 2017/18 Tom_lJorTh

Report Type: Risks Report Borough Council

Report Author: Angela Struthers
Generated on: 27 September 2017

Risk Title Risk Description Gross Risk - Assessment Current Risk - Assessment Last Review Date

[>

Medium Term Financial Loss of Funding and Financial . 12 major - likely 8 major - unlikely 27-Sep-2017
Planning & Stability & application of

Sustainability Strategy  uncertainties of Brexit

Reputation Damage to Reputation (A 9 serious-likely @ 4 significant-unlikely =~ 27-Sep-2017
ernance & Failure to achieve adequate (A 9 serious-likely @ 4 significant-unlikely =~ 27-Sep-2017
®&Rgulatory Failure Governance Standards and
® statutory responsibilities
Radtnership Working Failure in partnership working, g 9 serious-likely @ 4 significant-unlikely 27-Sep-2017
;!ﬁ:l Supply Chain shared services or supply chain
Challenges
Emergency & Crisis Failure to manage an external or (A 9 serious-likely @ 4 significant-unlikely 27-Sep-2017
Response Threats internal emergency/disaster
situation
Economic Changes Failure to plan and adapt services Q 6 serious-unlikely @ 3 serious-very unlikely 27-Sep-2017
to economic changes within the
community
Information Failure to secure and manage data . 12 major - likely (A 6 serious-unlikely 27-Sep-2017
Management & and IT infrastructure
Information Technology
Loss of Community Failure to achieve community . 12 major - likely (A 9 serious-likely 27-Sep-2017



Risk Title
Cohesion

Workforce Planning
Challenges

Health & Safety
Corporate Change

Safeguarding Children
& Vulnerable Adults

Inability to manage the
impact corporately of
the Government

sterity measures and
@w legislative
requirements

H
TaXi Licences
N

Implementation of
response to GDPR
Legislation

Risk Description

cohesion

Failure to manage workforce

planning challenges

Failure to manage Health & Safety
Failure to manage corporate change @

Failure to safeguard children and

vulnerable adults

Inability to manage the impact
corporately of the Government
Austerity measures and new

legislative requirements

Taxi Licensing process not
followed, giving rise to licenses
being issued to persons who are

not fit and proper

General Data Protection Regulations .
(GDPR) coming into effect in May

2018 resulting in significant

change for the organisation,

including substantial penalties for
failing to adhere and breaches

- Assessment

9 serious-likely

12 major - likely
4 significant-unlikely

12 serious - very likely

16 major - very likely

12 major - likely

12 major - likely

Current Risk

o

> bOD

- Assessment

4 significant-unlikely

6 serious-unlikely
4 significant-unlikely

9 serious-likely

8 major - unlikely

4 major - very unlikely

8 major - unlikely

Last Review Date

27-Sep-2017

27-Sep-2017
27-Sep-2017
27-Sep-2017

27-Sep-2017

27-Sep-2017

27-Sep-2017



Appendix 2

Tamworth

Borough Council

RISK MANAGEMENT POLICY AND STRATEGY

Document Status: Revised

Originator: A Struthers

Updated: A Struthers

Owner: Executive Director Corporate Services
Version: 01.01.06

Date: 24/08/17

Approved by Audit & Governance Committee

Date 24 August 2017

Page 133



Document Location

This document is held by Tamworth Borough Council, and the document owner is John Wheatley,
Corporate Director - Resources.

Printed documents may be obsolete. An electronic copy will be available on Tamworth Borough
Councils Intranet. Please check for current version before using.

Revision History

Revision Date Version Control Summary of changes
April 2010 1.01.01

18/09/12 1.01.02 Scheduled review
30/3/14 1.01.03 Scheduled review
03/09/15 1.01.04 Scheduled review
03/08/16 1.01.05 Scheduled review
24/08/17 1.01.06 Scheduled review
Approvals

Name Title Approved
Audit & Governance Committee Approval

Committee

CMT Group Approval

John Wheatley Executive Director Corporate Services

Angela Struthers Head of Internal Audit Services Yes

Document Review Plans

This document is subject to a scheduled annual review. Updates shall be made in accordance
with business requirements and changes and will be with agreement with the document owner.

Distribution

The document will be available on the Intranet and the website.

Date 24 August 2017
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Tamworth Borough Council — September 2015

Risk Management Policy Statement

Statement by the Leader of the Council and Head of Paid Service

The Authority is committed to the culture of Risk Management ensuring that its reputation is
not tarnished by an unforeseen event nor is it financially or operationally affected by the

occurrence.

It recognises that: -

>

Management has the responsibility to plan and systematically
approach, the identification, evaluation, and control of risk;

In order for the Authority to improve risks(opportunities and threats)
need to be taken, but they need to be understood and appropriately
managed ;

All Managers and Team Leaders have responsibility for the effective
control of risk utilising the support training and resources provided by
the Authority;

The responsibility for insurable losses is management's, not that of
an insurance company. Insurance is not a substitute for the
management of risk;

The need to integrate Risk Management into the culture of the
Authority.

Risk Management objectives for Tamworth Borough Council are:

>

>

To safeguard the public, members and employees and to protect the Authority’s

reputation and assets;

To manage risks in accordance with best practice and ensure risk management is
integrated into the culture of Tamworth Borough Council and all those connected with

it;

To identify and take advantage of available opportunities to improve service delivery

and/or the Authority’s financial position;

To ensure the Authority delivers its commitments to stakeholders and to demonstrate

transparency, accountability and equity in its efforts to do so;

To anticipate and respond positively to changing social, environmental and legislative

requirements; and
To identify and manage partnership risks.
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Tamworth Borough Council — September 2015

The Audit & Governance Committee will regularly review the Risk Management Policy and
Strategy to ensure their continued relevance to the Borough. They will also assess
performance against the aims and objectives.

We attach great significance to Risk Management and it is essential that the Protocol is
known and understood by all staff within the Authority. It will form part of the induction
training and performance reviews for all staff and members and will be monitored as part of
the performance review process utilising the corporate performance system Covalent. We
will make adequate resources available to ensure that the commitments made in this
statement are achieved.

Risk Management has our total support — it needs yours too for us to succeed.

(Signed) (Signed)
Head of Paid Service Leader of the Council
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Tamworth Borough Council — September 2015

Policy Objectives
In implementing this Policy the Authority will: -

» Identify those assets and exposures which have or may give rise to
loss producing events;

» Identify opportunity risks that may give rise to increased benefits

» Maintain detailed ‘Risk Registers’ of the risks identified as
threatening the Authority’s operation and document their control on
the Authority’s Corporate Performance system Covalent;

» Assess the impact of potential loss producing events;

» Take reasonable physical or financial steps to avoid or reduce the
impact of potential losses;

» Endeavour to reduce all serious (RED) risks to an acceptable level
either by controls or ceasing the activity;

» Ensure that all systems of work reflect the positive risk management
culture of the Authority;

» Establish a comprehensive information base of insurable and
uninsurable losses;

» Maintain a detailed understanding of insurance;
» Purchase insurance for those risks which cannot be avoided or

reduced further, always retaining risks where this is economically
attractive.

Risk Management Strategy

The Purpose of this Risk Management Strategy is to effectively manage potential
opportunities and threats to the organisation achieving its objectives. The main objectives of
the Authority's Risk Management Strategy are to: -

» Achieve continuous improvement in the management of risk;

» Develop a culture that integrates risk management into the day-to-day management
process;

» Continue to develop robust systems to identity and evaluate risk;
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Tamworth Borough Council — September 2015

>

Develop reliable performance indicators for target-setting and for making appropriate
comparisons;

Develop systems for performance monitoring to bring about continuous improvements;

Enabling the Organisation to anticipate and respond to changing social, environmental
and legislative conditions;

Reduce the total cost of risk and mitigate potential future increases in insurance
premiums and self-insurance options.

To help achieve these objectives it will be necessary to: -

>
>
>

>
>

Increase the profile of and commitment to Risk Management throughout the Authority;
Ensure adequate resources (financial and time) are provided,;

To make all partners, providers and delivery agents aware of the Organisation’s
expectations on risk, both generally as set out in its Risk Management Policy, and

where necessary in particular areas of service delivery;

Develop arrangements to measure performance of Risk Management activities against
the aims and objectives;

Establish clear accountabilities, roles and reporting lines across all services,
departments, management and committees;

Provide for risk assessment in all decision-making processes of the Authority;
Develop training to build awareness across all levels of activity;

Performance manage risk management across the Authority.

Risk Appetite

The risk appetite is “the amount of risk that an organisation is prepared to accept, tolerate, or
be exposed to at any point in time” (CIPFA). The Authority will manage the risks by reducing,
preventing, transferring, eliminating or accepting the risk.

Whilst the Authority acknowledges that it will have “severe” (red) risks from time to time, it will
endeavour to reduce those to an acceptable level either through controls or ceasing the
activity (if applicable). Sometimes risks are identified and even though managed, may still
remain “severe” (red risk).

Risk Registers must be maintained and managed in the following areas:

Strategic Risks,
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Tamworth Borough Council — September 2015

Operational Risks,
Project Risks,

Partnership Risks,
Opportunity Risks

“Severe” risks can appear in any of the above risk registers.

Risk Management Roles and Responsibilities

The importance of establishing roles and responsibilities within the risk management
framework is pivotal to successful delivery. Considering risks must be embedded into
corporate policy approval and operational service delivery.

The agreed roles and responsibilities within the risk management framework are outlined in

the table below:

Group /Individual

Role

Corporate » Provide leadership for the process to manage risks effectively.
Management = Review and revise the Risk Management Policy and Strategy in
Team accordance with the review period.
= Monitor and review the Corporate Risk Register on a quarterly
basis including the identification of trends, upcoming events and
potential new corporate risks.
Audit & = Monitor the effectiveness of the Authority’s risk management
Governance arrangements, including the actions taken to manage risks and to
Committee receive regular reports on risk management.
= To monitor the actions being taken to mitigate the impact of
potentially serious risks
Cabinet = To provide strategic direction with regard to risk management.
Directors = To provide leadership for the process of managing risks within

their directorate.

To ensure that risk management methodology is applied to all
service plans, projects, partnerships and proposals within their
directorate.

To identify and manage business /operational risks.

To ensure that the management of risk is monitored as part of the
performance management process.

Heads of Service

To ensure that all risks are identified, recorded and effectively
managed in their area or responsibility.

To review and update their risk register on at least an annual
basis but appropriate to the risk.
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= To determine the method of controlling the risk.

= To delegate responsibility if appropriate for the control of the risk.

= To notify the Director of new risks identified for consideration for
inclusion on the corporate risk register.

All staff = To ensure that risk is effectively managed in their areas.
= To ensure that they notify their managers of new and emerging
risks.
Head of Internal = To ensure that the risk management strategy is regularly
Audit Services reviewed and updated.
= Promote and support the risk management process throughout
the Authority.

= Advise and assist managers in the identification of risks.

Arrangements
» The Executive Director Corporate Services will ensure that all Managers are aware of
their responsibility for Risk Management.

» The Head of Internal Audit Services will be responsible for ensuring that the risk
strategy of the Authority is achieved.

» The Operations Accountant will be responsible for the administration of insurance and
co-ordination of advice and support.

Risk Management Process

Risk Identification

The identification of risks is completed at various levels and primarily, risks (and
opportunities) relate to the achievement of the Authority’s objectives. The objectives can be
Strategic, Operational, Project or Opportunity level. This stage can be repeated regularly to
ensure that new risks arsing are identified and recorded on the risk register as appropriate.

The Authority acknowledges that no one person is responsible for identifying key risks and
that they are identified at various levels and various ways.

As a basis, the following risks must be identified:
Those that affect:

the delivery of the Strategic Plan;
the operational issues i.e. the delivery of a service;
the delivery of a project;

A W DN P

the delivery of a partnership.
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Recording Risks

A Risk Register is the primary tool to administer the risks identified. The Covalent system
must be used to record all corporate, directorate, service, project and partnership risk
registers.

As part of business planning, risks are identified. Business plan actions are recorded on the
Covalent system under Action Central. Managers should ensure that the associated risks are
recorded on the risk register and linked to the appropriate business plan action.

All risks recorded on the risk register should identify the:

= Gross risk,

» Vulnerabilities/causes of the risk,

» Potential effect/consequences of the risk happening,
= Controls in place to reduce the risk,

= Net risk,

» Risk review period.

Reporting Risks

The Corporate Risk Register will be reviewed and updated by the Corporate Management
Team on a quarterly basis and then reported to the Audit & Governance Committee.

All reports to any Committee of the Authority require that risks are identified. The Committee
report template is set up so that this is completed. It is the duty of the report writer to ensure
that the relevant risk register on Covalent is updated to take account of these risks.

Performance Management
The following key performance indicators for the risk management process will be completed.

» The Risk Management Policy and Strategy to be reviewed and updated on an annual
basis;

= Corporate Management Team to review and update the corporate risk register taking
into account emerging and changing risks on a quarterly basis;

» Risks to be reviewed appropriately to the severity /changing nature of the risk;

» Staff to be appropriately trained in Risk Management and the use of the Covalent
system.
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Agenda Item 10

AUDIT AND GOVERNANCE COMMITTEE
THURSDAY, 26 OCTOBER 2017

REPORT OF THE HEAD OF INTERNAL AUDIT SERVICES

COUNTER FRAUD UPDATE

EXEMPT INFORMATION

None

PURPOSE

To provide Members with an update of Counter Fraud work completed during the
financial year 2017/18 to date.

RECOMMENDATIONS
That the Committee:

Considers this report and raises any issue it deems appropriate.

2 Endorses the Fraud & Corruption Policy Statement, Strategy & Guidance
Notes. (Appendix 1).

3 Endorses the Whistleblowing Policy (Appendix 2).
Endorses the Fraud Risk Register Summary (Appendix 3)

EXECUTIVE SUMMARY

The Counter Fraud and Corruption Policy Statement, Strategy & Guidance Notes has
been reviewed and updated in line with best practice and is attached as Appendix 1.
There have been no significant changes to the Policy. Within the Strategy, there is

the Counter Fraud Work Plan which has been updated for the 2017/18 financial year.

In addition, and in line with best practice, the Whistleblowing Policy has been
reviewed and updated and is attached as Appendix 2. The review has not identified
any significant changes.

In line with good practice, A Fraud Risk Register is maintained and reviewed on a
quarterly basis. The latest Fraud Risk Register Summary is attached as Appendix 3.
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Work has progressed on the data matches identified through the National Fraud
Initiative (NFI) in the 2016/17 run which was released in February 2016. In total,
1562 matches were identified with 444 of these being recommended for
investigation. So far, 1102 of the matches have been processed and cleared and 7
errors have been identified with a total error cost of £4,337 which is being recovered.

RESOURCE IMPLICATIONS

None

LEGAL/RISK IMPLICATIONS BACKGROUND

None

SUSTAINABILITY IMPLICATIONS

None

BACKGROUND INFORMATION

None

REPORT AUTHOR

Angela Struthers, Head of Internal Audit Services, ex 234

LIST OF BACKGROUND PAPERS

APPENDICES

Appendix 1 Fraud & Corruption Policy Statement, Strategy & Guidance Notes
Appendix 2 Whistleblowing Policy

Appendix 3 Fraud Risk Register Summary
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Tamuworth

Borough Council

COUNTER FRAUD AND CORRUPTION POLICY STATEMENT,
STRATEGY & GUIDANCE NOTES

Document Status: Draft

Originator: A Struthers

Updated: A Struthers

Owner: Executive Director — Corporate Services
Version: 01.01.04

Date: 22/08/17

Approved by Audit & Governance Committee

This information can be produced on request in other formats and languages
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This information can be produced on request in other formats and languages
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Document Location

This document is held by Tamworth Borough Council, and the document
owner is John Wheatley, Executive Director — Corporate Services.

Printed documents may be obsolete. An electronic copy will be available on

Tamworth Borough Councils Intranet. Please check for current version before
using.

Revision History

Revision Date Version Control Summary of changes
1/3/12 1.01.01 Scheduled review
30/07/13 1.01.02 Scheduled review
15/08/15 1.01.03 Scheduled review
22/08/17 1.01.04 Scheduled review
Approvals

Name Title Approved
Audit & Committee Approval

Governance

Committee

CMT Group Approval

TULG Trade Union Consultation

John Wheatley Executive Director — Corporate Services

Angela Struthers Head of Internal Audit Services Yes

Document Review Plans

This document is subject to a scheduled annual review. Updates shall be
made in accordance with business requirements and changes and will be with
agreement with the document owner.

Distribution

The document will be available on the Intranet and the website.
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TAMWORTH BOROUGH COUNCIL

COUNTER FRAUD AND CORRUPTION POLICY STATEMENT

1.0

2.0

3.0

4.0

Tamworth Borough Council fully recognises its responsibility in relation
to the spending of public money (Protecting the Public Purse) and is
committed to the fullest support for Councillors and Employees in
upholding the reputation of the Council and maintaining public
confidence in its integrity. It also recognises its responsibilities under
the Proceeds of Crime Act 2002 , Money Laundering Regulations 2007
and the Bribery Act 2010.

The Council acknowledges the threats of fraud and corruption and the
harm that they can cause. The Council is committed to maintaining an
ethical culture which does not and will not tolerate any form of fraud
and corruption. Any such issues will be thoroughly investigated and, if
confirmed, dealt with rapidly in the strongest possible way. We will
seek the strongest possible sanctions against those who seek to
defraud the Council. This includes taking appropriate action against
employees, Councillors, contractors, external individuals and
organisations.

To deliver the Council’s corporate priorities, aims and strategic
objectives we need to maximise the financial resources available to us.
In order to do this we must reduce the risk of fraud to an absolute
minimum.

This Policy Statement, together with the Counter Fraud & Corruption
Strategy and Guidance Notes, is intended to provide advice and
information to Employees and Councillors but suppliers, contractors
and the general public are also encouraged to use this advice and
guidance.

Head of Paid Service Leader of the Council

6
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1.0

11

1.2

COUNTER FRAUD AND CORRUPTION
STRATEGY

Introduction

This strategy is a key element of the Council’s overall corporate
governance arrangements which aim to ensure the Council is well
managed and does the right things, in the right way, for the right
people, in a timely, inclusive, open, honest and accountable way. The
Council has a range of other interrelated policies and procedures that
provide a corporate framework to counter fraud activity. These have
been formulated in line with appropriate legislative requirements and
include:

Standing Orders & Financial Regulations,
National Code of Local Government Conduct,
Whistleblowing Policy,

Accounting procedures and records,

Sound internal control systems,

Effective Internal Audit,

Effective recruitment & selection procedures,
Disciplinary Procedures,

Fraud Response Plan,

Benefits Prosecution Policy,

Data Protection Policy,

IT Security Policy,

Personnel Security Policy,

Physical Security Policy,

Constitution,

Scheme of Delegation,

Members Handbook,

Code of Corporate Governance,

Gifts & Hospitality Policy & Register,
Anti-Money Laundering Policy and Guidance,
Conflict of Interests Policy,

Other council procedures as appropriate,
Any relevant professional Codes of Ethics or obligations.

All references to fraud within this document include any type of fraud-
related offence. Fraud, theft, bribery and corruption are defined as
follows:

Fraud — “an intentional false representation, including failure to declare
information or abuse of position that is carried out to make gain, cause
loss or expose another to the risk of loss.”. The Audit Commission

7
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1.3

Theft — “ a person shall be guilty of theft if he/she dishonestly
appropriates property belonging to another with the intention of
permanently depriving the other of it”. The Theft Act 1968.

Bribery — “A person (“P”) is guilty of an offence if either of the following
cases applies.

Case 1 is where—

(a)P offers, promises or gives a financial or other advantage to another
person, and

(b)P intends the advantage—

()to induce a person to perform improperly a relevant function or
activity, or

(if)to reward a person for the improper performance of such a function
or activity.

(3)Case 2 is where—

(a)P offers, promises or gives a financial or other advantage to another
person, and

(b)P knows or believes that the acceptance of the advantage would
itself constitute the improper performance of a relevant function or
activity. (The Bribery Act 2010)

Corruption - “the offering, giving, soliciting or acceptance of an
inducement or reward which may influence the action of any person.”
(Fraud Audit Manual, the Audit Commission)

A dishonest act or fraudulent activity may be, but is not limited to, an
act or activity that is unethical, improper, or illegal such as:

theft of an asset including, but not limited to, money, tangible property,
intellectual property etc;

misappropriation, misapplication, destruction, removal, or concealment
of property;

false claims and/or misrepresentation of facts;

alteration of falsification of paper or electronic documents, including the
inappropriate destruction of paper or electronic documents;

inappropriate use of computer systems including hacking and software
piracy;

8
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1.4

1.5

1.6

1.7

1.8

embezzlement;
bribery, or corruption of any kind;
unlawful or undeclared conflict of interest;

unauthorised use or misuse of Council property, equipment, materials
or records;

Although a dishonest or fraudulent act may have criminal and/or civil
law consequences, the Council is not required to use a determination
by a criminal or civil body as the basis for determining whether an act is
dishonest or fraudulent, nor must the act rise to the level of a crime or
violation of civil law in order to constitute a violation of the Council’s
Conduct and Capability Policy.

The Council also expects that individuals and organisations (e.g.
partners, suppliers/contractors and service users) which it comes into
contact with, will act towards the Council with integrity and without
actions involving fraud or corruption. The Council in turn will
endeavour to ensure that all of its dealings will be on the same basis.

In administering its aims and responsibilities the Council is totally
committed to deterring fraud and corruption, whether it is attempted on
or from within the Council, and is committed to an effective counter
fraud and corruption strategy designed to:

. limit, as far as possible, the opportunities to commit
fraudulent acts - prevention,

. enable any such acts to be detected at an early stage,
and

o deal with any subsequent investigations in a prompt,

thorough and professional manner.

Overall responsibility for dealing with fraud and corruption rests with
the Executive Director Corporate Services, who is the nominated
Section 151 Officer having a statutory duty under Section 151 of the
Local Government Act 1972 to ensure that there are proper
arrangements in place to administer the Council’s financial affairs. He
is therefore the principal contact for all Councillors and employees.

Internal scrutiny of the Council’s various activities occurs as a result
of:-

o the Executive Director Corporate Services Section 151
responsibilities and Section 114 Local Government
Finance Act 1988 responsibilities,

9
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o the establishment of sound Internal Audit arrangements
in accordance with the Accounts and Audit Regulations
2011, and

. the responsibilities placed on the Monitoring Officer under
Section 5 of the Local Government and Housing Act
1989.

1.9 External scrutiny of the Council’s various activities occurs as a result of
involvement by:-

o Local Government Ombudsman,

. External Auditor,

o Central Government Departments and Parliamentary
Committees,

° HM Revenues and Customs,

o The Department for Work and Pensions

. The general public.

1.10 This Counter Fraud and Corruption Strategy is based on a series of
comprehensive and inter-related procedures designed to deter any
attempted fraudulent or corrupt act. These cover:-

Culture,

Prevention,

Detection and Investigation,
Recovery, Sanction and Redress,
Training and Awareness,

Sharing Information,
Implementing the Strategy.

2.0 Objectives

2.1 The key objectives of this Counter Fraud and Corruption Strategy are
to:

Increase awareness of the counter-fraud responsibilities at all
levels within and outside the Council;

Further embed and support the effective management of fraud
risk within the Council;

Set specific goals for improving the resilience against fraud and
corruption through the support of counter-fraud activities across
the Council,

Minimise the likelihood and extent of loss through fraud and
corruption.

2.2 All of the above will directly support the achievement of the Council
priorities whilst ensuring that statutory responsibilities are met.
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3.0
3.1

3.2

4.0

4.1

4.2

4.3

Roles and Responsibilities

Roles and responsibilities for identifying and mitigating against the risk
of fraud must be clearly understood and embraced effectively.

The risk of fraud and corruption is considered in the Council’s corporate
risk management arrangements. Chief Officers must therefore ensure
that:

Their risk registers accurately reflects the risk of fraud and
corruption including any emerging risks;

Controls, including those in a computerised environment and for
new systems and procedures, are effective and are properly
maintained and documented,

There is compliance with the Council’s Financial Regulations
and associated guidance, Standing Orders and any other
relevant codes of practice;

Those engaged in countering fraud and corruption, have the
appropriate authority, skills and knowledge to undertake this
work effectively;

That the necessary framework agreements to counter fraud are
in place where the Council is working with other organisations
either by way of contract or partnership. The Council will not
knowingly enter into any contractual agreement with an
organisation that fails to comply with its Code of Practice and/or
other related procedures.

Findings from fraud investigations lead to relevant system
changes.

Culture

The Council has determined that the culture and ethics of the Authority
is one of honesty and openness in all its dealings, with opposition to
fraud and corruption. This strategy forms part of the governance
arrangements for the authority.

The Council’s Councillors and employees play an important part in
creating and maintaining this culture. They are encouraged to raise
any matters that concern them relating to the Council’s methods of
operation in accordance with this Counter Fraud & Corruption Strategy
or the Council’'s Whistleblowing Policy.

The Council is committed to driving down Benefit Fraud. Both public
perception and organisational culture play key roles in achieving this
aim. All Councillors and Employees are therefore required to report
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4.4

4.5

4.6

4.7

4.8

any known material changes affecting Benefit claims to the Department
of Works & Pensions(DWP). This specifically includes your own
entitlement and of any tenants or sub-tenants that you may have.
Failure to do so will result in the Councillor or Employee being subject
to the Benefits(CTR) Prosecution Policy and Conduct and Capability
Procedures. In addition, it is also a requirement that the timely transfer
of information you receive in your normal business activities relating to
any other customer who has alerted you to a fact that affects Benefit
awards is completed

The Council’s Whistleblowing Policy ensures that those raising
concerns know they will be treated seriously and properly investigated
in a confidential and impartial manner. In raising concerns employees
can be assured that they will be protected if the disclosure is made in
the public interest and will not affect their employment situation or
future prospects with the Council.

Employees can raise their concerns in the first instance with their line
manager but where employees feel unable to raise concerns with their
immediate line manager/ supervisor they can deal direct with any of the
following:-

. the Section 151 Officer (Executive Director Corporate
Services),

Internal Audit,

The Chief Operating Officer

the Head of Paid Service,

the Monitoring Officer,

any member of Corporate Management Team,

the External Auditor, or

any Trade Union Representative.

Elected Councillors, suppliers, contractors, and the general public are
also encouraged to report concerns through any of the above routes.

Unless there are good reasons to the contrary, any allegations
received by way of confidential letters or telephone calls will be taken
seriously and investigated in an appropriate manner. All concerns will
be treated in confidence and every effort will be made not to reveal
your identity if you so wish. At the appropriate time, however, you may
need to come forward as a witness, but this will be discussed with you,
as to whether and how the matter can be proceeded with.

The Nolan Committee set out the seven guiding principles that apply to
people who serve the public. The Council will develop our working
behaviour around these principles, which are attached as Appendix 1.
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5.0

5.1

5.1.1

5.1.2

5.1.3

5.1.4

5.1.5

5.1.6

Prevention
Employees

The Council recognises that a key preventative measure in the fight
against fraud and corruption is to take effective steps at the recruitment
stage to establish, as far as possible, the previous record of potential
employees, in terms of their propriety and integrity. In this regard
temporary, agency and contract employees should be treated in the
same manner as permanent employees. Chief Officers are
responsible for ensuring agencies engaged for the supply of temporary
employees have rigorous vetting processes and that references are
sought direct from previous clients with regard to the suitability and
integrity of the candidate.

Employee recruitment is required to be in accordance with procedures
laid down by the Council. Written references covering the known
honesty and integrity of potential employees and where required,
evidence of a licence to practice must always be obtained. All
gualifications will be verified. There will be an open and fair policy of
recruitment with no ‘canvassing’ or ‘favouritism’.

Employees of the Council are expected to follow any Code of Conduct
relating to their personal Professional Body and also abide by the
terms and conditions of employment as set out in the Contract of
Employment and the National Scheme of Conditions. The Council will
report any known impropriety to the relevant Institution for them to
consider appropriate disciplinary action.

Employees are reminded that they must comply within Section 117 of
the Local Government Act 1972 which requires any interests in
contracts that have been or are proposed to be entered into by the
Council to be declared. The legislation also prohibits the acceptance of
fees or rewards other than by means of proper remuneration. Details
are described within the Code of Conduct.

Managers are required to observe the formal Conduct and Capability
Procedures.

All employees are required to declare in a public register (held by the
Monitoring Officer) any offers of gifts or hospitality (accepted or not)
which are in any way related to the performance of their duties in
relation to the Authority. Employees should also declare private work
(paid or unpaid) etc., which if permitted must be carried out during
hours when not employed on Council work, and should not be
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5.1.7

5.1.8

5.1.9

5.2

5.2.1

5.2.2

5.3

5.3.1

conducted from Council premises or use any Council
equipment/assets.

The above matters are brought to the attention of employees via
induction training and subsequently by internal communications.

Management at all levels are responsible for ensuring that employees
are aware of the Authority’s Financial Regulations and Standing
Orders, and that the requirements of each are being met. They are
also responsible for ensuring that appropriate procedures are in place
to safeguard the resources for which they are responsible, which
include accounting control procedures, working manuals and operating
procedures. Management must ensure that all employees have
access to these rules and regulations and that employees receive
suitable training.

Managers should strive to create an environment in which employees
feel able to approach them with concerns they may have about
suspected irregularities. If managers and employees are unsure of the
appropriate action they should consult with the Internal Audit Section.
Councillors

Councillors are required to operate within: -

. Sections 49 - 52 of the Local Government Act 2000,

. Local Authorities (Members’ Interest) Regulations 1992
(S.1. 618)

o The National Code of Local Government Conduct

o Any local code or amendments agreed and

o The Council’s Standing Orders and Financial
Regulations.

These matters are specifically brought to the attention of elected
Councillors at their induction and subsequent training. Councillors are
required to provide the Monitoring Officer with specific information
concerning their disclosable pecuniary interests and to keep that
information up to date, as required by sections 29-34 of the Localism
Act 2011. The Members Interests Register is held by the Monitoring
Officer.

Systems

The Council’'s Scheme of Delegation, Standing Orders and Financial
Regulations place a duty on all Councillors and employees to act in
accordance with best practice when dealing with the affairs of the
Council.
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5.3.2

5.3.3

534

5.3.5

5.3.6

5.3.7

5.3.8

The Executive Director Corporate Services has a statutory
responsibility under Section 151 of the Local Government Act 1972 to
ensure proper administration of financial affairs. Various Codes of
Practice outlining systems, procedures and responsibilities are widely
distributed to employees.

The Internal Audit Section assesses regularly the level of risk within the
Council with a view to preventing fraud and corruption. Such
assessments are discussed with Chief Officers and, where appropriate,
incorporated into work plans.

Significant emphasis has been placed on thorough documentation of
financial systems, and every effort is made to continually review and
develop these systems in line with best practice to ensure efficient and
effective internal controls and to include adequate separation of duties.
The adequacy and appropriateness of the Council’s financial systems
are independently monitored by both the Internal Audit Section and
External Audit. Any weaknesses identified in internal control will be
reported to management whose duty it will be to ensure that corrective
action is taken. The Section 151 Officer will use his statutory power to
enforce the required changes if necessary.

Chief Officers will ensure that internal controls, including those in a
computerised environment, are effectively maintained and documented
and will investigate any potential weaknesses.

Chief Officers must ensure that proportionate counter fraud measures
are applied to new systems/procedures.

It is evident across the country that an increasingly wide variety of
frauds are being perpetrated. The larger frauds may involve the
creation of multiple identities and false addresses, and involve different
agencies. Employees are therefore encouraged to liaise with those
other agencies, exchanging information, where possible and
appropriate to help prevent and detect such fraud. It is important that
arrangements exist, and are developed, to encourage the exchange of
information with other agencies including:-

other local and statutory authorities,

Chief Financial Officer Group,

local, regional and national Auditor networks,
government departments,

police forces,

the External Auditor,

the National Anti-Fraud Network, and

any other Fraud Networks/Forums.

The Council has established formal procedures to respond to
complaints received about any aspect of service delivery. Issues
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5.3.9

6.0

6.1

6.2

6.3

6.4

6.5

relating to fraud and corruption will be passed directly to the Executive
Director Corporate Services. Specific guidance has also been issued to
all employees in relation to Proceeds of Crime and Money Laundering.
The Monitoring Officer acts as the Council’s Money Laundering
Reporting Officer.

The Council will involve the police to prosecute offenders where
fraudulent or corrupt acts are discovered. This will be a matter for the
Executive Director Corporate Services, Monitoring Officer and the
Head of Paid Serviceto decide, in consultation with the relevant Chief
Officer.

Detection and Investigation

The Council’s preventative systems, particularly internal control
systems, provide indicators of fraudulent activity and are designed to
deter any fraudulent activity.

It is often the alertness of elected Councillors, council employees, and
the general public to the possibility of fraud and corruption, that
enables detection to occur and appropriate action to take place.

Many frauds are discovered by chance, ‘tip-off’ or general audit work
and arrangements are in place to enable such information to be
properly dealt with.

Chief Officers are required by Financial Regulations to report all
suspected instances of fraud and corruption to the Executive Director
Corporate Services. Early reporting is essential to the success of this
strategy, and,;

o ensures the consistent treatment of information regarding
fraud and corruption,

o facilitates a thorough investigation of any allegation
received by an independent unit (Internal Audit), and

o ensures maximum protection of the Council’s interests.

Suspicions that any transaction or dealing may involve the proceeds of
crime should be reported to the Monitoring Officer, who will ensure
such suspicions are reported to the appropriate authorities as required
by the relevant Act.

The investigating officer will be appointed by the Executive Director
Corporate Services. The investigating officer will usually be the
Corporate Anti-Fraud Investigations Officer. The investigating officer
will;-

o deal promptly and confidentially with the matter,
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6.6

6.7

6.8

6.9

6.10

6.11

6.12

6.13

6.14

o have unhindered access to employees, information and
other resources as required for investigation purposes

o record all evidence received,

o ensure that evidence is sound and adequately supported,

o ensure security of all evidence collected,

. liaise as necessary and appropriate with the relevant
Chief Officer,

o liaise as necessary with external agencies e.g. Police,

o notify the Council’s insurers if appropriate.

The Council can be expected to deal swiftly and thoroughly with any
employee who attempts to defraud the Council or who is corrupt. The
Council will deal positively with fraud and corruption or suspicions
thereof. Where appropriate, the Council’s disciplinary procedures will
be implemented.

There is a need to ensure that any investigation process is not misused
and, therefore, any abuse such as raising unfounded malicious
allegations may be dealt with as a disciplinary matter.

When it is found that fraud or corruption has occurred due to a break
down in the Council’s systems or procedures, Chief Officers will ensure
that appropriate improvements in systems of control are promptly
implemented in order to prevent a reoccurrence.

Depending on the nature and anticipated extent of the allegations, the
Internal Audit section will normally work closely with management and
other agencies such as the police to ensure that all allegations and
evidence is properly investigated and reported upon.

The Council’s disciplinary process will be used where the outcome of
the Audit Investigation indicates improper behaviour.

The Council will normally wish the police to independently prosecute
offenders where financial impropriety is discovered.

Any Councillor who is the subject of allegations of wrong doing can be
referred to the Monitoring Officer to the authority (details on the
website), who will determine what action should be taken.

All contractors, consultants and organisations receiving funding from
the Council who are accused of wrong doing will be the subject of an
investigation and where appropriate an independent decision may be
taken to terminate the agreement/grant.

The Council’'s External Auditor has a responsibility to review the
Council’'s arrangements for the prevention, detection and investigation
of fraud and corruption and report accordingly.

17

Page 161



7.0
7.1

7.2

7.3

7.4

8.0

8.1

8.2

8.3

8.4

8.5

Recovery, Sanctions & Redress
Where the Council identifies fraud then it will:

Recover, prosecute or apply other sanctions to perpetrators, where
appropriate.

Where fraud or corruption by employees is indicated, then action will
be taken in accordance with the Council’s Conduct and Capability
Policy. This may be in addition to any civil recovery action or
sanctions.

The Council aims to be effective in recovering any losses incurred to
fraud using, as appropriate, criminal and/or civil law. Success rates will
be monitored routinely as an indicator and part of the quality process.

Wherever possible, redress should be applied. This ensures that the
Council is seen as recovering money lost to fraud.

Training & Awareness

The Council recognises the importance of training in the delivery of
high quality services. The Council supports the concept of fraud
awareness training for managers and for employees involved in
internal control systems to ensure that their responsibilities and duties
in this respect are regularly highlighted and reinforced. Chief Officers
are responsible for training employees and promoting awareness of
fraud issues.

Investigation of fraud and corruption centres around the Council’s
Internal Audit section. Employees engaged in this section, for the
detection and prevention of fraud, are properly and regularly trained in
all aspects of it. The training plans of the section will reflect this
requirement.

Employees who ignore such training and guidance may face the
possibility of disciplinary action.

Regular training seminars will be provided for Councillors on a wide
range of topics including declarations of interest and the Code of
Conduct as detailed in the Constitution.

The Council will maintain an up to date awareness of the types of fraud
that it may be exposed to, especially given the ongoing financial
situation and the resourcefulness of potential fraudsters. It will review
national developments and strengthen systems and procedures
accordingly using the following key sources of information:

National Fraud Reports

National Anti-Fraud Network

18

Page 162



Midlands Fraud Forum
Local Networking through Staffordshire and the Midlands
Any other sources of fraud awareness/updates etc.

9.0 Sharing Information

9.1 The Council is committed to working with other agencies in the
detection and prevention of fraud.

9.2 Information will be shared internally and with other government
departments and other agencies eg insurance companies for the
purposes of fraud prevention and detection. This information will be
shared in accordance with the principles of the Data Protection Act
1998 and other appropriate legislation.

9.3 The Council participates in national data sharing exercises, i.e. the
National Fraud Initiative to enable the proactive detection of fraud.

10.0 Implementing the Strategy

10.1 Internal Audit will undertake an annual assessment of the effectiveness
of existing counter-fraud and corruption arrangements against:

Fighting Fraud Locally Checklist
Other best practice/statutory guidance as required
The roles and responsibilities as set out in Appendix 2 of this strategy.

10.2 Internal Audit will complete the Counter Fraud Work Plan as detailed in
Appendix 5.

10.3 Internal Audit will report its findings to the Audit and Governance
Committee who will consider the effectiveness of the counter-fraud risk
management arrangements.

11.0 Conclusions

11.1 The Council’s systems, procedures, instructions and guidelines are
designed to limit, as far as is practicable, acts of fraud and corruption.
All such measures will be kept under constant review to ensure that
they keep pace with developments in prevention and detection
techniques regarding fraudulent or corrupt activity.

11.2 The Council will maintain a continuous review of all its systems and
procedures through the Executive Director Corporate Services and
Internal Audit, in consultation with the Monitoring Officer where
required.
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1.0

11

1.2

1.3

1.4

15

COUNTER FRAUD AND CORRUPTION
GUIDANCE NOTES

Why Do We Need a Counter Fraud And Corruption Strategy?

Even though the vast majority of people working for the Council are
honest and diligent, the Council cannot be complacent. Fraudulent or
corrupt acts may include:

System issues ie where a process/system exists which can be
abused by either employees or members of the
public (eg Housing Allocations)

Financial issues ie where individuals or companies have
fraudulently obtained money from the Council
(eg invalid invoices/work not done)

Equipment issues ie where Council equipment is used for personal
use (eg personal use of council telephones)

Resource issues ie where there is misuse of resources (eg theft of
building materials/cash)

Other issues ie activities undertaken by officers of the Council

which may be: unlawful; fall below established
standards or practices; or amount to improper
conduct (eg receiving unapproved hospitality)

(This is not an exhaustive list.)

The prevention of fraud, and the protection of the public purse is
EVERYONE’S BUSINESS. It is important that all employees know:

o how to recognise a fraud,
o how to prevent it, and
. what to do if they suspect that they have come upon a fraud.

This guidance has been drawn up to provide information to employees
at all levels. The strategy and guidance attempt to assist employees
and others with suspicions of any malpractice. The overriding concern
is that it is in the public interest for the malpractice to be corrected and,
if appropriate, sanctions and redress applied.

It is important that employees should be able to use any mechanism
without fear of victimisation, and fully know that their concerns will be
addressed seriously, quickly and discreetly.

It is important that the whole Council works together to reduce Benefit
Fraud. All employees are therefore required to transfer relevant
information gathered in their normal day to day activities about possible
Benefit irregularities to the Single Fraud Investigation Service (SFIS) at
the DWP. So, for example, if during a routine visit/interview you
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1.6

1.7

1.8

2.0

2.1

3.0

become aware that a customer is working and “signing on” which they
may be entitled to do so but you must tell the SFIS this information.
The SFIS will assess the matter and investigate where appropriate.
You are not expected to and must not delve any further.

The Council has determined that it should have a culture of honesty
and openness in all its dealings, with opposition to fraud and
corruption. The Council’s Whistleblowing Policy does this by :-

J making it clear that vigilance is part of the job. Knowingly not
raising concerns may be a serious disciplinary offence,

o recognising that early action may well prevent more worry or
more serious loss/damage,

. making it safe and simple to convey critical information ensuring
that any concern in this area is seen as a concern and not a
grievance,

. encouraging information exchange, remembering that there are
two sides to every story,

o providing a way in which concerns can be raised in confidence
and not necessarily via the nominated line manager or
supervisor,

. recognising the need for discretion,

. ensuring the anonymity of the individual, where possible, should

this be preferred by the employee, and by protecting employers
from reprisals.

Under the Enterprise and Regulatory Reform Act 2013, any disclosure
made using the Whistleblowing Policy, within reasonable belief of the
worker making the disclosure will only be protected if it is made in the
public interest. More detail is found in the Whistleblowing Policy.

There is a need to ensure that any investigation process is not misused
and, therefore, any abuse such as raising unfounded malicious
allegations may be dealt with as a disciplinary matter.

Why Do We Need This Advice?

It is important that you follow the advice given and do not try to handle
the problem yourself, without expert advice and assistance. A badly
managed investigation may do more harm than good. There are a
number of internal and external processes which have to be followed to
yield a satisfactory conclusion.

How To Recognise A Fraud
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3.1

3.2

3.3

3.4

4.0

4.1

4.2

Each employee must be aware of fraud and the areas within their
responsibility where fraud may occur.

Fraud can happen wherever employees or independent contractors
complete official documentation and can take financial advantage of
the Council. The risk of fraud is enhanced where employees or
contractors are in positions of trust or responsibility and are not
checked or subjected to effective monitoring or validation.
Consequently the following areas are susceptible to fraud:-

claims for work done by independent contractors,
travel and expense claims,

cash receipts/ petty cash,

payroll,

ordering, and

stocks and assets.

Fraud involves the falsification of records, failing to disclose information
or abuse of position. Managers need to be aware of the possibility of
fraud when presented with claims/forms/documentation etc. Issues
which may give rise to suspicions are:-

e documents that have been altered, “Tippex” used thereon, or
different pens and different hand writing,

e claims that cannot be checked, particularly if prior authorisation was

not given,

strange trends (use comparisons and reasonableness),

confused, illegible text and missing detalils,

delays in documentation, completion or submission, and

no vouchers or receipts to support claims.

There are a number of indications of an employee being in a situation
whereby they could be acting fraudulently. Common indicators could
be:-

living beyond their means,

under financial pressure ,

not taking annual leave, and

solely responsible for a “risk” area and/or possibly refusing to
allow another officer to be involved in their duties and/or have
minimal supervision.

How To Prevent It

By establishing an adverse culture to fraud and corruption the Council
can help to prevent its occurrence.

Managers need to :-
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4.3

= Minimise the opportunity for fraud — this can be achieved by
putting in place robust systems of internal controls and checks.

» Reduce the “Pay — Off” — this is achieved by increasing the
chances of detection and increasing the penalty for the
perpetrator so risks outweigh the benefits of getting “away with
it”

There are 8 basic control types which management should concern
themselves with: -

Supervision

Supervisory checks should be completed and recorded by the line
manager on the work completed by his/her team.

Organisation

Within each system, there should be policies/procedures setting out
how functions should be carried out. There should be clear
structures/rules which employees should work within.

Authorisation

Within a system there should be authorisation controls e.g. controls to
authorise a payment (electronic/physical signature), and the correct
level of authority is used in decision making.

Personnel

There should be clear roles and responsibilities and appropriate level
of delegation. The right person should be doing the right job.

Segregation of Duties

Seek to avoid the sole ownership for the processing and control
functions of any activity, by one employee.

Physical

This relates to physical controls e.g. access to monies, documents,
security of premises etc should be appropriate and restricted where
necessary. Where restricted access is necessary, access to keys/door
numbers etc should be retained by the person granted access rights.
They should not be left on the premises. Inventory checks ensure that
assets are controlled.

Arithmetical Accuracy
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4.4.

4.5

5.0

5.1

5.1.1

5.1.2

5.1.3

5.1.4

Checks completed by another person to confirm the accuracy of data
input/independent reconciliations of cash floats etc.

Management Functions

Within the system there should be controls for monitoring and reporting
upon activity e.g the production of audit trail reports from systems etc.
Monitoring to highlight irregularity/non-compliance with rules and
procedures and reporting — being accountable for actions.

Employees need to be aware of the possibility of fraud when presented
with claims/forms/ documentation, etc. They should also have an
awareness of internal rules and procedures; i.e. financial regulations,
standing orders, declarations of outside work, hospitality etc.

Deterrence and prevention is the primary aim and if managers
implement and control areas as mentioned in 4.3, any deviation from
the set procedure should be highlighted in a timely manner.

What To Do On Suspecting A Fraud
Action By Employees

The Council is committed to the highest possible standards of
openness, probity and accountability. Any employee who believes
such standards are being breached should report their suspicions.
This can be done via the Council’'s Whistleblowing Policy or you can
contact the Executive Director Corporate Services, Internal Audit or a
Chief Officer.

You should report the matter immediately, make a note of your
suspicions and provide as much factual information to support your
concerns. Concerns are better raised in writing.

The background and the history of the concern, giving names, dates
and places where possible, should be set out and the reason why the
individual is particularly concerned about the situation. Those who do
not feel able to put their concern in writing can telephone or meet the
appropriate officer. The earlier the concern is expressed, the easier it
is to take action. Individuals may invite their trade union or
professional association to raise a matter on their behalf.

Do not try to carry out an investigation yourself. This may damage any
investigation carried out by the Internal Audit section or an appointed
investigator. Help the official investigators by providing information as
and when requested and by giving a written statement when required.
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5.2

5.2.1

5.2.2

5.2.3

6.0

6.1

6.2

6.3

Action By Managers

If managers become suspicious of any action by an employee or
supplier or such suspicions are reported to them they should follow
these simple rules.

o if possible establish if the irregularity (potential fraud, corruption
or error) is a genuine error or possible fraud.
o contact their Chief Officer or any other officer as identified in the

Counter Fraud and Corruption Strategy, who will contact the
Executive Director Corporate Services or the Internal Audit
section.

. contact the Director Transformation & Corporate Performance,
where there may be implications under the disciplinary
procedures for officers.

. do nothing else, except remain vigilant and await further
instructions from the investigating team.

The Council is required to report any cases in which it is suspected that
transactions involve the proceeds of crime. If employees or managers
have any such suspicion, this should be reported immediately to the
Monitoring Officer, who shall advise on the necessary action and
ensure the matter is reported to the appropriate authorities.

Details of the relevant contacts can be found in Appendix 4.
What Happens To The Allegation

The Executive Director Corporate Services or his investigating officer,
will normally carry out a full enquiry even where there is clear evidence
of an offence following the Fraud Response Plan (Appendix 3). A full
report will be copied and sent to:-

o the relevant Chief Officer, and
. the Head of Paid Service to consider if there needs to be any
police involvement.

It is essential that the Executive Director Corporate Services
investigation should be a complete one and the investigating officer to
whom it is delegated is entitled to expect the fullest co-operation from
all employees.

A full detailed report on any system control failures and recommended
actions to address the failures will be issued to the relevant manager in
the format of an internal audit report.
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Appendix 1

The Seven Principles of Public Life (Nolan Committee)

Selflessness

Holders of public office take decisions in terms of the public interest. They
should not do so in order to gain financial or other material benefits for
themselves, their family, or their friends.

Integrity

Holders of public office should not place themselves under any financial or
other obligation to outside individuals or organisations that might influence
them in the performance of their official duties.

Objectivity

In carrying out public business, including making public appointments,
awarding contracts, or recommending individuals for rewards and benefits,
holders of public office should make choices on merit.

Accountability

Holders of public office are accountable for their decisions and actions to the
public and must submit themselves to whatever scrutiny is appropriate to their
office.

Openness

Holders of public office should be as open as possible about all the decisions
and actions that they take. They should give reasons for their decisions and
restrict information only when the wider public interest clearly demands.
Honesty

Holders of public office have a duty to declare any private interests relating to
their public duties and to take steps to resolve any conflicts arising in a way
that protects the public interest.

Leadership

Holders of public office should promote and support these principles by
leadership and example.

26

Page 170



Appendix 2

Statement of Expected Responsibilities

Stakeholder

Expected Responsibilities

Head of Paid
Service

Ultimately accountable as Head of Paid Service for the
effectiveness of the Council’s arrangements for
countering fraud and corruption as well as corporate
governance.

Executive Director
Corporate Services
(Section 151 Officer)

The Executive Director Corporate Services has a
statutory duty, under Section 151 of the Local
Government Act 1972, Sections 114 and 116 of the
Local Government Finance Act 1988 and Accounts
and Audit Regulations 2011 to ensure the proper
administration of the Council’s financial affairs. This
includes Internal Audit and Benefit (Council Tax
Reduction) Fraud.

Solicitor to the
Council (Monitoring
Officer)

To advise Councillors and officers on ethical issues,
standards and powers to ensure that the Council
operates within the Law and Statutory Codes of
Practice. The operation of the Council’'s Money
Laundering Policy And Regulation of Investigatory
Powers Act (RIPA) 2000 Policies and Procedures.

Maintain a Register of Disclosable Pecuniary Interests
Maintain a Register of Interests, Gifts & Hospitality.

Director To put in place a corporate recruitment and selection

Transformation & policy and monitor compliance against it.

Corporate

Performance

Chief Officers To ensure that fraud and corruption risks are
considered as part of the Council’s corporate risk
management arrangements. To ensure that actions to
mitigate risks in this area are effective. To notify the
Executive Director Corporate Services of any fraud
arising in a timely manner.

Corporate Challenge new policies and strategies to ensure that

Management Team

fraud and corruption risks have been taken into
account. Review the corporate framework designed to
promote an over-riding counter-fraud culture on a
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regular basis. This will include monitoring and
evaluating arrangements to ensure effectiveness and
compliance with best practice.

Audit and
Governance
Committee

To monitor the Council’s policies and consider the
effectiveness of the arrangements for Counter Fraud
and Whistleblowing.

To exercise all the functions of the Council relating to
Codes of Conduct as provided in the Localism Act
2011 except for those functions which under Chapter 7
of the Localism Act 2011 may only be exercised by the
full Council.

Deputy leader &
Portfolio holder —
Assets & Finance

To champion the Council’s Counter Fraud & Corruption
arrangements and promote them at every opportunity.

Elected Councillors

To support and promote the development of a strong
counter fraud culture.

External Audit

Statutory duty to ensure that the Council has in place
adequate arrangements for the prevention and
detection of fraud, corruption and theft.

Internal Audit

Responsible for developing and implementing the
Counter Fraud and Corruption Policy Statement,
Strategy and Guidance Notes and investigating any
issues reported under this policy. Reporting on the
effectiveness of controls to the Audit and Governance
Committee. To ensure that all suspected or reported
irregularities are dealt with promptly and in accordance
with this Strategy and that action is identified to
improve controls and reduce the risk of recurrence.

Senior Managers

To promote employee awareness and ensure that all
suspected or reported irregularities are immediately
referred to Executive Director Corporate Services. To
ensure that there are mechanisms in place within their
service areas to assess the risk of fraud, corruption
and theft and to reduce these risks by implementing
robust internal controls.

Employees

To comply with Council policies and procedures, to be
aware of the possibility of fraud, corruption and theft,
and to report any genuine concerns to the appropriate
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management, the Chief Executive, the Executive
Director Corporate Services or Internal Audit.

Public, Partners,
Suppliers,
Contractors and
Consultants

To be aware of the possibility of fraud and corruption
against the Council and report any genuine concerns
or suspicions. To ensure that effective controls are in
place to mitigate risks to the Council.
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Appendix 3
Tamworth Borough Council

Fraud Response Plan
OPERATIONAL CONTROL

Sources of
INTERNAL AUDIT STAFF Notification | |HEAD OF INTERNAL AUDIT
Preliminary Authorise (inc. requirements of RIPA
Investigation - - re surveillance) and co-ordinate
initial investigation
Carry out in-depth investigation. | Yes | _No |
Obtain all relevant evidence. v v
Secure all original documents Complete SI File for future
< control form. reference
Assess staff A
\ 4 requirement
Are initial suspicions confirmed? No |
Yes . | Assess situation disclosed. Discuss possible
' g suspensions
Determine action to be taken
Draft interview questions and agree Determine what interviews are required
with Head of Internal Audit <
R Is criminality a possibility?
No Yes
Consult police
reci)izdil;itefv?;jws < Arrange i informally
interviews
> Is any further work required?
< Yes No
Complete further work |
Prepare audit report < Review and approve audit report
Set up any necessary supporting files Issue report as appropriate
— | Criminal? Disciplinary?
: |
C t all post-audit revi 30 v v
arry out all post-audit reviews Police Departmental
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Appendix 4

HOW TO REPORT ANY SUSPECTED FRAUDS, CORRUPTION, OTHER
IRREGULARITIES OR CONCERNS

To contact Internal Audit Services

Contact: Angela Struthers, Head of Internal Audit Services
Tel: 01827 709234 email: angela-struthers@tamworth.gov.uk

Write to  Head of Internal Audit Services (Confidential)
Tamworth Borough Council
Marmion House,
Lichfield Street
Tamworth
B79 7BZ

Or: Andrea Duke, Corporate Anti-Fraud Investigations Officer

Tel: 01827 709541 email: andrea-duke @tamworth.gov.uk

Alternatively you can contact:

John Wheatley, Executive Director Corporate Services
Tel: 01827 709252 email: john-wheatley@tamworth.gov.uk

Jane Hackett, Solicitor to the Council and Monitoring Officer
Tel: 01827 709258 email: jane-hackett@tamworth.gov.uk

Andrew Barratt, Chief Operating Officer
Tel: 01827 709453, email: andrew-barratt@tamworth.gov.uk

Anica Goodwin, Head of Paid Service
Tel: 01827 709225 email: anica-goodwin@tamworth.gov.uk

To contact the Council’s external auditor
Write to:

Grant Thornton UK LLP
Colmore Plaza

20 Colmore Circus
Birmingham

West Midlands

B4 6AT

Tel: 0121 212 4000

To report Housing Benefit Fraud contact;
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National Benefit Fraud Hotline 0800 854 440 or
text phone number 0800 320 0512 or
Write to NBFH, PO Box No. 224, Preston, PR1 1GP
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TAMWORTH BOROUGH COUNCIL INTERNAL AUDIT COUNTER FRAUD WORK PLAN 2017/18

OBJECTIVE

RISK

Appendix 5

PROGRESS

To build an anti-fraud culture through the adoption
of various measures to promote counter fraud
awareness by:

a) Develop & roll out of the e learning package
on governance (includes counter fraud &
whistleblowing)

b) Provide drop in sessions (if required) to
staff and members

c) Continue to make available counter fraud
strategies/policies on the intranet/website

Failure to make staff, member and the public that their
suspicions will be treated confidentially, objectively and
professionally. (Medium risk)

E-learning package
to be redesigned for
new system

As required

On website and
intranet

To complete an annual assessment of whether Failure to make available enough resources for counter March 2018
the level of resource invested to counter fraud and | fraud work (Medium risk)
corruption is proportionate for the level of risk.

RESOURCE (DAYYS) 25
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8/ T abed

OBJECTIVE

RISK

PROGRESS

Review communications so that the most
effective ways of communicating with staff are
utilised.

A lack of robust strategic approach to deterring fraud can
undermine actions to build an anti-fraud culture.

(Medium risk)

Evaluation and
adaptation of
National Fraud
Authority fraud
campaign pack
being completed for
roll out with E
Learning solution

Deter fraud attempts by publishing the
organisations counter fraud and corruption stance
and the actions it takes against fraudsters.

A lack of understanding as to the stance the authority

takes against fraud (Low risk)

Publish Strategy on
the intranet and
website

Resources (Days)

10

34




6.1 abed

OBJECTIVE

RISK

PROGRESS

Review the existing Counter Fraud Policy
Statement, Strategy and Guidance Notes and
update and amend as appropriate.

Out of date policies and procedures which do not cover

relevant legislation. (Medium risk)

Annual Review

Review financial guidance and update and
amend as appropriate.

Out of date policies and procedures which do not cover

relevant legislation. (Medium risk)

Annual Review

Review and update the fraud risk register in line
with potential system weaknesses identified
during audits or investigations.

Potential risks not identified. (Medium risk)

Completed
quarterly

Implement effective Whistleblowing
arrangements.

Out of date policies and procedures which do not cover

relevant legislation. (Medium risk)

Annual Review

Adopt a Code of Practice for Data Sharing with
local partners.

Potential data not identified. (Low risk)

March 2018 — input
from ICT

Resources (Days)

15
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OBJECTIVE RISK PROGRESS
Undertake enquiries as a result of the If not undertaken, there is a risk that the opportunity to abuse a | On-going
outcome of the National Fraud Initiative system weakness may be heightened as the risk of being
and the Housing Benefit Matching Service | caught maybe deemed negligible by the perpetrator. (Medium
risk)
Undertake local proactive exercises If not undertaken, there is a risk that the opportunity to abuse a | As identified
through data & intelligence analysis at the | system weakness may be heightened as the risk of being
Authority as agreed with the Executive caught maybe deemed negligible by the perpetrator. (Low risk)
Director Corporate Services
Review and evaluate the potential for the If not undertaken, there is a risk that fraud could go undetected
use of computer aided and other (Medium risk)
innovative techniques for the detection of
fraud.
Resources (Days) 40
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T8T abed

All referrals will be investigated in accordance The risk of not investigating is that fraud goes On-going
with the Counter Fraud and Corruption Policy unpunished and there is no resulting deterrent effect thus
Statement and Strategy. increasing the prevalence of fraud further. (Medium risk)

The staff (or others) making the allegation feel they are
not taken seriously and referrals cease to be made.
(Medium risk)




28T obed

Ensure that the sanctions are applied
correctly and consistently (including
internal disciplinary, regulatory & criminal.

If sanctions are not imposed there is no deterrence of fraud.
(Low risk)
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Maintain comprehensive records of time spent on
each investigation so that this can be included in
any compensation claim.

Identify and maintain a record of the actual
proven amount of loss so that appropriate
recovery procedures can be actioned.

Fraudsters may not realise that any and all measures will
be taken to recover any money lost to fraud. (Low risk)
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8T abed

Attendance at relevant fraud forums/meetings to
ensure that professional knowledge and skills are
maintained.

Completion and agreement of work plan.

Regular meetings with the Executive Director
Corporate Services.

Quarterly report of counter fraud work.

Attendance at relevant training as required.

Failure to ensure the completion of mandatory strategic
work may mean that the professional knowledge and skills
are not maintained to a high standard.(Medium risk)

On-going

On-going

On-going

On-going

On-going
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This document is held by Tamworth Borough Council, and the document owner is
Jane Hackett, Solicitor to the Council & Monitoring Officer.

Printed documents may be obsolete. An electronic copy will be available on

Tamworth Borough Councils Intranet. Please check for current version before
using.

Revision History

Revision Date Version Control Summary of changes
01/03/12 1.01.01 Scheduled review
29/07/13 1.01.02 Changes under the

Enterprise and
Regulatory Reform Act
2013

03/08/15 1.01.03 Scheduled review plus
changes under The
Public Interest
Disclosure (Prescribed
Persons) Order 2014.

23/08/17 1.01.04 Scheduled review
Approvals

Name Title Approved
Audit & Committee Approval

Governance

Committee

CMT Group Approval

TULG Trade Union Consultation

Jane Hackett Solicitor to the Council & Monitoring Officer

Angela Struthers Head of Internal Audit Services Yes

Document Review Plans
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This document is subject to a scheduled annual review. Updates shall be made
in accordance with business requirements and changes and will be with
agreement with the document owner.

Distribution

The document will be available on the Intranet.
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TAMWORTH BOROUGH COUNCIL

11

1.2

1.3

1.4

WHISTLEBLOWING POLICY
Policy Statement

Tamworth Borough Council believes it is important to encourage a
climate of openness and dialogue within the Council, where the free
expression by staff of their concerns is welcomed by managers as a
contribution towards improving services.

Employees are often the first to realise that there may be something
seriously wrong within the Council. However, they may not express their
concerns because they feel that speaking up would be disloyal to their
colleagues or to the Council. They may also fear harassment or
victimisation. In these circumstances it may be easier to ignore the
concern rather than report what may just be a suspicion of malpractice.

The Council is committed to the highest possible standards of openness,
probity and accountability. In line with that commitment it expects
employees, and others that it deals with, who have serious concerns
about any aspect of the Council’s work to come forward and voice those
concerns. It is recognised that most cases will have to proceed on a
confidential basis.

This policy document makes it clear that you can do so without fear of
victimisation, subsequent discrimination or disadvantage. This
Whistleblowing Policy is intended to encourage and enable anyone to
raise concerns in the public interest, in good faith within the Council
rather than overlooking a problem or ‘blowing the whistle’ outside.

Head of Paid Service Leader of the Council
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2. Introduction

2.1 The Public Interest Disclosure Act 1998 became law in July, 1999. This
Act, introduced the protection of whistleblowers and removes the limits of
financial liability to which an organisation is exposed should a
whistleblower receive unfair treatment. This policy document sets out the
Council’s response to the requirements of the Act.

2.2 Under the Enterprise and Regulatory Reform Act 2013, any disclosure
made using the Whistleblowing Policy, within reasonable belief of the
worker making the disclosure will only be protected if it is made in the
public interest. It must also show one or more of the following:

(a)that a criminal offence has been committed, is being committed
or is likely to be committed,

(b)that a person has failed, is failing or is likely to fail to comply with
any legal obligation to which he is subject,

(c)that a miscarriage of justice has occurred, is occurring or is likely
to occur,

(d)that the health or safety of any individual has been, is being or is
likely to be endangered,

(e)that the environment has been, is being or is likely to be
damaged, or

(Hthat information tending to show any matter falling within any one
of the preceding paragraphs has been, is being or is likely to be
deliberately concealed.

2.3 This policy is designed for workers. Workers include:

employees;

agency workers;

people that are training with an employer but not employed; and
self-employed workers, if supervised or working off-site.

2.4 Local Government employees have an individual and collective
responsibility regarding their conduct and practices, which are always
subject to scrutiny. As individuals, employees are required to work within
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2.5

2.6

2.7

3.1

3.2

the Code of Conduct for Tamworth Borough Council Employees and the
relevant codes of conduct including the standards appropriate to their
professional organisations or associations. The Council’s regulatory
framework also includes Financial Regulations and Contract Standing
Orders that must be met.

All employees have a duty to bring to the attention of management any
deficiency in the provision of service and any impropriety or breach of
procedure, in accordance with Financial Regulations.”

These procedures are in addition to the Council’s complaints procedures
including the Grievance Procedure and the Dignity and Respect at Work
Policy, and other statutory reporting procedures applying to some
Services.

This policy has been discussed with the relevant trade unions and
professional organisations and has their support.

Aims and Scope of this Policy

This policy aims to:

e encourage you to feel confident in raising concerns that are in the
public interest

e provide avenues for you to raise those concerns and receive
feedback on any action taken

e ensure that you receive a response to your concerns and that you are
aware of how to pursue them if you are not satisfied

e reassure you that you will be protected from possible reprisals or
victimisation if you have a reasonable belief that you have made any
disclosure in good faith.

There are existing procedures in place to enable you to disclose
particular concerns. These are:

. The Authority’s Grievance Procedure which enables you to lodge a
grievance relating to your own employment;

o The Authority’s Counter Fraud and Corruption Policy Statement,
Strategy & Guidance Notes, which outlines how you can disclose
potential fraud, bribery, corruption and theft;

o The Authority’s Dignity and Respect at Work Policy, which enables
you to disclose cases of potential harassment and bullying;

J The Authority’s Children & Vulnerable Adult Protection Policy
(which has its own Whistleblowing Policy in place), for disclosures
regarding suspected mistreatment of children and vulnerable adults.
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3.3

4.1

4.2

4.3

5.1

6.1

6.2

6.3

This policy does not replace the corporate complaints procedure or other
existing policies for raising issues regarding your employment.

Safeguards

The Council is committed to good practice and high standards and shall
be supportive of employees.

The Council recognises that the decision to report a concern can be a
difficult one to make. If what you are saying is within reasonable belief,
you should have nothing to fear because you will be doing your duty to
your employer and those for whom you are providing a service.

The Council will not tolerate any harassment or victimisation (including
informal pressures) and will take appropriate action to protect you when
you raise a concern in good faith. It is a disciplinary matter to victimise a
bone fide whistleblower.

Confidentiality

All concerns will be treated in confidence and every effort will be made
not to reveal your identity if you so wish. At the appropriate time,
however, you may need to come forward as a witness, but this will be
discussed with you, as to whether and how the matter can be proceeded
with .

Anonymous Allegations

This policy encourages you to put your name to your allegation whenever
possible.

Concerns expressed anonymously are much less powerful but will be
considered at the discretion of the Council.

In exercising this discretion the factors to be taken into account would
include:

e the seriousness of the issues raised

¢ the credibility of the concern; and
¢ the likelihood of confirming the allegation from attributable sources.
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7.1

8.1

8.2

9.1

9.2

Untrue Allegations

If you make an allegation in good faith, but it is not confirmed by the
investigation, no action will be taken against you. If, however, you make
an allegation frivolously, maliciously or for personal gain, disciplinary
action will be taken against you.

How to Raise a Concern

As a first step, you should normally raise concerns with your immediate
manager or their superior. This depends, however, on the seriousness
and sensitivity of the issues involved and who is suspected of the
malpractice. For example, if you believe that management is involved,
you should approach the Chief Operating Officer, Head of Paid Service,
Executive Director Corporate Services, Solicitor to the Council or Head of
Internal Audit Services. Where you feel unable to raise the concerns
internally due to the nature of the disclosure you should contact the
External Auditor who will then ensure that the disclosure is properly
investigated.

To raise a concern is respect of Benefits Fraud, you can contact the
National Benefit Fraud Hotline - telephone number 0800 854 440 or text
phone number 0800 320 0512 or online www.gov.uk/report-benefit-fraud
or write to them at NBFH, PO Box No. 224, Preston, PR1 1GP.

External contacts

While it is hoped that this policy gives you the reassurance you need to
raise such matters internally, it is recognised that there may be
circumstances where you can properly report matters to outside bodies,
such as prescribed regulators, some of which are outlined at 9.7. If a
worker chooses to go to the media, they can expect in most cases to lose
their whistleblowing law rights. It is only in exceptional circumstances
that a worker can go to the media without losing their rights. The Public
Interest Disclosure Act 1998 gives more detail on this.

Concerns may be raised verbally or in writing. Staff who wish to make a
written report are invited to use the following format:

¢ the background and history of the concern (giving relevant dates);
e the reason why you are particularly concerned about the situation.
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9.3

9.4

9.5

9.6

9.7

The earlier you express the concern the easier it is to take action and you
will need to be able to demonstrate to the person contacted that there are

reasonable grounds for your concern.

Contact points for advice/guidance on how to pursue matters of concern

can be obtained from:

e Chief Operating Officer — 709453

e Head of Paid Service - 709225

e Executive Director Corporate Services — 709252
e Solicitor to the Council & Monitoring Officer — 709258
e Head of Internal Audit Services — 709234

You may wish to consider discussing your concern with a colleague first
and you may find it easier to raise the matter if there are two (or more) of
you who have had the same experience or concerns.

You may invite your trade union or professional association representative
or a member of staff to be present during any meetings or interviews in
connection with the concerns you have raised.

Examples of relevant Prescribed Regulators are as follows:

Proper conduct of public business,
value for money fraud and
corruption relating to provision of
public services

Comptroller and Auditor General

Serious or complex fraud

Director of the Serious Fraud Office

Environmental issues

Environment Agency

Accounting, auditing and actuarial
issues

Financial Reporting Council Limited

Health & Safety issues

Health & Safety Executive

Social Housing

Homes & Communities Agency

Data Protection & Freedom of
Information

Information Commissioner

Corruption & Bribery

National Crime Agency

Child Welfare & Protection

Children’s Commissioner
NSPCC
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10

10.1

10.2

10.3

10.4

10.5

10.6

The full list of prescribed regulators can be found in The Public Interest
Disclosure (Prescribed Persons) Order 2014.

How the Council Will Respond

The Council will always respond to your concerns. Do not forget that
testing out your concerns is not the same as either accepting or rejecting
them.

Where appropriate, the matters raised may:

e be investigated by management, internal audit, or through the
disciplinary process

e be referred to the police

e Dbe referred to the external auditor

e form the subject of an independent inquiry.

In order to protect individuals and those accused of misdeeds or possible
malpractice, initial enquiries will be made to decide whether an
investigation is appropriate and, if so, what form it should take. The
overriding principle which the Council will have in mind is the public
interest. Concerns or allegations which fall within the scope of specific
procedures (for example, child protection or discrimination issues) will
normally be referred for consideration under those procedures.

Some concerns may be resolved by agreed action without the need for
investigation. If urgent action is required this will be taken before any
investigation is conducted.

Within ten working days of a concern being raised, the Solicitor to the
Council will write to you:

acknowledging that the concern has been received

indicating how the Council propose to deal with the matter

giving an estimate of how long it will take to provide a final response
telling you whether any initial enquiries have been made

supplying you with information on how the Council will support you if
you think this is necessary, whilst the matter is under consideration,
and

e telling you whether further investigations will take place and if not,
why not.

The amount of contact between the officers considering the issues and
you will depend on the nature of the matter raised, the potential
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10.7

10.8

11

111

12

12.1

12.2

difficulties involved and the clarity of the information provided. If
necessary, the Council will seek further information from you.

Where any meeting is arranged, off-site if you so wish, you can be
accompanied by a trade union officer or professional association
representative or a member of staff.

The Council accepts that you need to be assured that the matter has
been properly addressed. Thus, subject to legal constraints, we will
inform you of the outcome of any investigation.

The Responsible Officer

The Solicitor to the Council & Monitoring Officer has overall responsibility
for the maintenance and operation of this policy. That officer maintains a
record of concerns raised and the outcomes (but in a form which does
not endanger your confidentiality) and will report as necessary to the
Council.

How the Matter can be Taken Further

If you feel that the Council has not responded correctly at any stage,
remember you can go to the other levels and bodies mentioned at
paragraph 9.7. While it cannot be guaranteed that all matters will be
addressed in the way that you might wish, it will always be the Council’s
intention to handle the matter fairly and properly. By using this policy,
you will help achieve this

If you do take the matter outside the Council, you should ensure that you

do not disclose confidential information. Check with the contact point
about that.
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Appendix 3
Fraud & Corruption Risk Register Summary 2017/18 TOfTUJOI'Th

Report Type: Risks Report Borough Council

Report Author: Angela Struthers
Generated on: 28 September 2017

Risk Title Risk Description Gross Risk - Assessment Current Risk - Assessment Last Review Date

Staffing (internal) (A

Credit Income Misappropriation of income @ 4 significant-unlikely @ 2 significant-very 27-Sep-2017

unlikely

Assets Theft of fixed assets Q 9 serious-likely @ 4 significant-unlikely =~ 27-Sep-2017

U )

Asets Theft of Council . 12 major - likely (A 8 major - unlikely 27-Sep-2017

((% information/intellectual property

k«s)%ets Inappropriate use of Council assets Q 8 significant - very likely Q 6 significant-likely 27-Sep-2017

iy for private use

Petty cash/imprest Theft of takings disguised by @ 2 minor-unlikely @ 2 minor-unlikely 27-Sep-2017

accounts manipulation of accounts

Expenses claims Inflated claims Q 6 significant-likely @ 4 significant-unlikely =~ 27-Sep-2017

Corruption Disposal of assets - land and Q 6 serious-unlikely @ 3 serious-very unlikely 27-Sep-2017
property

Corruption Award of planning consents and Q 9 serious-likely @ 3 serious-very unlikely 27-Sep-2017
licences

Corruption Acceptance of gifts, hospitality, Q 6 significant-likely @ 4 significant-unlikely 27-Sep-2017
secondary employment

Car parking Theft of takings Q 9 serious-likely (A 6 serious-unlikely 27-Sep-2017



Risk Title

Treasury management
Money laundering

ICT fraud

Employee - general

Payment of grants to
the public

[&ns & Investments
QD

«Q
@D

@eneration

&Qelopment corruption

Financial statements

New starter
ICT abuse

Benefits fraud - internal
Cash theft

Cash theft
Payroll

Payroll

Risk Description

Falsifying records to gain access to
loan or investment monies

Using the council to hide improper
transactions

Improper use of council ICT
equipment

Abuse of flexi system
Falsification of car loans

Grants fraudulently claimed

Misappropriation of funds
Fraudulent payment or investment
of funds

Regeneration development
corruption

The financial statements may be
materially mis-stated due to fraud

Fraudulent job application
Improper use of IT equipment

Fraudulent claim by member of
staff

Theft of takings disguised by
manipulation of accounts

Theft of cash without disguise
Payment to non existent employees

Over claiming hours worked

Gross Risk

e D@6 @ 6> @D

OO0 O

- Assessment

12 major - likely

8 major - unlikely

12 major - likely

6 significant-likely

12 major - likely

12 major - likely

12 major - likely

6 serious-unlikely

9 serious-likely
9 serious-likely

9 serious-likely

4 significant-unlikely

4 significant-unlikely
2 significant-very unlikely

6 significant-likely

Current Risk

> o b

D <

DI <

OO O

000 O

- Assessment

6 serious-unlikely

4 significant-unlikely

9 serious-likely

4 significant-unlikely

6 serious-unlikely

4 significant-unlikely

6 serious-unlikely

4 significant-unlikely

4 significant-unlikely
4 significant-unlikely

6 serious-unlikely

2 significant-very
unlikely

1 minor - very unlikely
3 serious-very unlikely

2 minor-unlikely

Last Review Date

27-Sep-2017

27-Sep-2017

27-Sep-2017

27-Sep-2017

27-Sep-2017

27-Sep-2017

27-Sep-2017

27-Sep-2017

27-Sep-2017
27-Sep-2017
27-Sep-2017

27-Sep-2017

27-Sep-2017
27-Sep-2017
27-Sep-2017



Risk Title
Payroll

Assets

Procurement & Contract

Management

Selection process

Lack of awareness of
the procurement
process

Lack of anti fraud

c-lﬁtu re

@ntract awarded prior

t@®specification being

geed

(o]

Manipulation of
preferred bidders list

No formal contract in
place

Prices reworked

Value of contract

Risk Description Gross Risk
Manipulation of standing data Q
Theft of current assets Q

Senior staff influencing junior staff (’f \
involved in a selection process

Lack of awareness of risks and N
issues in the procurement process

No antifraud culture - no due Q
diligence/risk registers

Contract awarded prior to g
specifications being fully agreed

and developed; meaning the
organisation becomes responsible

for additional development and

training expenses

Manipulation of preferred bidders
list

> o

No formal contract in place

Prices reworked to enable the Q
successful bidder to move up the
proposal list following initial

bidding

Value of contract disaggregated to .

- Assessment

6 serious-unlikely

6 significant-likely

6 serious-unlikely

6 significant-likely

6 significant-likely

6 significant-likely

4 significant-unlikely

8 significant - very likely

6 significant-likely

12 serious - very likely

Current Risk

OO0 0010 O

(I <

- Assessment

2 significant-very
unlikely

4 significant-unlikely

4 significant-unlikely

4 significant-unlikely

2 significant-very
unlikely

4 significant-unlikely

2 significant-very
unlikely
6 significant-likely

4 significant-unlikely

6 significant-likely

Last Review Date

27-Sep-2017

27-Sep-2017

27-Sep-2017

27-Sep-2017

27-Sep-2017

27-Sep-2017

27-Sep-2017

27-Sep-2017

27-Sep-2017

27-Sep-2017



Risk Title
disaggregated

Inappropriate high
value purchase

Inappropriate use of
single tender
acceptance

Using agency staff or
consultants

Initial commercial
e@lsultations

jabl
Q

D

Oehtract signin
S gning
o

Diversion of funds

Bogus vendor

Sale of confidential
information

Creditor payments

Risk Description Gross Risk

circumvent organisation/EU
regulations

Inappropriate high value purchase
for an unauthorised purpose

Inappropriate use of single tender
acceptance

® & [

Procurement staff being sidelined
during initial commercial
consultations and subsequently
being presented with a "done deal".

Contracts signed by member of .
staff not authorised to do so

Diversion of funds: the risk that a .
member of staff diverts funds

through the set up of non-existent
supplier/freelancer

An individual could authorise the .
set up of a bogus vendor and raise
and authorise a purchase order

A member of staff could disclose .
information on bids to other
contract bidders

Fraudulent requests for creditor ('/ \
payments

- Assessment

6 significant-likely

6 significant-likely

4 significant-unlikely

12 major - likely

12 major - likely

12 major - likely

16 major - very likely

12 major - likely

9 serious-likely

Current Risk

o 00

> b

- Assessment

4 significant-unlikely

4 significant-unlikely

1 minor - very unlikely

6 serious-unlikely

6 serious-unlikely

6 serious-unlikely

8 major - unlikely

6 serious-unlikely

4 significant-unlikely

Last Review Date

27-Sep-2017

27-Sep-2017

27-Sep-2017

27-Sep-2017

27-Sep-2017

27-Sep-2017

27-Sep-2017

27-Sep-2017

28-Sep-2017



Risk Title

Fraudulent use for one
off payment

Declaration of interests

Housing
tenancy/homelessness

Housing allocations
lllegal sub letting

Homelessness

I@ht to Buy
(@)

§Reltered schemes
N

o
Suncil Tax

Single Persons Discount

Discounts/exemptions

Refund fraud

Suppressed recovery
action

NNDR

Void exemption

Risk Description

Staff use the cheque payment
process to send to a bogus vendor

Lack of declarations of interests

Housing allocated for financial
reward
fraudulent allocation of property

Illegal sub letting of council
property

False claim of homelessness

Fraudulent claim of right to buy
discount

Theft of customer monies

Single persons discount
fraudulently claimed

Discounts and exemptions falsely
claimed

Suppressed recovery action

Void exemption falsely claimed

Gross Risk

e O b

o

o0 O P

- Assessment

6 serious-unlikely

9 serious-likely

9 serious-likely

4 significant-unlikely

6 significant-likely

6 significant-likely

4 significant-unlikely

6 significant-likely

3 minor-likely

3 minor-likely

3 minor-likely

6 significant-likely

Current Risk

00 00 O P> O 00O O O 600 O

- Assessment

2 significant-very
unlikely

4 significant-unlikely

4 significant-unlikely

2 minor-unlikely

2 minor-unlikely

4 significant-unlikely

2 significant-very
unlikely

6 significant-likely

2 minor-unlikely

2 minor-unlikely

2 minor-unlikely

4 significant-unlikely

Last Review Date

28-Sep-2017

28-Sep-2017

28-Sep-2017

28-Sep-2017

28-Sep-2017
28-Sep-2017

27-Sep-2017

28-Sep-2017

28-Sep-2017

28-Sep-2017

28-Sep-2017

28-Sep-2017



Risk Title

Occupation dates
Changes to property

Insurance

Insurance claims

Other

F@ctions

«Q

D
Fr(sernal funding

o
N
Housing

Benefits/Council Tax
Reduction Scheme

Benefits fraud -
claimant

Benefits fraud - third
party eg landlord

Cyber

Cyber risk

Risk Description

Occupation dates incorrectly
notified

Changes to property increase the
rateable value

Claiming for non existent injuries
Claiming at another establishment
for the same injury

overclaiming

Fraudulent voting
Fraudulent acts by canvassers

Fraudulently claiming/using
external funding

Claimant fraudulently claims
benefits

fraudulent claim by third party

Risk of loss, disruption or damage
to the reputation of the Authority
from some sort of failure of
Information Technology systems

Gross Risk

o

o

- Assessment
6 significant-likely

6 significant-likely

9 serious-likely

12 major - likely

1 minor - very unlikely

12 serious - very likely

4 significant-unlikely

6 serious-unlikely

Current Risk

v

DR N < 00 O

> o

- Assessment

4 significant-unlikely

4 significant-unlikely

4 significant-unlikely

6 serious-unlikely

1 minor - very unlikely

8 significant - very
likely

4 significant-unlikely

6 serious-unlikely

Last Review Date

28-Sep-2017

28-Sep-2017

28-Sep-2017

28-Sep-2017

28-Sep-2017

28-Sep-2017

28-Sep-2017

28-Sep-2017
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PLANNED REPORTS TO AUDIT AND GOVERNANCE COMMITTEE 2017 - 2018

Report Committee Date Report Of Comments

1 Role of the Audit Committee June Grant Thornton Presentation/training
2 Audit and Governance Committee Update June Grant Thornton
3 Fee Letter June Grant Thornton
4 Review of the Constitution and Scheme of June Solicitor to the Council and

—u | Delegation for Officers Monitoring Officer

&

«Q
5 @ | RIPA Quarterly Report June Solicitor to the Council and

N Monitoring Officer

-]

o1
6 Members/Standards x 2 June Solicitor to the Council and

Monitoring Officer
7 Internal Audit Annual and Quarterly Update June Head of Internal Audit
8 Public Sector Internal Audit Standards/Quality | June Head of Internal Audit
Assurance and Improvement Programme

9 Financial Guidance June Head of Internal Audit
10 | Annual Governance Statement and Code of June Head of Internal Audit

Corporate Governance

TT Wa)| epusby



1 Audit Findings Report July Grant Thornton
2 Management Representation Letter July Grant Thornton
3 Annual Statement of Accounts July Executive Director
Corporate Services
4 Annual Treasury Outturn July Executive Director
Corporate Services
5 RIPA Quarterly Report July Solicitor to the Council and
Monitoring Officer
o
QD
6% Risk Management Quarterly Update July Head of Internal Audit
N
7 g Counter and Corruption Fraud Update July Head of Internal Audit
8 Internal Audit Customer Satisfaction Survey July Head of Internal Audit
9 Internal Audit Quarterly Update July Head of Internal Audit
1 Local Government Ombudsman’s Annual September Solicitor to the Council and
Review and Report 2016/17 Monitoring Officer
1 RIPA Quarterly Update October Solicitor to the Council and
Monitoring Officer
2 Internal Audit Quarterly Update October Head of Internal Audit
3 Risk Management Quarterly Update October Head of Internal Audit




4 Annual Governance Statement Update October Head of Internal Audit

1 Audit Report on Certification Work February Grant Thornton

2 Audit Progress Report February Grant Thornton

3 Annual Audit Letter February Grant Thornton

4 RIPA Quarterly Report February Monitoring Officer Solicitor
to the Council and

5 Internal Audit Quarterly Update February Head of Internal Audit

6 ;? Risk Management Quarterly Update February Head of Internal Audit

7?‘ Counter Fraud Update February Head of Internal Audit

1 3 Draft Audit Plan March Grant Thornton

2 Draft Certification Work Plan March Grant Thornton

3 Audit Committee Update March Grant Thornton

4 Auditing Standards March Grant Thornton

5 Informing the Audit Risk Assessment March Grant Thornton

6 Review of the Treasury Management Strategy | March Executive Director

Statement, Minimum Revenue Provision Policy
Statement and Annual Investment Statement

Corporate Services




and the Treasury Management Strategy
Statement and Annual Investment Strategy
Mid-Year Review Report

7 Final Accounts — Action Plan March Director of Finance

8 Internal Audit Charter and Audit Plan March Head of Internal Audit

9 Audit and Governance Committee Self- March Head of Internal Audit
Assessment

10 | Review of Financial Guidance March Head of Internal Audit

T

80¢ af@d

Portfolio Holder for Assets and Finance
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